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Preface

This volume contains the proceedings of the Combined 23nd International Workshop on Expressiveness
in Concurrency and the 13th Workshop on Structural Operational Semantics (EXPRESS/SOS 2016)
which was held on 22 August 2016 in Québec, Canada, as an affiliated workshop of CONCUR 2016, the
27th International Conference on Concurrency Theory.

The EXPRESS workshops aim at bringing together researchersinterested in the expressiveness of
various formal systems and semantic notions, particularlyin the field of concurrency. Their focus has
traditionally been on the comparison between programming concepts (such as concurrent, functional,
imperative, logic and object-oriented programming) and between mathematical models of computation
(such as process algebras, Petri nets, event structures, modal logics, and rewrite systems) on the basis
of their relative expressive power. The EXPRESS workshop series has run successfully since 1994 and
over the years this focus has become broadly construed.

The SOS workshops aim at being a forum for researchers, students and practitioners interested in new
developments, and directions for future investigation, inthe field of structural operational semantics. One
of the specific goals of the SOS workshop series is to establish synergies between the concurrency and
programming language communities working on the theory andpractice of SOS. Reports on applications
of SOS to other fields are also most welcome, including: modelling and analysis of biological systems,
security of computer systems programming, modelling and analysis of embedded systems, specifica-
tion of middle-ware and coordination languages, programming language semantics and implementation,
static analysis software and hardware verification, semantics for domain-specific languages and model-
based engineering.

Since 2012, the EXPRESS and SOS communities have organized an annual combined EXPRESS/SOS
workshop on the expressiveness of mathematical models of computation and the formal semantics of sys-
tems and programming concepts.

We received nine full paper submissions out of which the programme committee selected five for
publication and presentation at the workshop. These proceedings contain these selected contributions.
The workshop had an invited presentation:

What Do Probabilistic Programs Mean?,
by Joost-Pieter Katoen (RWTH Aachen University, Germany)

We would like to thank the authors of the submitted papers, the invited speaker, the members of the
programme committee, and their subreviewers for their contribution to both the meeting and this volume.
We also thank the CONCUR 2016 organizing committee for hosting EXPRESS/SOS 2016. Finally, we
would like to thank our EPTCS editor Rob van Glabbeek for publishing these proceedings and his help
during the preparation.

Daniel E. Gebler and Kirstin Peters,
August 2016
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A Note on the Expressiveness of BIP

Eduard Baranov and Simon Bliudze
École polytechnique fédérale de Lausanne, Station 14, 1015 Lausanne, Switzerland

firstname.lastname@epfl.ch

We extend our previous algebraic formalisation of the notion of component-based framework in order
to formally define two forms—strong and weak—of the notion of full expressiveness. Our earlier
result shows that the BIP (Behaviour-Interaction-Priority) framework does not possess the strong full
expressiveness. In this paper, we show that BIP has the weak form of this notion and provide results
detailing weak and strong full expressiveness for classical BIP and several modifications, obtained
by relaxing the constraints imposed on priority models.

1 Introduction
In our previous work [1], we have formalised some of the properties that are desirable for component-
based design frameworks, namely: incrementality, flattening, compositionality and modularity [17, 25].
We have also discussed the full expressiveness property, although without providing a formal defini-
tion for it. The formalisation is based on a very simple, abstract algebraic definition of the notion of
component-based framework, which we extend below in order to also provide such formal definition of
full expressiveness.

Intuitively, flattening requires that, for any component obtained by hierarchically applying two com-
position operators to a finite set of sub-components, there must exist an equivalent component obtained
by applying a single composition operator to the same sub-components. Full expressiveness w.r.t. a
given set of operators—e.g. those defined by a particular Structural Operational Semantics (SOS) rule
format—requires that all operators in that set be expressible as composition operators in the component-
based framework.

In [1], we have studied the satisfaction of the above properties by BIP (Behaviour-Interaction-
Priority), which is a component-based framework for the design of correct-by-construction concurrent
software and systems based on the separation of concerns between coordination and computation [2, 3].

BIP systems consist of components modelled as Labelled Transition Systems (LTS). Transitions are
labelled by ports, which are used for synchronisation with other components. Composition operators
defining such synchronisations are obtained by combining interaction and priority models. Operational
semantics of the BIP composition operators is defined by SOS rules in a format, which is a restriction
of GSOS [7]. Below we refer to this format as BIP-like SOS. We focus on the flattening and full expres-
siveness w.r.t. BIP-like SOS of BIP with the classical semantics defined in [4] and used in the language
and code-generation tool-set developed by VERIMAG.1

In [1], we have provided a counter-example showing that the classical semantics of BIP does not
possess flattening, which implies that it does not possess full expressiveness w.r.t. BIP-like SOS either.
This shows that the often encountered informal statement: “BIP possesses the expressiveness of the
universal glue” (or its equivalent in slightly different formulations) is based on an erroneous proposition
in previous work [5, Proposition 4]. The fundamental reasons for this absence of full expressiveness
lie in the definition of the priority models. A priority model is a strict partial order on the underlying

1http://www-verimag.imag.fr/New-BIP-tools.html
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interaction model (set of allowed interactions). This definition guarantees that applying a priority model
does not introduce deadlocks in the otherwise deadlock-free system. However, such deadlocks can be
introduced by certain operators respecting BIP-like SOS.

In [1], we have shown that relaxing the restrictions on priority models to allow arbitrary relations
on interactions—rather than strict partial orders on interactions in the interaction model—provides full
expressiveness w.r.t. the full class of BIP-like SOS operators.

In this paper, we refine this discussion as follows

• We formally define two notions—weak and strong—of full expressiveness. Weak full expressive-
ness means that any operator that can be defined by a set of BIP-like SOS rules can be expressed
as a hierarchical composition of BIP composition operators, as opposed to only one composition
operator for strong full expressiveness.

• We provide a syntactic characterisation of a subset of operators defined by BIP-like SOS rules.

• We show that BIP has weak full expressiveness with respect to this subset of operators.

• We show that relaxing the partial order restriction in the definition of priority models allows us to
recover weak full expressiveness w.r.t. the full class of BIP-like SOS operators.

The rest of the paper is structured as follows: Section 2 presents the algebraic formalisation of the
notion “component-based framework” and defines its basic properties, namely flattening, strong and
weak full expressiveness. Section 3 introduces the BIP component-based framework and its formal
semantics. Section 4 presents the main results of the paper as stated above. Section 5 briefly discusses
some related work. Finally, Section 6 concludes the paper.

2 Algebraic formalisation of component-based frameworks
Each component-based design framework can be viewed as an algebra A of components equipped with
a semantic mapping σ and an equivalence relation ', satisfying a set of basic properties, which we list
below. More precisely, A is an algebraic structure generated by a behaviour type B and a set G of
composition (glue) operators:

A ::= B | f (C1, . . . ,Cn) ,

with B ∈B, C1, . . . ,Cn ∈A and f ∈ G . We call the elements of A components and the elements of B
behaviours. The algebraic structure A represents the set of all systems constructible within the frame-
work. Behaviour type B defines the semantic nature of the components manipulated by the framework.

The semantic mapping σ : A →B assigns to each component its meaning in terms of the behaviour
type B. The semantic mapping must be consistent: for all B ∈B, must hold the equality σ(B) = B.
The semantic mapping is called structural, if it is defined by associating to each n-ary glue operator
f : A n→A a corresponding operator f̃ : Bn→B and putting

σ
(

f (C1, . . . ,Cn)
)
= f̃
(
σ(C1), . . . ,σ(Cn)

)
, for all C1, . . . ,Cn ∈A and f ∈ G .

Finally, the equivalence relation ' ⊆ A ×A —that allows comparing components in terms, for
example, of their functionality, observable behaviour or capability of interaction with the environment—
must respect the semantics: for all C1,C2 ∈A , must hold the implication σ(C1) = σ(C2) =⇒ C1 'C2.

In this context, the flattening property mentioned in the introduction is formalised by requiring that

∀i, j ∈ [1,n] (i≤ j), ∀C1,C2, . . . ,Cn ∈A , ∀ f ,g ∈ G , ∃h ∈ G :

f
(
C1, . . . ,Ci−1,g(Ci, . . . ,C j),C j+1, . . . ,Cn)

)
' h(C1, . . . ,Cn) .
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In other words, G must be closed under composition. Similarly, given a set of operators O ⊆⋃∞
n=0(B

n→
B), we say that the component-based framework (A ,σ ,') has strong full expressiveness w.r.t. O iff

∀o ∈ On, ∃õ ∈ G : ∀B1, . . . ,Bn ∈B, σ(õ(B1, . . . ,Bn)) = o(B1, . . . ,Bn) ,

where On = O ∩ (Bn→B). We say that (A ,σ ,') has (weak) full expressiveness w.r.t. O iff,

∀o ∈ On, ∃õ ∈ G [Z1, . . . ,Zn] : ∀B1, . . . ,Bn ∈B, σ(õ[B1/Z1, . . . ,Bn/Zn]) = o(B1, . . . ,Bn) ,

where G [Z1, . . . ,Zn] is the set of expressions on variables Z1, . . . ,Zn obtained by hierarchically applying
the glue operators from G ; whereas õ[B1/Z1, . . . ,Bn/Zn] ∈A is the component obtained by substituting
in õ the variables Zi by components Bi, for all i ∈ [1,n].

3 The BIP component-based framework
In this section, we briefly recall BIP and its classical operational semantics, as initially published in [4].
The behaviour type in BIP is the set of Labelled Transition Systems (LTS).

Definition 3.1. A labelled transition system (LTS) is a triple (Q,P,−→), where Q is a set of states, P is a
set of ports, and −→⊆ Q× (2P \ { /0})×Q is a set of transitions labelled by interactions, i.e. non-empty
sets of ports. For q,q′ ∈ Q and a ∈ 2P, we write q a−→ q′ iff (q,a,q′) ∈−→. A label a ∈ 2P is active in a

state q ∈ Q (denoted q a−→), iff there exists q′ ∈ Q such that q a−→ q′. We abbreviate q 6 a−→ de f
= ¬(q a−→).

Note 3.2. In the rest of the paper, whenever we speak of a set of LTS Bi = (Qi,Pi,−→i), for i ∈ [1,n], we

assume that all Pi are pairwise disjoint, i.e. i 6= j implies Pi∩Pj = /0. We denote P
de f
=
⋃n

i=1 Pi. When the
indices are clear from the context, we drop them on transition relations and denote write −→.

Glue operators are separated in two categories: interaction models define the sets of allowed inter-
actions, that is synchronisations between the transitions of their operand components; priority models
define the scheduling—or conflict resolution—policies, reducing non-determinism when several syn-
chronisations allowed by the interaction model are enabled simultaneously.

Interaction models An interaction model is a set of interactions γ ⊆ 2P \ { /0}. The semantics of the

application of an interaction model γ is defined by putting σ(γ(B1, . . . ,Bn))
de f
= (Q,P,−→γ), with Q =

∏n
i=1 Qi and the minimal transition relation −→γ satisfying the rule

a ∈ γ
{

qi
a∩Pi−−→ q′i

∣∣∣ i ∈ I
} {

qi = q′i
∣∣∣ i 6∈ I

}

q1 . . .qn
a−→γ q′1 . . .q

′
n

, (1)

where I = {i ∈ [1,n] |a∩Pi 6= /0}. Intuitively, this means that an interaction a allowed by the interaction
model γ can be fired when all the components involved in a are ready to fire the corresponding transitions.
All the components that are not involved in a remain in their current state.

Priority models For a behaviour B = (Q,P,−→), a priority model is a strict2 partial order π ⊆ 2P×2P

(we write a≺ b as a shorthand for (a,b) ∈ π). The semantics of the application of a priority model π is

2As opposed to a (non-strict) partial order, which is a reflexive, antisymmetric and transitive relation, a strict partial order is
an irreflexive and transitive (hence also asymmetric) one.
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Figure 1: Component behaviours for Example 3.6

defined by putting σ(π(B)) de f
= (Q,P,−→π), with the minimal transition relation −→π satisfying the rule

q a−→ q′
{

q 6 b−→
∣∣∣a≺ b

}

q a−→π q′
. (2)

Intuitively, this means that an interaction can be fired only if no higher-priority interaction is enabled.
Notice that the semantic mapping σ defined by (1) and (2) is structural, since it is defined by associ-

ating to both interaction and priority models operators on behaviours.
Note 3.3. The rules (1) and (2) defining the semantics of BIP operators require that a partition

⋃n
i=1 Pi =P

be defined, but they do not depend on the specific behaviours B1, . . . ,Bn.
Definition 3.4. An n-ary BIP glue operator is a triple

(
(Pi)

n
i=1,γ,π

)
, where (Pi)

n
i=1 are disjoint sets of

ports and, denoting P
de f
=
⋃n

i=1 Pi, the remaining two elements γ ⊆ 2P and π ⊆ γ × γ are, respectively,
interaction and priority models on P. (In the remainder of the paper, we omit the sets of ports (Pi)

n
i=1

when they are clear from the context.)
To simplify the notation, we denote the component obtained by applying the glue operator

(
(Pi)

n
i=1,

γ,π
)

to sub-components B1, . . . ,Bn, by πγ(B1, . . . ,Bn) instead of
(
(Pi)

n
i=1,γ,π

)
(B1, . . . ,Bn). Further-

more, when π = /0, we write directly γ(B1, . . . ,Bn), omitting π .
Definition 3.5. Two behaviours Bi = (Qi,Pi,−→), for i = 1,2 are equivalent if P1 = P2, and the two LTS
are bisimilar, i.e. there exists a bisimulation [23] relation R⊆ Q1×Q2 total on both Q1 and Q2.

Example 3.6. Consider the two components B1 and B2 shown in Figures 1(a) and 1(b), with P1 = {p,q}
and P2 = {r}, and put γ = {p,q,r,qr} and π = {q≺ r}.3 The glue operator defined by the combination
of the interaction model γ and the priority model π is given by the following four rules, obtained by
composing rules of forms (1) and (2) and removing premises, whereof satisfaction does not depend on
the state of the operand components (e.g. the premise a ∈ γ is satisfied in all states):

q1
p−→ q′1

q1q2
p−→ q′1q2

,
q2

r−→ q′2
q1q2

r−→ q1q′2
,

q1
q−→ q′1 q2

r−→ q′2
q1q2

qr−→ q′1q′2
,

q1
q−→ q′1 q2 6 r−→

q1q2
q−→ q′1q2

. (3)

The composed component πγ(B1,B2) is shown in Figure 1(c). The dashed arrow 21
q−→ 31 shows

the transition present only in γ(B1,B2), but not in πγ(B1,B2). Solid arrows show the transitions of
πγ(B1,B2).

3To simplify the notation we use the juxtaposition γ = {p,q,r,qr} instead of the set notation γ =
{
{p},{q},{r},{q,r}

}
for

interactions. Similarly, we directly write π = {q≺ r} instead of π = {(q,r)}
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Among the transitions labelled by q, only the transition 22
q−→ 32 is enabled and not 21

q−→ 31 (Fig-
ure 1(c)). Indeed, the negative premise in the fourth rule of (3), generated by the priority q≺ r, suppresses
the interaction q when a transition labelled r is possible in the second component.

After merging rules of forms (1) and (2) and the simplification by removing the constant premises,
all rules used to define the semantics of BIP glue operators follow the format

{
qi

a∩Pi−−→ q′i
∣∣∣ i ∈ I

} {
qi = q′i

∣∣∣ i 6∈ I
} {

q j 6
bk

j−−→
∣∣∣ j ∈ J,k ∈ K j

}

q1 . . .qn
a−→ q′1 . . .q

′
n

, (4)

where I = {i ∈ [1,n] |a∩Pi 6= /0}, whereas J,K j ⊆ [1,n] and, for each j ∈ J and k ∈ K j, holds bk
j ∈ 2Pj .

Let us now recall an important property of the BIP glue operators with the above semantics, which
was originally shown in [16]: application of a priority model does not introduce deadlocks.

Definition 3.7. Let B = (Q,P,−→) be a behaviour. A state q ∈ Q is a deadlock iff holds ∀a⊆ P, q 6 a−→.

Lemma 3.8 ([16]). Let Bi = (Qi,Pi,−→), for i ∈ [1,n], be a set of behaviours, γ and π be respectively
interaction and priority models on P =

⋃n
i=1 Pi. A state q ∈ ∏n

i=1 Qi is a deadlock in πγ(B1, . . . ,Bn) if
and only if it is a deadlock in γ(B1, . . . ,Bn).

Proof. The “if” implication is trivial. To prove the “only if” implication, assume that, for some a ∈ γ ,
we have q a−→γ . Let b⊆ P be an interaction, maximal w.r.t. π , such that b ∈ γ , a≺ b and q b−→γ . If such b

exists, holds q b−→π . Otherwise holds q a−→π . In both cases, q is not a deadlock in πγ(B1, . . . ,Bn).

Notice that this proof does not rely on π being a strict partial order. The lemma can be generalised
to any acyclic relation π ⊆ γ× γ .

4 Expressiveness
We now consider full expressiveness of BIP w.r.t. the set O of operators defined as pairs

(
(Pi)

n
i=1,R),

where n is the arity of the operator, (Pi)
n
i=1 are pair-wise disjoint sets of ports and R is a set of SOS rules

in the format (4). In [1], we have shown that the operator defined by the following four rules, which
respect the format (4), cannot be expressed as a BIP glue operator in the classical semantics:

q1
p−→ q′1 q2 6 r−→

q1q2q3
p−→ q′1q2q3

,
q1

q−→ q′1
q1q2q3

q−→ q′1q2q3
,

q2
s−→ q′2

q1q2q3
s−→ q1q′2q3

,
q2

r−→ q′2 q3
t−→ q′3

q1q2q3
rt−→ q1q′2q′3

. (5)

We conclude that the classical semantics of BIP does not have neither flattening, nor strong full expres-
siveness w.r.t. O .4

Furthermore, the example below shows that the classical semantics of BIP does not have even weak
full expressiveness.

Example 4.1. Consider a composition operator defined by the following two rules:

q1
p−→ q′1 q1 6 r−→
q1

p−→ q′1
,

q1
r−→ q′1 q1 6

p−→
q1

r−→ q′1
, (6)

applied to the component in Figure 2. Assume that there exists a hierarchy of BIP glues, such that
applying them to the component in Figure 2 results in an equivalent composed component. States 1

4For the details of this example and the associated discussion, we refer the reader to [1].
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1

3

2

p r

p p

r r

Figure 2: Component behaviour for Example 4.1

and 2 of the composed component have outgoing transitions p and r, respectively, thus all interaction
models in the glues have to contain both interactions p and q. State 3 of the composed component is
a deadlock. Interaction models do not forbid any transition from this state and priority models cannot
introduce deadlock by Lemma 3.8. This contradicts the assumption and, consequently, the set of rules
(6) is not expressible in BIP.

The two fundamental reasons for the lack of expressiveness are related to the definition of the priority
model:

• the information used by the priority model refers only to interactions authorised by the underlying
interaction model—all the information about transitions enabled in sub-components is lost [1];

• the priority model π must be a strict partial order.

As we explain below, among these two reasons, the first one is easily addressed to achieve weak,
rather than strong, full expressiveness, whereas the second one presents the main difficulty.

What can be done without changing the BIP glue? Consider an n-ary operator o : LTSn → LTS
defined by (Pi)

n
i=1 and the set of rules

{
qi

al∩Pi−−−→ q′i
∣∣∣ i ∈ Il

} {
qi = q′i

∣∣∣ i 6∈ Il
} {

q j 6
bl

j,k−−→
∣∣∣ j ∈ Jl,k ∈ Kl

j

}

q1 . . .qn
al

−→ q′1 . . .q
′
n

, for l ∈ [1,m], (7)

where, as above, Il =
{

i ∈ [1,n]
∣∣al ∩Pi 6= /0

}
. For an interaction a ∈ {al | l ∈ [1,m]}, denote Ra

de f
=

{l ∈ [1,m] |a = al} the set of rules with the conclusion labelled by a. Clearly, for the interaction a to
be inhibited by the negative premises, one such premise must be involved for each rule in Ra. We denote
by j : Ra ; J the choice mappings j : Ra→

⋃m
l=1 Jl , such that j(l) ∈ Jl , for all l ∈ Ra.5

We define the inhibiting relation π ⊆ 2P×2P (where P =
⋃n

i=1 Pi) by putting

π =
m⋃

l=1

{
(al,b)

∣∣b =
⋃

s∈Ral

bs
j(s),k(s), for some j : Ral ; J, k(s) ∈ Ks

j(s)

}
. (8)

Proposition 4.2. If π has cycles, then the operator o cannot be realised by any hierarchical composition
of BIP glue operators.

Proof. Consider a cycle in the inhibiting relation π : a1 ≺ a2 ≺ ·· · ≺ al ≺ a1.
Let P=

⋃n
j=1 Pj, where Pj = {p j

1, . . . , p j
m}. Let c j

i = ai∩Pj for i∈ [1, l], j∈ [1,n] and C j =
{

c j
i

∣∣c j
i 6= /0

}
.

For each j consider a behaviour as shown in Figure 3. There are no transitions from state 0; from each

5The notion of choice mappings could also be defined as a co-product of mappings {l}→ Jl from singleton subsets {l}⊆Ra.
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Figure 3: Component behaviour for Proposition 4.2

state i such that c j
i 6= /0, there is a single transition to state m j with labels c j

i ∈C j, respectively, and loop
transitions in state m j with labels c j

i ∈C j.
The composition of such behaviours with the operator o allows a single transition ai from the state

q1 . . .qn, where q j = i if c j
i 6= /0 or q j = 0 otherwise. In order to allow these transitions, an interaction

model of a BIP glue must contain all ai. In the state q1 . . .qn, with q j = m j, all interactions a1, . . . ,al
are available. The operator o forbids all of them from this state. Interaction models of BIP glues allow
all these interactions and priority models cannot introduce deadlock in this state Lemma 3.8. Thus, this
system is not expressible in BIP.

Proposition 4.3. If π is acyclic, then the operator o can be realised by a hierarchical composition of
BIP glue operators.

Proof. Since π is acyclic, we can associate a depth d(a) to each interaction a involved in π as the length

of the longest path leading to a in the directed acyclic graph defined by π . Denote d
de f
= maxa d(a).

Furthermore, for i ∈ [1,d], denote πi
de f
= {(a,b) ∈ π |d(a) = i−1}.

Clearly all πi are strict partial orders. Furthermore πi ⊆ π ⊆ γ1× γ1, for all i ∈ [1,d] and

γ1 = γ2∪
m⋃

l=1

{ ⋃

s∈Ral

bs
j(s),k(s)

∣∣∣ j : Ral ; J, k(s) ∈ Ks
j(s)

}
,

γ2 =
{

al
∣∣ l ∈ [1,m]

}
.

Hence, for all i ∈ [1,d], (γ1,πi) is a BIP glue operator.
The operator o is equivalent to the composition (γ2, /0) ◦ (γ1,πd) ◦ · · · ◦ (γ1,π1). We show that for

any set of behaviours Bi = (Qi,Pi,−→ ), with i ∈ [1,n], holds σ
(
γ2
(
πdγ1

(
. . .π1γ1(B1, . . . ,Bn)

)
. . .
))

=
o(B1, . . . ,Bn). We denote

Bo = o(B1, . . . ,Bn) , Bπγ = σ
(
γ2
(
πdγ1

(
. . .π1γ1(B1, . . . ,Bn)

)
. . .
))

.

The sets of states and ports of these behaviours are the same, thus we only need to check that their
transitions coincide.

Let q1 . . .qn
a−→ q′1 . . .q

′
n in Bo. This means that, among the rules defining o, i.e. for some l ∈ [1,m],

there is a rule

{
qi

a∩Pi−−→ q′i
∣∣∣ i ∈ Il

} {
qi = q′i

∣∣∣ i 6∈ Il
} {

q j 6
bl

j,k−−→
∣∣∣ j ∈ Jl,k ∈ Kl

j

}

q1 . . .qn
a−→ q′1 . . .q

′
n

, (9)
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such that qi
a∩Pi−−→, for all i ∈ I, and q j 6

bl
j,k−−→ for all j ∈ Jl,k ∈ Kl

j. By construction both γ1 and γ2 contain
a. Hence, a is enabled in the state q1 . . .qn of γ1(B1, . . . ,Bn) and in the same state of Bπγ , provided that
it is not disabled by any of priorities π1, . . . ,πd . Thus, we have to show that no interaction available
from this state has higher priority. By construction, priority rules that contain a in the left-hand side can
appear only in πd(a)−1, thus other priority models cannot block a. Priority rules of the form a ≺ b have
b =

⋃
s∈Ra

bs
j(s),k(s), for some j : Ra ; J and k(s) ∈ Ks

j(s). Since all the premises of (9) are satisfied in

q1 . . .qn, interaction bl
j(l),k(l) is disabled. Hence, b is also disabled. Thus q1 . . .qn

a−→ q′1 . . .q
′
n in Bπγ .

Let q1 . . .qn
a−→ q′1 . . .q

′
n in Bπγ . This means that both γ1 and γ2 contain the interaction a. Therefore,

by the construction of γ2, there is at least one rule

{
qi

a∩Pi−−→ q′i
∣∣∣ i ∈ I

} {
qi = q′i

∣∣∣ i 6∈ I
} {

q j 6
b j,k−−→
∣∣∣ j ∈ J,k ∈ K j

}

q1 . . .qn
a−→ q′1 . . .q

′
n

, (10)

among the rules defining o. Furthermore, the priority model πd(a)−1 contains priorities of the form
a ≺ b, with b =

⋃
s∈Ra

bs
j(s),k(s), for all j : Ra ; J and k(s) ∈ Ks

j(s). Notice that a priority rule b ≺ c such
that a ≺ b cannot appear in priorities π1, . . . ,πd(a)−1 since d(b) ≥ d(a)+ 1. Assume that none of rules
defining o, with the conclusion labelled by a, applies in q1 . . .qn

a−→ q′1 . . .q
′
n. This necessarily means that

each of these rules has a negative premise that is not satisfied. Let b =
⋃

s∈Ra
bs

j(s),k(s) with bs
j(s),k(s), for

all s ∈ Ra, being the labels of dissatisfied premises. Then b is an enabled interaction in γ1(B1, . . . ,Bn)
such that a ≺ b and b cannot be blocked by priorities π1, . . . ,πd(a)−1. Consequently, b is enabled in
πd(a)−1γ1

(
. . .π1γ1(B1, . . . ,Bn) . . .

)
and blocks a, which contradicts the assumption q1 . . .qn

a−→ q′1 . . .q
′
n in

Bπγ . Hence, there is at least one rule of the form (10) in the definition of o with all premises satisfied in
q1 . . .qn and, therefore, q1 . . .qn

a−→ q′1 . . .q
′
n in Bo.

Thus, we conclude that BIP has weak full expressiveness w.r.t. the class of BIP-like SOS operators
with acyclic inhibiting relations.

What can be done in the general case? In [1], we have proposed the following notion of relaxed
priority model.

Definition 4.4. Let P be a set of ports. A relaxed priority model on P is a relation π ⊆ 2P×(2P \{ /0}). A
relaxed BIP operator is a triple

(
(Pi)

n
i=1,γ,π), with P =

⋃n
i=1 Pi, such that γ ⊆ 2P \{ /0} is an interaction

model and π ⊆ γ× γ is a relaxed priority model.

The semantics of relaxed priority models is defined exactly as that of classical priority models, by
(2). Notice that we do not require the relation π to be acyclic. If all interactions involved in a cyclic
dependency in π are enabled simultaneously, they block each other, potentially introducing a deadlock.

Given a BIP-like SOS operator o, we consider its inhibiting relation π (see (8)) and the interaction
models γ1,γ2 as in the proof of Proposition 4.3. Since π ⊆ γ1× γ1, the operator (γ1,π) is a relaxed BIP
operator. The operator o is then equivalent to the composition (γ2, /0)◦ (γ1,π), where π is considered as
a relaxed priority model.

Proposition 4.5. For any set of behaviours Bi = (Qi,Pi,−→ ), with i ∈ [1,n], holds

σ
(
γ2
(
πγ1(B1, . . . ,Bn)

))
= o(B1, . . . ,Bn) .
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Proof. For a set of behaviours Bi = (Qi,Pi,−→ ), with i ∈ [1,n], denote

Bo = o(B1, . . . ,Bn) , Bπγ = σ
(
γ2
(
πγ1(B1, . . . ,Bn)

))
.

The sets of states and ports of these behaviours are the same, thus we only need to check that their
transitions coincide.

Let q1 . . .qn
a−→ q′1 . . .q

′
n in Bo. This means that, among the rules defining o, i.e. for some l ∈ [1,m],

there is a rule
{

qi
a∩Pi−−→ q′i

∣∣∣ i ∈ Il
} {

qi = q′i
∣∣∣ i 6∈ Il

} {
q j 6

bl
j,k−−→
∣∣∣ j ∈ Jl,k ∈ Kl

j

}

q1 . . .qn
a−→ q′1 . . .q

′
n

, (11)

such that qi
a∩Pi−−→, for all i ∈ I, and q j 6

bl
j,k−−→ for all j ∈ Jl,k ∈ Kl

j. By construction both γ1 and γ2 contain
a. Hence, a is enabled in the state q1 . . .qn of γ1(B1, . . . ,Bn) and in the same state of γ2

(
πγ1(B1, . . . ,Bn)

)
,

provided that it is not disabled by the priority π . Thus, we have to show that no interaction available
from this state has higher priority. Priority rules in π that contain a are of the form a ≺ b, with b =⋃

s∈Ra
bs

j(s),k(s), for some j : Ra ; J and k(s) ∈ Ks
j(s). Since all the premises of (11) are satisfied in

q1 . . .qn, interaction bl
j(l),k(l) is disabled. Hence, b is also disabled. Thus q1 . . .qn

a−→ q′1 . . .q
′
n in Bπγ .

Let q1 . . .qn
a−→ q′1 . . .q

′
n in Bπγ . This means that bot γ1 and γ2 contain the interaction a. Therefore, by

the construction of γ2, there is at least one rule
{

qi
a∩Pi−−→ q′i

∣∣∣ i ∈ I
} {

qi = q′i
∣∣∣ i 6∈ I

} {
q j 6

b j,k−−→
∣∣∣ j ∈ J,k ∈ K j

}

q1 . . .qn
a−→ q′1 . . .q

′
n

, (12)

among the rules defining o. Furthermore, the priority model π has to contain priorities of the form
a ≺ b, with b =

⋃
s∈Ra

bs
j(s),k(s), for all j : Ra ; J and k(s) ∈ Ks

j(s). Assuming now that none of rules

defining o, with the conclusion labelled by a, applies in q1 . . .qn
a−→ q′1 . . .q

′
n. Since q1 . . .qn

a−→ q′1 . . .q
′
n

in Bπγ , this necessarily means that each of these rules has a negative premise that is not satisfied. Let
b =

⋃
s∈Ra

bs
j(s),k(s) with bs

j(s),k(s), for all s ∈ Ra, being the labels of dissatisfied premises. Then b is an

enabled interaction such that a≺ b, which contradicts the assumption q1 . . .qn
a−→ q′1 . . .q

′
n in Bπγ . Hence,

there is at least one rule of the form (12) in the definition of o with all premises satisfied in q1 . . .qn and,
therefore, q1 . . .qn

a−→ q′1 . . .q
′
n in Bo.

Thus, we conclude that BIP with relaxed priority models has weak full expressiveness w.r.t. the set
of all BIP-like SOS operators.

Notice that the relaxed priority model does not allow recovering strong full expressiveness. For
instance, consider the operator defined by the single rule

q1
p−→ q′1 q1 6 r−→
q1

p−→ q′1
, (13)

applied to the behaviour in Figure 2. The composed component has a single transition 1
p−→ 3. The

interaction model of BIP cannot contain r, as it is not possible to exclude transition 2 r−→ 3 with a priority
model. The transition 3

p−→ 3 has to be excluded by the priority model, however it cannot use r in the
priority relation.
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Further relaxation of the definition of the BIP operator by removing the restriction π ⊆ γ×γ requires
a slight modification of the semantics. Clearly, the behaviour γ(B1, . . . ,Bn) does not have transitions
that are not in γ and priority rules that can be applied to this behaviour are in γ × γ . Thus, we need to
apply interaction and priority models simultaneously. The semantics of the simultaneous application of

an interaction model γ and a priority model π is defined by putting σ(πγ(B1, . . . ,Bn))
de f
= (Q,P,−→πγ),

with Q = ∏n
i=1 Qi and the minimal transition relation −→πγ inductively defined by the set of rules





{
qi

a∩Pi−−→ q′i
∣∣∣ i ∈ I

} {
qi = q′i

∣∣∣ i 6∈ I
} {

q j 6
b∩Pj−−−→

∣∣∣b ∈ Ka

}

q1 . . .qn
a−→πγ q′1 . . .q

′
n

∣∣∣∣∣∣
a ∈ γ, j : Ka ; [1,n]



 , (14)

where I = {i ∈ [1,n] |a∩Pi 6= /0}, Ka = {b|a≺ b} and j : Ka ; [1,n] is a choice mapping j : Ka→ [1,n],
such that, for all b ∈ Ka, holds b∩Pj(b) 6= /0.

With this relaxation we obtain strong full expressiveness, since the operator o is then clearly equiva-
lent to (γ2,π).

What cannot be achieved? Consider another relaxation of the definition of BIP glue operators, by
considering operators

(
(Pi)

n
i=1,γ,π

)
, with P =

⋃n
i=1 Pi, such that the priority model π ⊆ 2P× (2P \{ /0})

is a strict partial order, without requiring that it refer only to interactions (i.e. we do not impose π ⊆ γ×γ).
This relaxation does not recover even weak full expressiveness w.r.t. BIP-like SOS operators. Indeed,
Example 4.1 is still no expressible.

5 Related Work
The results in this paper build mainly on our previous work. However, the following related work should
also be mentioned.

Usually, comparison between formalisms and models is by flattening structure and reduction to a
behaviorally equivalent model, e.g. automata and Turing machine. In this manner, all finite state for-
malisms turn out to be expressively equivalent independently of the features used for the composition of
behaviors. Many models and languages are Turing-expressive, while their coordination capabilities are
tremendously different. [5]

A first framework formally capturing meanings of expressiveness for sequential programming lan-
guages and taking into account not only the semantics but also the primitives of languages was provided
in [13]. It allows formal reasoning about and distinguishing between core elements of a language and
syntactic sugar. Although a number of studies have taken a similar approach in the context of concur-
rency, we will only point to [15] and the references therein. The key difference of our approach lies in the
strong separation between the computation and coordination aspects of the behaviour of concurrent sys-
tems. Indeed, we consider that all sequential computation resides within the components of the system
that are not subject to any kind of modification. Thus, we focus on the following question: what system
behaviour can be obtained by coordination of a given set of concurrent components? In particular, this
precludes the expression of parallel composition by choice operators, as in the expansion law [20].

An extensive overview of SOS formats is provided in [22], including some results comparing their
expressiveness. More results comparing different formats of SOS can be found in [21]. The expressive-
ness property is closely related to the translation between languages. One of the definitions of encoding
compared with other approaches can be found in [14]. It should be noted, however, that the above men-
tioned separation of concerns principle also leads to a very simple rule format. Indeed, the format that we
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consider is a small subset of GSOS. Our focus in this paper, is more on the expressiveness of coordination
mechanism provided by BIP than on that of the various SOS rule features.

There exist several works comparing BIP with various connector frameworks. A comparative study
of three connector frameworks—tile model [8], wire calculus [26] and BIP [3]—was presented in [9].
Recently an attempt to relate BIP and Reo has been done [11]. From the operational semantics perspec-
tive, these comparisons only take in account operators with positive premises. In particular, priority in
BIP is not considered.

Finally, in our formalisation of component-based frameworks, we rely on the notion of “behaviour
type”. This can cover a very large spectrum, ranging from programs and labelled transition systems,
through OSGi bundles and browser plug-ins, to systems of differential equations etc. Behaviour types
can be organised in type systems and studied separately, as, for example, in the co-algebra theory [24].
However, this notion should be distinguished, for instance, from classes in object-oriented programming
or session [10, 18] and behavioural [19] types for communication protocols. For instance, the notion of
a class could be compared to that of a behaviour type in our sense as follows: a program would typically
comprise a multitude of classes, whereas a component framework has only one underlying behaviour
type. Although, in principle, component-based frameworks can be heterogeneous, e.g. Ptolemy II [12],
that is rely on several distinct behaviour types for the design process, those aimed at the design of exe-
cutable systems must have an underlying unifying behaviour type allowing the study and manipulation
of a system as a whole.

6 Conclusion
Our previous investigations [1] of several properties that we consider fundamental for component-based
design frameworks have revealed that the often encountered informal statement: “BIP possesses the
expressiveness of the universal glue” (or its equivalent in slightly different formulations) is based on an
erroneous proposition in previous work [5, Proposition 4]. We have, therefore, undertook an additional
study of BIP expressiveness, whereof the results have been presented in this paper.

To achieve this goal, we rely on the algebraic formalisation of the notion of component-based design
framework introduced in [1]. We have defined two new properties, weak and strong full expressiveness
w.r.t. a given set of composition operators, which characterise whether these can be expressed by using
the composition operators of the component-based framework under consideration. These two proper-
ties are very close to the weakly more expressive and strongly more expressive preorders introduced in
[5]. In particular, for a component-based framework (A ,σ ,'), with the underlying structure A being
generated by a set of glue operators G , the strong full expressiveness property w.r.t. a set of operators
O coincides with the statement that G is strongly more expressive than O in terms of [5]. However, the
formal definition that we have provided in Section 2 is novel and has the advantage of fitting elegantly
with that of the component-based design frameworks in [1]. Furthermore, the notion of weak full ex-
pressiveness is different from the weakly more expressive preorder: the former relaxes the strong form
of the property by allowing hierarchical composition of glue operators, whereas the latter considers only
flat operators, but allows a limited use of additional coordinating behaviour. Studying the combination
of the two relaxations could be an interesting direction for future work.

We have studied the weak and full expressiveness of BIP w.r.t. operators defined by SOS rules in
a particular format, which we call BIP-like SOS. The set of all the operators that can be defined in this
format is the “universal glue”, w.r.t. which full expressiveness has been erroneously claimed in [5].

We observe that there are two obstacles to achieving strong full expressiveness: 1) a priority model is
required to be a strict partial order on interactions and 2) by the definition of the BIP operational seman-



12 A Note on the Expressiveness of BIP

tics, priorities can only be applied to interactions that appear in the interaction model. The combination
of these two requirements ensures that priorities cannot introduce new deadlocks. However, negative
premises in BIP-like SOS rules—which correspond to priorities in BIP glue operators—can introduce
deadlocks. To characterise this situation, we consider, for a set of BIP-like SOS rules, a corresponding
inhibiting relation. In order to introduce deadlocks, this relation must have cycles. We show that BIP
glue operators have weak full expressiveness w.r.t. BIP-like SOS operators that have acyclic inhibiting
relations, with at most d + 1 layers of glue necessary to encode a BIP-like SOS operator, whereof the
depth of the inhibiting relation is d.

A relaxation of both of the above requirements together recovers strong full expressiveness w.r.t.
all BIP-like SOS. However, it calls for a definition of the operational semantics of BIP glue operators,
which combines the interaction and the priority models, as opposed to the classical definition, where the
interaction model is applied first, then the priority model is applied to the resulting component.

A relaxation of only the first requirement, which does not require any other modifications of the BIP
semantics, leads to weak full expressiveness w.r.t. the set of all BIP-like SOS operators. Moreover, we
have shown that at most two layers of glue are necessary to encode any operator.

As mentioned above, studying the combination of the two weak forms of full expressiveness—
allowing both hierarchical glue and limited use of additional coordinating behaviour—could be an in-
teresting direction for future work. Another direction for future work would consist in exploring the
expressiveness of the full BIP framework, including the data manipulation and transfer, which has been
recently formalised in [6]. Finally, a third extension could consist in studying larger SOS formats, includ-
ing, for instance, witness premises, i.e. positive premises that allow testing the possibility of an action
that does not, however, contribute to the conclusion of the rule.
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Parameterization extends higher-order processes with the capability of abstraction and application
(like those in lambda-calculus). This extension is strict, i.e., higher-order processes equipped with
parameterization is computationally more powerful. This paper studies higher-order processes with
two kinds of parameterization: one on names and the other on processes themselves. We present
two results. One is that in presence of parameterization, higher-order processes can encode first-
order (name-passing) processes in a quite neat fashion, in contrast to the fact that higher-order pro-
cesses without parameterization cannot encode first-order processes at all. In the other result, we
provide a simpler characterization of the (standard) context bisimulation for higher-order processes
with parameterization, in terms of the normal bisimulation that stems from the well-known normal
characterization for higher-order calculus. These two results demonstrate more essence of the param-
eterization method in the higher-order paradigm toward expressiveness and behavioural equivalence.
keywords: Parameterization, Context bisimulation, Higher-order, First-order, Processes

1 Introduction

In concurrent systems, higher-order means that processes communicate by means of process-passing
(i.e., program-passing), whereas first-order means that processes communicate through name-passing
(i.e., reference-passing). Parameterization originates from lambda-calculus (which is itself of higher-
order nature), and enables processes, in a concurrent setting, to do abstraction and application in a way
similar to that of lambda-calculus. Say P is a higher-order process, then an abstraction 〈U〉P means
abstracting the variable U in P to obtain somewhat a function (like λU.P in terms of lambda-calculus),
and correspondingly an application (〈U〉P)〈K〉 means applying process K to the abstraction and obtain-
ing an instantiation P{K/U} (i.e., replacing each variable U in P with K, like (λU.P)K in terms of
lambda-calculus). There are basically two kinds of parameterization: parameterization on names and
parameterization on processes. In the former, U is a name variable and K is a concrete name. In the
latter, U is a process variable and K is a concrete process. Parameterization is a natural way to extend the
capacity of higher-order processes and this extension is strict, that is, the computational power strictly in-
creases with the help of parameterization [12]. In this paper, we study higher-order processes in presence
of parameterization.

Comparison between higher-order and first-order processes is a frequent topic in concurrency theory.
Such comparison, for example, asks whether higher-order processes can correctly express first-order
processes, or vice versa. It is well known that first-order processes can elegantly encode higher-order
processes [19,22]; the converse is however not quite the case. As the first issue, this paper addresses how
to encode first-order processes with higher-order processes (equipped with parameterization).
∗This work has been supported by project ANR 12IS02001 PACE and NSF of China (61261130589, 61472239, 61572318).
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The very early work on using higher-order process to interpret first-order ones is contributed by
Thomsen [24], who proposed a prototype encoding of first-order processes with higher-order processes
with the relabelling operator (like that in CCS [16]). This encoding uses a gadget called wire to mimic the
function of a name in the higher-order setting, and essentially employs the relabelling to make the wires
work properly so as to fulfill the role of names. Due to the arbitrary ability of changing names (e.g.,
from global to local), the encoding has a correct operational correspondence (i.e., the correspondence
between the processes before and after the encoding), but is very hard to analyze for full abstraction
(i.e., the first-order processes are equivalent if and only if their encodings are; the ‘if only’ direction is
called soundness and the other direction is called completeness). Unfortunately, without the relabelling
operator, the basic higher-order process (which has the elementary operators including input, output,
parallel composition and restriction) is not capable of encoding first-order processes [25]. In the litera-
ture, several variants of higher-order processes are exploited to encode first-order processes. In [22], an
asynchronous higher-order calculus with parameterization on names is used to compile the asynchronous
localized π-calculus (a variant of the first-order π-calculus [17]). This encoding depends heavily on the
notions of ‘localized’ which means only the output capability of a name can be communicated during
interactions, and ‘asynchronous’ which means the output is non-blocking. Though technically a nice ref-
erence, intuitively because this variant of π-calculus is less expressive than the full π-calculus, it is not
very surprising that the higher-order processes with parameterization on names can interpret it faithfully,
i.e., fully abstract with respect to barbed congruence. Then in [28], we explore the encoding of the full
π-calculus using higher-order processes with parameterization on names. In that effort, we construct an
encoding that harnesses the idea of Thomsen’s encoding and show that it is complete. In [2], Bundgaard
et al. use the HOMER to translate the name-passing π-calculus. This translation is possible because a
HOMER process can, in a way quite different from parameterization, operates names in the continuation
processes (resources), and this allows flexibility so that names can be communicated in an intermediate
fashion. In [11], Kouzapas et al. propose fully abstract encodings concerning first-order processes and
session typed higher-order processes. Their encodings use session types to govern communications and
show that in the context of session types, first-order and higher-order processes are equally expressive.
This work is well related to those mentioned above (and that in this paper), though the context is quite
different (i.e., session typed processes).

Despite the extensive research on encoding first-order processes with (variant) higher-order pro-
cesses, the following question has remained open: Is there an encoding of first-order processes by the
higher-order processes with the capability of parameterization? This question is important in two as-
pects. One is that parameterization brings about the core of lambda-calculus to higher-order concurrency,
so it appears reasonable for such an extension to be able to express first-order processes which has long
been shown to be capable of expressing the lambda-calculus. Knowing how this can be achieved would
be interesting. The other is that the converse has a almost standard encoding method, i.e., encoding
variants of higher-order processes with first-order processes. Yet higher-order processes are still short
of an effective way to express first-order ones. Resolving this can also provide (technical) reference for
practical work beyond the encoding itself.

Closely related with the first issue on expressiveness, the second issue this paper deals with is the
characterization of bisimulation on higher-order processes. Bisimulation theory is a pivotal part of a
process model, including the higher-order models, concerning which the almost standard behavioral
equivalence is the context bisimulation [19]. The central idea of context bisimulation is that when com-
paring output actions, the transmitted process and the residual process (i.e., the process obtained after
sending a process) are considered at the same time, rather than separately (like in the applicative higher-
order bisimulation proposed by Thomsen [23,24]). For example (for simplicity we do not consider local
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names), if P and Q are context bisimilar and P aA−→P′ (i.e., P outputs A on a and becomes P′), then Q aB
==⇒Q′

(i.e., Q outputs B on a possibly involving some internal actions and becomes Q′), and for every (receiv-
ing) environment E[·], P′ |E[A] and Q′ |E[B] are still context bisimilar (here | denotes concurrency, and
E[A] means putting A in the environment E). However, in its original form, context bisimulation suffers
from inconvenience to use, because it calls for checking with regard to every possible receiving envi-
ronment. This leads to works on the simpler characterization, called normal bisimulation, of the context
bisimulation. The central idea of normal bisimulation, proposed by Sangiorgi [19, 22], is that instead of
checking with a general process in input and a general context in output, one only needs to comply with
the matching of some special process or context, specifically a class of terms called triggers. To meet
this challenge, a crucial so-called factorization theorem is used to circumvent technical difficulty. We
briefly explain how normal bisimulation is designed in the basic higher-order processes. In particular,
the factorization states the following property, where≈ct denotes context bisimulation, and m.P and m.P
are CCS-like prefixes in which the communicated contents are not important [22].

E[A]≈ct (m)(E[m.0] | !m.A)
One can clearly identify the reposition of the process A of interest, which in fact captures the core of
the property: move A to a new position as a repository, which in turn can be retrieved as many times
as needed in the original environment E, with the help of the pointer undertaken by the fresh channel m
(called trigger). Inspired by the factorization, normal bisimulation can be developed. We take the output
as an example (input is similar), and restriction operation in output is omitted for the sake of simplicity.
As stated above, context bisimulation requires the following chasing diagram, which is now extended
with an application of the factorization.

P ≈ct

aA
��

Q

aB
��

P′ |(m)(E[m.0] | !m.A) ≈ct P′ |E[A]
≈ct

P′ Q′ Q′ |E[B] ≈ct Q′ |(m)(E[m.0] | !m.B)

Since context bisimulation ≈ct is a congruence, one can cancel the common part of (the leftmost)
P′ |(m)(E[m.0] | !m.A) and (the rightmost) Q′ |(m)(E[m.0] | !m.B), and simply requires that P′ | !m.A and
Q′ | !m.B are related, without fearing losing any discriminating power. This in turn leads to the following
requirement in normal bisimulation (assuming R is a normal bisimulation).

P R

aA
��

Q

aB
��

P′ | !m.A

R

P′ Q′ Q′ | !m.B

Subsequent works attempt to extend the normal bisimulation to variants of higher-order processes.
In Sangiorgi’s initial work [19], normal bisimulation is also obtained for higher-order processes with
parameterization. That characterization , however, is made in the presence of first-order processes (i.e.,
name-passing), and thus not very convincing with regard to the inner complexity of context bisimulation
in presence of parameterization. In [26], we revisited this issue and show that in a purely higher-order
setting (viz., no name-passing at all), parameterization on processes does not deprive one of the conve-
nience of normal bisimulation. Although the idea is inspired by the original work of Sangiorgi, the proof
approach is more direct. In [14,15], Lenglet et al. study higher-order processes with passivation (i.e., the
process in the output position may evolve), and report a normal bisimulation for a sub-calculus without
the restriction operator, but that characterization has somewhat a different flavor, since the higher-order
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bisimulation [24] rather than the context bisimulation is taken. Though these works carry out insightful
research and give meaningful references, it is currently still not clear how to construct a simple charac-
terization of context bisimulation based on parameterization over names, and this raises the following
fundamental question: Does higher-order processes with parameterization on names have a normal
bisimulation? In the second part of this paper, we move further from [19, 26], and offer a normal bisim-
ulation for higher-order processes in the setting of parameterization over both names and processes.

Contribution In summary, our contribution of this work is as follows.

• We show that the extension with parameterization (on both names and processes) allows higher-
order processes to interpret first-order processes in a surprisingly concise yet elegant manner. Such
kind of encoding is of a somewhat dissimilar flavor, and moreover not possible in absence of pa-
rameterization. We give the detailed encoding strategy, and prove that it satisfies a number of
desired properties well-known in the field.
The idea of the encoding in this paper is quite different from our abovementioned work in [28],
where we build an encoding that allows parameterization merely on names (i.e., no parameteriza-
tion on processes). The soundness of that encoding is not very satisfying, which in a sense defeats
some purpose of the encoding, and this actually precipitates the work here.

• We establish the normal bisimulation, as an effectively simpler characterization of context bisim-
ulation, for higher-order processes with both kinds of parameterization. This normal bisimulation
extends those for higher-order processes without parameterization, particularly in the manipula-
tion of abstractions on names. As far as we are concerned, similar characterization has not been
reported before.
That the processes are purely higher-order (that is, without name-passing) improves the result
in [19], and articulates that the characterization based on normal bisimulation is a property inde-
pendent of first-order name-passing. Moreover, this does not contradict the argument in [26] that
there is little hope that normal bisimulation exists in higher-order processes with (only) parameter-
ization on names, because here the processes are capable of parameterization on processes as well
(though still higher-order).

Organization The remainder of this paper is organized as below. In Section 2, we introduce the calculi
and a notion of encoding used in this paper. In Section 3, we present the encoding from first-order
processes to higher-order processes with parameterization, and discuss its properties. In Section 4, we
define the normal bisimulation for higher-order processes with parameterization, and prove that it truly
characterizes context bisimulation. Section 5 concludes this work and point out some further directions.

2 Preliminary

In this section we present the basic definitions and notations used in this work.

2.1 Calculus π
The first-order (name-passing) pi-calculus, π , is proposed by Milner et al. [17]. For the sake of

simplicity, throughout the paper, names (ranged over by m,n,u,v,w) are divided into two classes: name
constants (ranged over by a,b,c,d,e) and name variables (ranged over by x,y,z) [3, 4, 6]. The grammar
is as below with the constructs having their standard meaning. We note that guarded input replication is
used instead of general replication, and this does not decrease the expressiveness [21] [7].

P,Q := 0
∣∣∣m(x).P

∣∣∣mn.P
∣∣∣(c)P

∣∣∣P |Q
∣∣∣ !m(x).P
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A name constant a is bound (or local) in (a)P and free (or global) otherwise. A name variable x is
bound in a(x).P and free otherwise. Respectively fn(·),bn(·),n(·), fnv(·),bnv(·),nv(·) denote free name
constants, bound name constants, names, free name variables, bound name variables, and name variables
in a set of processes. A name is fresh if it does not appear in any process under discussion. By default,
closed processes are considered, i.e., those having no free variables. As usual, here are a few derived
operators: a(d).P def

= (d)ad.P, a.P def
= a(x).P (x /∈ f v(P)), a.P def

= a(d).P (d /∈ f n(P)); τ.P def
= (a)(a.P |a.0)

(a fresh). A trailing 0 process is usually omitted. We denote tuples by a tilde. For tuple ñ: |ñ| denotes
its length; mñ denotes incorporating m. Multiple restriction (c1)(c2) · · ·(ck)E is abbreviated as (c̃)E.
Substitution P{n/m} is a mapping that replaces m with n in P while keeping the rest unchanged. A
context C is a process with some subprocess replaced by the hole [·], and C[A] is the process obtained by
filling in the hole by A.

The semantics of π is defined by the LTS (Labelled Transition System) below.

a(x).P
a(b)−−→P{b/x} ab.P ab−→P !a(x).P

a(b)−−→P{b/x}| !a(x).P
P λ−→P′

(c)P λ−→P′
c 6∈n(λ )

P ac−→P′

(c)P
a(c)−−→P′

c 6=a P λ−→P′

P |Q λ−→P′ |Q
bn(λ )∩ f n(Q)= /0 P

a(b)−−→P′ Q ab−→Q′

P |Q τ−→P′ |Q′
P

a(b)−−→P′ Q
a(b)−−→Q′

P |Q τ−→(b)(P′ |Q′)
Actions, ranged over by λ ,α , comprise internal move τ , and visible ones: input (a(b)), output (ab) and
bound output (a(c)). We note that actions occur only on name constants, and a communicated name
is also a constant. We denote by ≡ the standard structural congruence [17] [22], which is the smallest
relation satisfying the monoid laws for parallel composition, commutative laws for both composition
and restriction, and a distributive law (c)(P |Q) ≡ (c)P |Q (if c /∈ f n(Q)). We use ==⇒ for the reflexive

transitive closure of τ−→ , λ
==⇒ for ==⇒ λ−→==⇒, and λ̂

==⇒ for λ
==⇒ if λ is not τ , and ==⇒ otherwise. A process

P is divergent, denoted P⇑, if it has an infinite sequence of τ actions.
Throughout the paper, we use the following standard notion of ground bisimulation [4, 17, 22].

Definition 1. A ground bisimulation is a symmetric relation R on π processes s.t. whenever PR Q

the following property holds: If P α−→P′ where α is a(b), ab, a(b), or τ , then Q α̂
==⇒Q′ for some Q′ and

P′R Q′. Ground bisimilarity, ≈g, is the largest ground bisimulation.

We denote by ∼g the strong ground bisimilarity (i.e., replacing α̂
==⇒ with α−→ in the definition). It is

well-known that≈g is a congruence [4,22], and coincides with the so-called local bisimilarity as defined
below [5, 25].
Definition 2. Local bisimilarity≈l is the largest symmetric local bisimulation relation R on π processes

such that: (1) if P λ−→P′, λ is not bound output, then Q λ̂
==⇒Q′ and P′R Q′; (2) if P

a(b)−−→P′, then Q
a(b)
==⇒Q′,

and for every R, (b)(P′ |R)R (b)(Q′ |R).

2.2 Calculus ΠD,d

For the sake of conciseness, we first define the basic higher-order calculus and then the extension
with parameterizations.

2.2.1 Calculus Π
The basic higher-order (process-passing) calculus, Π, is defined by the following grammar in which

the operators have their standard meaning. We denote by X ,Y,Z process variables.

T,T ′ ::= 0
∣∣∣X
∣∣∣u(X).T

∣∣∣uT ′.T
∣∣∣T |T ′

∣∣∣(c)T
∣∣∣ !u(X).T

∣∣∣ !uT ′.T
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We use a.0 for a(X).0, a.0 for a0.0, τ.P for (a)(a.P |a.0), and sometimes a[A].T for aA.T . Like π ,
a tilde represents a tuple. We reuse the notations for names in π and additionally use fpv(·), bpv(·),
pv(·) respectively to denote free process variables, bound process variables and process variables in a set
of processes. Closed processes are those having no free variables. A higher-order substitution T{A/X}
replaces variable X with A and can be extended to tuples in the usual way. E[X̃ ] denotes E with (possibly)
variables X̃ , and E[Ã] stands for E{Ã/X̃}. The guarded replications used in the grammar can actually be
derived [13, 24], and we make them primitive for convenience. The semantics of Π is as below.

a(X).T
a(A)−−→T{A/X} aA.T aA−→T

T λ−→T ′

(c)T λ−→(c)T ′
c 6∈n(λ ) T λ−→T ′

T |T1
λ−→T ′ |T1 !aA.T aA−→T | !aA.T

T
(c̃)a[A]−−−−→T ′

(d)T
(d)(c̃)a[A]−−−−−→T ′

d∈ f n(A)−{c̃,a} T1
a(A)−−→T ′1,T2

(c̃)a[A]−−−−→T ′2
T1 |T2

τ−→(c̃)(T ′1 |T ′2) !a(X).T
a(A)−−→T{A/X}| !a(X).T

We denote by α,λ the actions: internal move (τ), input (a(A)), output ((c̃)aA) in which c̃ is some local
names carried by A during the output. We always assume no name capture with resort to α-conversion.

The notations ==⇒, λ
==⇒ and λ̂

==⇒ are similar to those in π . We also reuse ≡ for the structural congruence
in Π (and also ΠD,d to be defined shortly) [22], and this shall not raise confusion under specific context.

2.2.2 Calculus ΠD,d

Parameterization extends Π with the syntax and semantics below. Symbol Ui (respectively, Ki) (i =
1, ...,n) is used as a meta-parameter of an abstraction (respectively, meta-instance of an application), and
stands for a process variable or name variable (respectively, a process or a name).

Extension of syntax: 〈U1,U2, ...,Un〉T
∣∣∣ T ′〈K1,K2, ...,Kn〉

Extension of semantics: Q≡ P P λ−→P′ P′ ≡ Q′

Q λ−→Q′

Extension of structural congruence (≡): F〈K̃〉 ≡ T{K̃/Ũ} where F def
= 〈Ũ〉T and |Ũ |=|K̃|

We denote by 〈U1,U2, ...,Un〉T an n-ary abstraction in which U1,U2, ...,Un are the parameters to be
instantiated during the application T ′〈K1,K2, ...,Kn〉 in which the parameters are replaced by instances
K1,K2, ...,Kn. This application is modelled by an extensional rule for structural congruence as above,
in combination with the usual LTS rule for structural congruence as well, so as to make the process
engaged in application evolve effectively. The condition |Ũ |=|K̃| requires that the parameters and the
instantiating objects should be equal in length.

Now parameterization on process is obtained by taking Ũ , K̃ as X̃ , T̃ ′ respectively, and parameter-
ization on names is obtained by taking Ũ , K̃ as x̃, ũ respectively. The corresponding abstractions are
sometimes called process abstraction and name abstraction respectively. For convenience, names are
handled in the same way as that in π (so are the related notations). We denote by ΠD,d the calculus Π
extended with both kinds of parameterizations. Calculus ΠD,d can be made more precise with the help
of a type system [19] which however is not important for this work and not presented. We note that in
〈U1,U2, ...,Un〉T , variables U1,U2, ...,Un are bound.

Throughout the paper, we reply on the following notion of context bisimulation [19, 20].

Definition 3. A symmetric relation R on ΠD,d processes is a context bisimulation, if PR Q implies the

following properties: (1) if P α−→P′ and α is a(A) or τ , then Q α̂
==⇒Q′ for some Q′ and P′R Q′;

(2) if P
(c̃)aA−−−→P′ and A is a process abstraction or name abstraction or not an abstraction, then Q

(d̃)aB
===⇒Q′
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for some B that is accordingly a process abstraction or name abstraction or not an abstraction, and
moreover for every E[X ] s.t. {c̃, d̃}∩ f n(E) = /0 it holds that (c̃)(E[A] |P′) R (d̃)(E[B] |Q′). Context
bisimilarity, written ≈ct , is the largest context bisimulation.

We note that the matching for output in context bisimulation is required to bear the same kind of
communicated process as compared to the simulated action. Relation ∼ct denotes the strong context
bisimilarity. As is well-known, ≈ct is a congruence [19, 20].

2.3 A notion of encoding
We define a notion of encoding in this section. We assume a process model L is a triplet (P,−→ ,≈),

where P is the set of processes, −→ is the LTS with a set A of actions, and≈ is a behavioral equivalence.
Given Li

def
= (Pi,−→ i,≈i) (i=1,2), an encoding from L1 to L2 is a function [[·]] : P1 −→P2 that

satisfies some set of criteria. Notation [[P1]] stands for the image of the L1-processes inside L2 under
the encoding. It should be clear that [[P1]] ⊆P2. We use ≈̇2 to denote the behavioural equivalence ≈2
restricted to [[P1]] [10]. The following criteria set (Definition 4) used in this paper stems from [12] (the
variant [12] provides is based on [8]). As is known, encodability enjoys transitivity [12]. We will show
that the encoding in Section 3 satisfies all the criteria in Definition 4 except adequacy (1a).
Definition 4 (Criteria for encodings). Static criteria: (1) Compositionality. For any k-ary operator
op of L1, and all P1, ...,Pk ∈P1, [[op(P1, ...,Pk)]] = Cop[[[P1]], ..., [[Pk]]] for some (multihole) context
Cop[· · · ] ∈P2;
Dynamic criteria: (1a) Adequacy. P ≈1 P′ implies [[P]] ≈2 [[P′]]. This is also known as soundness.
The converse is known as completeness; (1b) Weak adequacy (or weak soundness). P ≈1 P′ implies
[[P]]≈̇2[[P′]]; (2) Divergence-reflecting. If [[P]] diverges, so does P.

Adequacy (1a) obviously entails weak adequacy (1b), since ≈2 allows more processes in the target
model L2 (thus more variety of contexts). Yet weak adequacy is still useful because it may be too strong
if one requires the encoding process to be compatible with all kinds of contexts in the target model.
For instance, in order to achieve first-order interactions in a higher-order target model, it appears quite
demanding to require equivalence under all kinds of input because the target higher-order model may
have more powerful computation ability (so it can feed a much involved input). So sometimes using
limited contexts in the target model may be sufficient to meet the goal of the encoding.

It is worthwhile to note that the criteria are short of those for operational correspondence. Although
generally soundness and completeness appear not very informative in absence of operational correspon-
dence (and the others) [9, 18], arguably we make this choice in this work out of the following consid-
eration. The criteria for operational correspondence used in [8], though proven useful in many models,
appear not quite convenient when discussing encodings into higher-order models [12], since (for exam-
ple) the case of input can be hard to comply with the criteria due to the increased complexity in the
environment (namely in the context of the target higher-order model). After all, here it seems more im-
portant to have the soundness and completeness properties eventually (w.r.t. the canonical bisimulation
equivalences in the source and target models), likely in a different manner of operational correspon-
dence. Notwithstanding, we will discuss the operational correspondence of the encoding in Section 3.
Moreover, as will be seen, the concrete operational correspondence in there somehow strengthens the
criteria of operational correspondence (and related concepts) used in [8, 12] (in [8] the criteria are not
action-labelled and thus the notion of success sensitiveness is contrived; in [12] a labelled variant criteria
is posited to its purpose). Beyond the scope of this paper, it would be intriguing to examine the possi-
bility of formally pinning down some variant criteria of operational correspondence having vantage for
higher-order (process) models.
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3 Encoding π into ΠD,d

We show that π can be encoded in ΠD,d .

3.1 The encoding

We have the encoding defined as below (being homomorphism on the other operators, except that the
encoding of input guarded replication is defined as J!m(x).PK def

=!Jm(x).PK).

Jm(x).PK def
= m(Y ).Y 〈〈x〉JPK〉

Jmn.QK def
= m[〈Z〉(Z〈n〉)].JQK

The encoding above uses both name parameterization and process parameterization. Typically one can
assume that Y and Z are fresh for simplicity, but this is not essential, because these variables are bound
and can be α-converted whenever necessary, and moreover the encoded first-order process does not have
higher-order variables. Specifically, the encoding of an output ‘transmits’ the name to be sent (i.e., n)
in terms of a process parameterization (i.e., 〈Z〉(Z〈n〉)) that, once being received by the encoding of an
input, is instantiated by a name-parameterized term (i.e., 〈x〉JPK), which then can apply n on x in the
encoding of P, thus fulfilling ‘name-passing’. Below we give an example. Suppose P def

= (c)(a(x).xc.P1)

and Q def
= (d)(ad.d(y).Q1). So

P |Q τ−→ (d)((c)(dc.P1{d/x}) |d(y).Q1)
τ−→ (dc)(P1{d/x}|Q1{c/y})

The encoding and interactions of JP |QK are as below. For clarity, we use bold font to indicate the
evolving part during a communication.

JP |QK ≡ (c)(a(Y ).Y 〈〈x〉Jxc.P1K〉) | (d)(a[〈Z〉(Z〈d〉)].Jd(y).Q1K)
τ−→ (d)

(
(c)((((〈ZZZ〉(((ZZZ〈ddd〉))))))〈〈xxx〉Jxccc...PPP111K〉) | Jd(y).Q1K

)

≡ (d)
(
(c)(Jxccc...PPP111K{ddd///xxx}) | Jd(y).Q1K

)

≡ (d)
(
(c)((((x[[[〈ZZZ〉(((ZZZ〈ccc〉)))]]]...JPPP111K))){ddd///xxx}) | d(Y ).Y 〈〈y〉JQ1K〉

)

≡ (d)
(
(c)((((d[[[〈ZZZ〉(((ZZZ〈ccc〉)))]]]...JPPP111K{ddd///xxx})))) | d(Y ).Y 〈〈y〉JQ1K〉

)
τ−→ (dc)

(
JP1K{d/x} | (((〈ZZZ〉(((ZZZ〈ccc〉))))))(((〈〈yyy〉JQQQ111K〉)))

)

≡ (dc)
(
JP1K{d/x} | JQ1K{c/y}

)

≡ (dc)
(
JP1{d/x}K | JQ1{c/y}K

)

Apparently the encoding is compositional, preserves the (free) names, and moreover divergence-
reflecting (since the encoding does not introduce any extra internal action), as stated in the follow-up
lemma whose proof is a standard induction.

Lemma 5. Assume P is a π process. The encoding above from π to ΠD,d is compositional and divergence-
reflecting; moreover JPK{n/m} ≡ JP{n/m}K.

3.2 Operational correspondence

We have the following properties clarifying the correspondence of actions before and after the en-
coding. To delineate some case of the operational correspondence in terms of certain special input, i.e., a
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trigger, we define TrD
m

def
= 〈Z〉mZ in which m is assumed to be fresh (it will also be used in Section 4, but

here simply allows for more flexible characterization of the operational correspondence). We note that
sometimes existential quantification is omitted when it is clear from context.

Lemma 6. Suppose P is a π process. (1) If P
a(b)−−→P′, then JPK a(〈Z〉(Z〈b〉))−−−−−−−→T and T ∼ct JP′K; (2) If

P
a(b)−−→P′, then JPK a(TrD

m)−−−−→T and (m)(T | !m(Y ).Y 〈b〉)≈ct JP′K; (3) If P ab−→P′, then JPK a[〈Z〉(Z〈b〉)]−−−−−−→T and

T ∼ct JP′K; (4) If P
a(b)−−→P′, then JPK (b)a[〈Z〉(Z〈b〉)]−−−−−−−−→T and T ∼ct JP′K; (5) If P τ−→P′, then JPK τ−→T and

T ∼ct JP′K.

The converse is as below.

Lemma 7. Suppose P is a π process. (1) If JPK a(〈Z〉(Z〈b〉))−−−−−−−→T , then P
a(b)−−→P′ and T ∼ct JP′K; (2) If

JPK a(TrD
m)−−−−→T , then P

a(b)−−→P′ and (m)(T | !m(Y ).Y 〈b〉)≈ct JP′K; (3) If JPK a[〈Z〉(Z〈b〉)]−−−−−−→T , then P ab−→P′ and

T ∼ct JP′K; (4) If JPK (b)a[〈Z〉(Z〈b〉)]−−−−−−−−→T , then P
a(b)−−→P′ and T ∼ct JP′K; (5) If JPK τ−→T , then P τ−→P′ and

T ∼ct JP′K.

Lemma 6 and Lemma 7 can be proven in a similar fashion (details can be found in [27]), and
moreover be lifted to the weak situation. That is, if one replaces strong transitions (single arrows) with
weak transitions (double arrows), the results still hold (∼ct retains because the encoding does not bring
any extra internal action); see [19,22] for a reference. We will however simply refer to these two lemmas
in related discussions.

3.3 Soundness

In this section, we discuss the soundness of the encoding. First of all, it is unfortunate that the
soundness of the encoding is not true. To see this, take the processes R1 and R2 below. We recall that the
CCS-like prefixes are defined as usual, i.e., a.P def

= a(x).P (x /∈ n(P)), a.P def
= (c)ac.P (c /∈ n(P)); sometimes

we trim the trailing 0, e.g., a stands for a.0 and a for a.0.

R1
def
= (b)(a.b |b.c) R2

def
= (b)(a.b |b.c |b.c)

Obviously, R1 and R2 are ground bisimilar. Now we examine their encodings.

JR1K ≡ (b)(a(Y ).Y 〈〈x〉JbK〉 |b(Y ).Y 〈〈x〉JcK〉)
JR2K ≡ (b)(a(Y ).Y 〈〈x〉JbK〉 |b(Y ).Y 〈〈x〉JcK〉 |b(Y ).Y 〈〈x〉JcK〉)

We show that JR1K and JR2K are not context bisimilar. Define T def
= (m)(a[〈Z〉mZ] |m(X).(X〈d〉 |X〈d〉).

Then (a)(JR1K |T ) and (a)(JR2K |T ) can be distinguished. The latter can fire two output on c, whereas
the former cannot, as shown below.

(a)(JR1K |T ) τ−→ ∼ct (m)((b)(m[〈x〉JbK] |b(Y ).Y 〈〈x〉JcK〉) |m(X).(X〈d〉 |X〈d〉))
τ−→ ∼ct (b)(b(Y ).Y 〈〈x〉JcK〉 |JbK |JbK)
≡ (b)(b(Y ).Y 〈〈x〉JcK〉 |(e)b[〈Z〉(Z〈e〉)] |JbK)

τ−→ ∼ct (b)(JcK |JbK)
≡ (b)(( f )c[〈Z〉(Z〈 f 〉)] |JbK)

( f )c[〈Z〉(Z〈 f 〉)]−−−−−−−−→ ∼ct 0
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(a)(JR2K |T ) τ−→ ∼ct (m)((b)(m[〈x〉JbK] |b(Y ).Y 〈〈x〉JcK〉 |b(Y ).Y 〈〈x〉JcK〉) |m(X).(X〈d〉 |X〈d〉))
τ−→ ∼ct (b)(b(Y ).Y 〈〈x〉JcK〉 |b(Y ).Y 〈〈x〉JcK〉 |JbK |JbK)
≡ (b)(b(Y ).Y 〈〈x〉JcK〉 |b(Y ).Y 〈〈x〉JcK〉 |(e)b[〈Z〉(Z〈e〉)] |(e)b[〈Z〉(Z〈e〉)])

τ−→ τ−→ ∼ct JcK |JcK
≡ ( f )c[〈Z〉(Z〈 f 〉)] |( f )c[〈Z〉(Z〈 f 〉)]

( f )c[〈Z〉(Z〈 f 〉)]−−−−−−−−→ ∼ct ( f )c[〈Z〉(Z〈 f 〉)]
( f )c[〈Z〉(Z〈 f 〉)]−−−−−−−−→ ∼ct 0

Intuitively, the reason general soundness does not hold is that context bisimulation is somewhat more
discriminating in the target higher-order calculus, which can have more flexibility when dealing with
blocks of processes in presence of parameterization (e.g., some subprocess can be sent as needed). This
is however beyond the capability of a first-order process.

In spite of the falsity of soundness in general, we can have a somewhat weaker yet still sensible
soundness. Remember that our main goal is to achieve first-order concurrency in the higher-order model,
so maybe we do not need to be so demanding when coping with the encodings of first-order processes,
that is, when testing an encoding process with an input, one can focus on those representing a name
instead of a general one. Then it is expected that soundness will hold under this assumption. Fortunately,
this is indeed true.

We have the following lemma stating the weak soundness of the encoding. Recall that ≈̇ct is the ≈ct

restricted to the image of the encoding (i.e., the processes in the target model that have reverse-image
w.r.t. the encoding).
Lemma 8. Suppose P is a π process. Then P≈g Q implies JPK≈̇ct JQK.

Proof. We show that R
def
= {(JPK,JQK) |P ≈g Q}∪ ≈̇ct is a context bisimulation up-to context and ∼ct

(we refer the reader to, for example, [1, 22] and the references therein for the up-to proof technique for
establishing bisimulations; we note that using ∼ct here is sufficient since it is stronger than ∼̇ct , i.e., ∼ct

restricted to the image of the encoding).
Suppose JPKR JQK. There are several cases, where Lemma 6 and Lemma 7 play an important part.

• JPK a(〈Z〉(Z〈b〉))
=======⇒T . By Lemma 7, P

a(b)
==⇒P′ and T ∼ct JP′K. Because P≈g Q, we know that Q

a(b)
==⇒Q′

≈g P′ and thus JP′KR JQ′K. Then by Lemma 6, JQK a(〈Z〉(Z〈b〉))
=======⇒T ′ and T ′ ∼ct JQ′K. So we have

T ∼ct JP′KR JQ′K∼ct T ′.

• JPK a[(b)〈Z〉(Z〈b〉)]
========⇒T . By Lemma 7, P

a(b)
==⇒P′ and T ∼ct JP′K. Because P ≈g Q, we know that

Q
a(b)
==⇒Q′ ≈g P′ and thus JP′KR JQ′K. Then by Lemma 6, JQK (b)a[〈Z〉(Z〈b〉)]−−−−−−−−→T ′ and T ′ ∼ct JQ′K.

Consider the following pair

(b)(T |E[A]) , (b)(T ′ |E[A])

in which b /∈ fn(E[X ]) and A def
= 〈Z〉(Z〈b〉). So

(b)(T |E[A])∼ct (b)(JP′K |E[A]) , (b)(JQ′K |E[A])∼ct (b)(T ′ |E[A])

By setting a context C def
= (b)([·] |E[A]), we have the following pair in which JP′KR JQ′K.

C[JP′K] , C[JQ′K]
This suffices to close this case in terms of the up-to context requirement.
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• JPK a[〈Z〉(Z〈b〉)]
=======⇒T . This case is similar to the last case.

• JPK τ
==⇒T . By Lemma 7, P τ

==⇒P′ and T ∼ct JP′K. From P≈g Q, we know Q==⇒Q′ ≈g P′ and thus
JP′KR JQ′K. Then by Lemma 6, JQK==⇒T ′ and T ′ ∼ct JQ′K. So we have T ∼ct JP′KR JQ′K∼ct T ′.

3.4 Completeness

The completeness of the encoding is stated in the lemma below. We note that completeness is true
even if we do not constrain the domain to be the image of the encoded π processes.
Lemma 9. Suppose P is a π process. Then JPK≈ct JQK implies P≈g Q.

Proof. We show that R
def
= {(P,Q) |JPK≈ct JQK}∪ ≈g is a local bisimulation. Suppose PR Q. There are

several cases.

• P
a(b)
==⇒P′. By Lemma 6, JPK a(〈Z〉(Z〈b〉))

=======⇒T and T ∼ct JP′K. Because JPK ≈ct JQK, we know that

JQK a(〈Z〉(Z〈b〉))
=======⇒T ′ ≈ct T . By Lemma 7, Q

a(b)
==⇒Q′ and T ′ ∼ct JQ′K. Thus we have JP′K ∼ct T ≈ct

T ′ ∼ct JQ′K, so P′R Q′, which fulfills this case.

• P ab
==⇒P′. By Lemma 6, JPK a[〈Z〉(Z〈b〉)]

=======⇒T and T ∼ct JP′K. Since JPK≈ct JQK, we know that JPK must

be able to be matched by JQK a[〈Z〉(Z〈b〉)]
=======⇒T ′, because JQK can only output such shape of processes,

and if the matching is, e.g., JQK a[〈Z〉(Z〈c〉)]
=======⇒T ′′ then a context can be designed to distinguish between

JPK and JQK. So for every E[X ], we have T |E[〈Z〉(Z〈b〉)] ≈ct T ′ |E[〈Z〉(Z〈b〉)]. By Lemma 7,

Q ab
==⇒Q′ and T ′ ∼ct JQ′K. So we know

JP′K |E[〈Z〉(Z〈b〉))≈ct JQ′K |E[〈Z〉(Z〈b〉)] (1)

We want to show
P′RQ′ that is, JP′K≈ct JQ′K (2)

By setting E to be 0 in (1), we obtain (2), and thus close this case.

• P
a(b)
==⇒P′. By Lemma 6, JPK (b)a[〈Z〉(Z〈b〉)]

========⇒T and T ∼ct JP′K. Since JPK≈ct JQK, we know that JPK
must be able to be matched by JQK (b)a[〈Z〉(Z〈b〉)]

========⇒T ′ (apply α-conversion if needed). This is because
JQK can only emit such form of processes, and moreover if the matching does not have a bound

name (e.g., JQK a[〈Z〉(Z〈c〉)]
=======⇒T ′′) then one can design a context to distinguish JPK and JQK. So for

every E[X ] s.t. b /∈ fn(E), we have (b)(T |E[〈Z〉(Z〈b〉)])≈ct (b)(T ′ |E[〈Z〉(Z〈b〉)]). By Lemma 7,

Q
a(b)
==⇒Q′ and T ′ ∼ct JQ′K. So we know

(b)(JP′K |E[〈Z〉(Z〈b〉)])≈ct (b)(JQ′K |E[〈Z〉(Z〈b〉)]) (3)

In terms of local bisimulation [5, 25], for every π process R, we need to show

(b)(P′ |R)R (b)(Q′ |R) i.e., (b)(JP′K |JRK)≈ct (b)(JQ′K |JRK) (4)

Comparing equations (3) and (4), one can see that the different part is E[〈Z〉(Z〈b〉)] and JRK. Since
the inverse of the encoding is a surjection, if all possible forms of E is itinerated, JRK must be hit
somewhere (i.e., some choice of E makes E[〈Z〉(Z〈b〉)] and JRK equal). Therefore we infer that
(4) is true and thus complete this case.
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• P τ
==⇒P′. By Lemma 6, JPK τ

==⇒T and T ∼ct JP′K. Because JPK≈ct JQK, we know JQK==⇒T ′ ≈ct T .
Then by Lemma 7, Q==⇒Q′ and T ′ ∼ct JQ′K. So we have P′R Q′ because JP′K ∼ct T ≈ct T ′ ∼ct

JQ′K.

4 Normal bisimulation for ΠD,d

In this section, we show that context bisimulation in ΠD,d can be characterized by the much simpler
normal bisimulation.

The factorization theorem

Below is the factorization theorem in presence of parameterization on names (and on processes as
well). We recall that≡ is the structural congruence. As explained in Section 1, the upshot of establishing
the factorization theorem is to find the right small processes so-called triggers. Here we have three kinds
of triggers, to tackle different kinds of parameterizations. In particular, we stipulate that the triggers are
as follows: Trd

m
def
= 〈z〉m[〈Y 〉(Y 〈z〉)], TrD

m
def
= 〈Z〉mZ, and Trm

def
= m. These triggers are of somewhat a

similar flavor but quite different in shape, with the aim at factorizing out respectively a name abstraction,
a process abstraction and a non-abstraction process in certain context. The first trigger, i.e., Trd

m, is the
main contribution of this work, whereas the other two are inherited from [26] and [19] respectively.

Theorem 10 (Factorization). Given E[X ] of ΠD,d , it holds for every A, fresh m (i.e., m /∈ f n(E,A)) that

(1) if E[X ] is not an abstraction, then

(i) if A is not an abstraction, then E[A]≈ct (m)(E[Trm] | !m.A);
(ii) if A is an abstraction on process, then E[A]≈ct (m)(E[TrD

m] | !m(Z).A〈Z〉);
(iii) if A is an abstraction on name, then E[A]≈ct (m)(E[Trd

m] | !m(Z).Z〈A〉).
(2) else if E[X ] is an abstraction, i.e., E[X ] ≡ 〈̃U〉E ′ for some non-abstraction E ′ (here 〈̃U〉 denotes

the abstractions prefixing E ′), then

(i) if A is not an abstraction, then E[A]≈ct 〈̃U〉((m)(E ′[Trm] | !m.A));

(ii) if A is an abstraction on process, then E[A]≈ct 〈̃U〉((m)(E ′[TrD
m] | !m(Z).A〈Z〉));

(iii) if A is an abstraction on name, then E[A]≈ct 〈̃U〉((m)(E ′[Trd
m] | !m(Z).Z〈A〉)).

In Theorem 10, the clause (i) of (1) and (2) is actually Sangiorgi’s seminal work [19]. The clause
(ii) of (1) and (2) is analyzed in [26]. The clause (iii) of (1) and (2), which depicts the factorization for
abstraction on names, can be discussed through a technical routine almost the same as (ii). With regard
to more details we refer the reader to [19, 22, 26].

The method of trigger (including the technical approach) is well-developed in the field, due to the
fundamental framework by Sangiorgi [22]. So the key to establishing factorization for processes allowing
abstraction on names is the trigger, which is not known for a long time in contrast to the cases of
abstraction on processes and that without abstractions. Once a right trigger is found, the rest of discussion
is then almost standard. Below we give an example of the factorization concerning abstraction on names.
Example The basic idea of factorization concerning abstraction on names can be illustrated in the fol-
lowing example in which m is fresh (i.e., not in A〈d〉).

A〈d〉 ≈ct (m)( (〈z〉m[〈Y 〉(Y 〈z〉)])〈d〉 | m(Z).Z〈A〉 ) ≡ (m)( m[〈Y 〉(Y 〈d〉)] | m(Z).Z〈A〉 )
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For example, if A is 〈x〉xb, then A〈d〉 ≡ db, and

A〈d〉 ≈ct (m)( m[〈Y 〉(Y 〈d〉)] | m(Z).Z〈A〉 ) ≈ct (m)( (〈Y 〉(Y 〈d〉))〈A〉 ) ≡ A〈d〉 ≡ db

Normal bisimulation for ΠD,d

Below is the definition of normal bisimulation whose clauses are designed with regard to the factor-
ization theorem. We recall that Trm

def
= m, TrD

m
def
= 〈Z〉mZ, and Trd

m
def
= 〈z〉m[〈Y 〉(Y 〈z〉)].

Definition 11. A symmetric binary relation R on closed processes of ΠD,d is a normal bisimulation, if
whenever PR Q the following properties hold:

1. If P
a(Trm)−−−−→P′ (m is fresh w.r.t. P and Q), then Q

a(Trm)
====⇒Q′ for some Q′ s.t. P′R Q′;

2. If P
a(TrD

m)−−−−→P′ (m is fresh w.r.t. P and Q), then Q
a(TrD

m)====⇒Q′ for some Q′ s.t. P′R Q′;

3. If P
a(Trd

m)−−−−→P′ (m is fresh w.r.t. P and Q), then Q
a(Trd

m)====⇒Q′ for some Q′ s.t. P′R Q′;

4. If P
(c̃)aA−−−→P′ and A is not an abstraction, then Q

(d̃)aB
===⇒Q′ for some d̃,Q′ and B that is not an ab-

straction, and it holds that (m is fresh) (c̃)(P′ | !m.A) R (d̃)(Q′ | !m.B).

5. If P
(c̃)aA−−−→P′ and A is an abstraction on process, then Q

(d̃)aB
===⇒Q′ for some d̃,Q′ and B that is an

abstraction on process, and it holds that (m is fresh) (c̃)(P′ | !m(Z).A〈Z〉)R (d̃)(Q′ | !m(Z).B〈Z〉).

6. If P
(c̃)aA−−−→P′ and A is an abstraction on name, then Q

(d̃)aB
===⇒Q′ for some d̃,Q′ and B that is an

abstraction on name, and it holds that (m is fresh) (c̃)(P′ | !m(Z).Z〈A〉) R (d̃)(Q′ | !m(Z).Z〈B〉).
7. If P τ−→P′, then Q==⇒Q′ for some Q′ s.t. P′R Q′;

Process P is normal bisimilar to Q, written P ≈nr Q, if PR Q for some normal bisimulation R. Relation
≈nr is called normal bisimilarity, and is a congruence (see [19] for a reference). The strong version of
≈nr is denoted by ∼nr .

Coincidence between normal bisimilarity and context bisimilarity in ΠD,d

Now we have the following theorem. The detailed proof is referred to [27].
Theorem 12. In ΠD,d , normal bisimilarity coincides with context bisimilarity; that is, ≈nr =≈ct .

5 Conclusion

In this paper, we have exhibited a new encoding of name-passing in the higher-order paradigm that
allows parameterization, and a normal bisimulation in that setting as well. In the former, we demonstrate
the conformance of the encoding to the well-established criteria in the literature. In the latter, we prove
the coincidence between normal and context bisimulation by pinpointing how to factorize an abstraction
on some name. The encoding of this work is inspired by the one proposed by Alan Schmitt during the
communication concerning another work. That encoding, as given below, somewhat swaps the roles
of input and output and treats a(x).P somehow as a.〈x〉P (like those calculi admitting abstractions and
concretions [19]).

Ja(x).PK def
= a[〈x〉JPK]

Jab.QK def
= a(Y ).(Y 〈b〉 |JQK)
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From the angle of achieving first-order interaction, the encoding strategy above is truly interesting. How-
ever, it appears not to satisfy some usual operational correspondence (say, in [8] or [12]), and full ab-
straction is not quite clear. Based on the results in this paper, it is tempting to expect that this encoding
have some (nearly) same properties, and this is worthwhile for more investigation.

The results of this paper can be dedicated to facilitate further study on the expressiveness of higher-
order processes. The following questions, among others, are still open: whether π can be encoded in a
higher-order setting only allowing parameterization on processes; whether there is a better encoding of
π than the one in [28], using higher-order processes only capable of parameterization on names; whether
Πd afford a normal-like characterization of context bisimulation.
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Self-similarity is the property of a system being similar toa part of itself. We posit that a special
class of behaviourally self-similar systems exhibits a degree of resilience to adversarial behaviour.
We formalise the notions of system, adversary and resilience in operational terms, based on transition
systems and observations. While the general problem of proving systems to be behaviourally self-
similar is undecidable, we show, by casting them in the framework of well-structured transition
systems, that there is an interesting class of systems for which the problem is decidable. We illustrate
our prescriptive framework for resilience with some small examples, e.g., systems robust to failures
in a fail-stop model, and those avoiding side-channel attacks.

Keywords: Behavioural self-similarity, resilience, adversary, context, barbs, bisimulation, well-
structured transition systems, fault-tolerance.

1 Introduction

Building systems that are resilient to actions of adversarial environments is an important software engi-
neering concern. In this paper, we propose a class of systemswhose resilience arises from a notion of
self-similarity. An object is said to be “structurally self-similar” if it issimilar to a proper part of itself.
An important quality of the class of self-similar structures is that they arescale-invariant. In analogy, we
consider a class of systems that arebehaviourally self-similar— the behaviour of the system as a whole
is “equivalent” to that of a part of the system — and develop a framework for showing how systems in
this class areresilient to adversarial actions. The intuition behind our thesis is that if a part of a system
is sufficient to exhibit the behaviour of the system as a whole, then therest of the system providesre-
dundancy, which in turn may provide resilience against a hostile environment. The notion of resilience
is with respect to that of anadversary, a general concept pervading computing science, i.e., any way of
choosing inputs or an environment that can thwart a program from achieving its desired behaviour.

A trivial example of a behaviourally self-similar system isa constant signal. Its behaviour during
any intervalof time is equivalent to its behaviour during an initial (arbitrarily small) interval, which is
repeatedad infinitum. The signal can be considered to be resilient to an adversarythat determineswhen
to sample the output value, in that it is able to map the adversary’s sampling interval to a more convenient
input (the initial interval) for which its behaviour has been defined. Such “delay-tolerance” may also be
seen in other time-independent functions.

The notion of behavioural self-similarity finds common currency in formal languages, in concurrency
theory, as well as in programming. In formal languages, we have a ready example of a construction
that supports behavioural self-similarity, namely the Kleene star, as(e∗)∗ ≈ e∗. Note that the construct
( )∗ is semantically idempotent, a property that is often associated with fault-tolerance. The replication
operation in process calculi such as theπ-calculus [15] is another example of self-similarity: !p≈!p‖!p,
where≈ denotes (behavioural/semantic) equivalence. It is also idempotent since !!p≈!p, for any process
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p. Indeed, in any recursive program scheme, we can find a syntactic part that behaves in a manner similar
to the entire system. Consider, e.g., a recursive equationX ≈ F [X], for some non-trivial contextF[ ].
By construction,X is a fortiori operationally equivalent to the expressionF[X]. The semantics attached
to such recursive equations involves finding an appropriatefixed point, usually the least fixed point,
preferably by a (finite) iterative process. Observe that placing any solution to this equation in the context
F[ ] is a (behaviourally) idempotent operation1.

From these examples, a naı̈ve idea arises linking system structure, behavioural self-similarity and
resilience: If, assuming no adversarial action, a partq of a systemp can behave as the whole system
does, then this part can be considered to provide the core functionality of the system; the rest of the
system (the “context”C[ ], where p ≡ C[q]) serves to neutralise adversarial actions or transform the
interactions of the adversarial environmentA with the system into a form which this “core”q can digest,
and thereby make the system behave as though adversarial action by A were absent.

Resilience. We say that a systemp is resilient to an adversary Aif its observable behaviour in the
presence of adversarial action is equivalent to its behaviour in the absence of the adversary:p◦A ≈
p, where◦ represents coupling the systemp with the adversaryA2. A somewhat similar formulation
has been explored earlier by Liu, Joseph, Peled, Janowski and others [14, 17, 11], but we believe our
formulation is more natural (discussed in§1.1). Now, if p can be expressed byC[q] as above, and in
the absence of an adversary,C[q] ≈ q, we have, by transitivity, the desired resilience to the adversaryA
arising from self-similarity. Resilience in this sense should not be equated with a notion of correctness;
a system may be resilient even if it is not correct with respect to a given specification. Note that if≈ is a
congruence,C[C[q]]≈C[q]≈ q, showing the expected idempotence ofC[ ] in countering adversaryA.

Adversary model. An adversary can be viewed as a way of forcing the program to face an un-
favourable environment. The class of adversaries may be expressed in any of a variety of ways: as
processes in a language, as automata or transition systems,as logical constraints on behaviour, etc. All
that our framework requires is that the program coupled withthe adversary is a transition system on
which a reasonable notion of observational equality can be defined. We include in the class of adver-
saries a completely benign adversary, denoted 1A, who behaves as if there were no adversary present
when coupled with any system. If the adversarial model is specified as a transition system, we require
that it bewell-structured, with 1A � A for anyA in the class of adversaries.

We identify here some constraints on what an adversary can and cannot do. (i) Adversaries may
act in ways completely unrestricted by the system. (ii) Adversarial moves, except for announcement of
error, are not directly observable. This is justifiable in that most adversaries are sneaky, not bruiting their
actions, until and unless they wish to announce that they have defeated the system, i.e., a denouementerr.
(iii) An adversary cannot directly prevent the system from making anyobservablemove by removing
an enabled action. (iv) An adversary can, however, interactwith the system, and make joint moves.
These interactions too may not be directly observable, but may cause the system to (eventually) produce
different observable effects from its normal behaviour.

Structure of the paper. In the sequel, we develop this idea by formalising the notions of a system’s
behaviour, adversarial action, resilience anda methodology for proving a system to be resilient, by fac-

1Finding the minimal fixed point context helps us avoid “needless redundancy”.
2Note thatA need not be specified in the syntax of the language in whichp is expressed, and that the notion of coupling of

the adversary to the system may be more general than the usualnotion of parallel composition.
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toring a system into its “core” and fault-tolerant context.This is followed by a discussion of related work
(§1.1). Formalisation (§2) of both system and adversarial behaviour is done in the very general setting of
transition systems. We employ a process calculus notation for expressing processes, and the associated
structural operational semantics helps in relating structure to behavioural self-similarity. In this paper, we
use suitable notions ofobservationandequivalence, namely, those ofbarbsand bisimulation [16], since
we consider systemsclosedwhen coupled with an adversary. While other behavioural equivalences may
be considered, we chose bisimulation since it is the finest extensional notion of equivalence of observable
behaviour. Proposition 1 expresses the soundness of our proposed methodology.

In general, proving bisimilarity of transition systems, and consequently showing a system to be
behaviourally self-similar, isundecidable. However, we can show that this problem is decidable for
an interesting class of systems (Proposition 2) by using theframework ofWell-Structured Transition
Systems(WSTS) [6]. The WSTS conditions required for establishing decidability seem to arise very
naturally from the constraints placed on the context and adversary.

We then illustrate our prescriptive framework for resilience with small examples (§3), such as sys-
tems robust to failures in a fail-stop model, and defeating side-channel attacks. In the examples in this
paper, which progress from finite to finite-control to infinite state systems, we do not propose any new
mechanisms for building resilient systems. We deploy the familiar armoury of devices — redundancy,
replication, retry, and repetition — for countering the arsenal at the adversary’s disposal. However,
our framework may be seen as providing a formal (methodological) justification of these constructions.
While fault-resistance has earlier been shown using rigorous mathematical techniques, we believe that
our use of the WSTS framework provides the basis for automated techniques for proving resilience, es-
pecially in the case of infinite-state systems. We illustrate our approach by conveying only the intuition
for the different examples, and omit the tedious details of the proofs. In§4, we conclude with a discus-
sion of our approach, its limitations, alternative frameworks for specifying and verifying resilience to
adversarial behaviour, as well as some directions for future work.

Methodology. Our proposed methodology is:

1. We identify a class of adversaries, with aleastadversary 1A. Adversarial moves are not normally
observable, except perhaps for a final barberr.

2. We decompose the system processp into a coreq which provides the basic functionality and
a (fault-resilient) contextC[ ]. Thus p ≡ C[q]. In general, the context may be multi-holed. The
contextC[ ] should not alter the core functionality ofq. In particular, it should satisfy the following
conditions:

(a) C[ ] should permitq to make any of its possible moves, i.e.,q−→ q′ impliesC[q] −→C[q′]
andq⇓ o impliesC[q] ⇓ o;

(b) If C[ ] andq jointly make a move, then all ofq’s possible barbs are preserved, i.e., ifC[q] ⇓ o
andC[q]−→C′[q′] thenC′[q′] ⇓ o;

(c) The contextC[ ] (and its derivatives) should by itself contribute no observable barbs, i.e.,
C[ ] 6⇓ o for anyo;

(d) No transition arising purely due toC[ ] disables the execution of the processq, i.e., ifC[ ]−→
C′[ ], then (i)q⇓ o impliesC′[q] ⇓ o (sinceC[q] ⇓ o), and (ii)q−→ q′ impliesC′[q]−→C′[q′].

3. We then specify the couplingp◦A of a process and an adversary as a transition system. Formally,
we will require that this transition system be a WSTS. In particular, this composite transition
system should exhibit theupward simulation property(defined in§2).
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4. To show resilience ofp with respect to the adversaryA, we show thatq◦1A ≈ p◦A. This problem
is decidable for WSTSs withcertain additional properties.

We dub the conditions on the context and the adversary listedabove theself-similarity constraints.

Beyond finite-state systems. While our examples in this paper are small, our framework is not con-
fined to dealing with finite (or finite-state) systems, for which it may be easy to show the required bisim-
ilarity. Accordingly, we explore systems that provide sufficient structural properties to ensure thatbisim-
ilarity is decidable. We find that Well-Structured Transition Systems (WSTSs) [6] provide a framework
in which we can formulate andverify resilience by virtue of self-similarity.

Consider first asimple versionof the framework: Structural inclusion ofq in C[q] for a context
satisfying the self-similarity conditions is an obvious candidate when defining an ordering relation (q‖r �
C[q]‖r). A simple way to obtain the conditions on contextC[ ] mentioned above is to constrain the hole(s)
[ ] in contextC[ ] to appear only at “head” or “enabled” positions. This allowsC[q] to simulateq, and if
C[ ] has no observable actions, then every barb ofq is a barb ofC[q] and vice versa.

Often the adversary itself can be formulated as a WSTS with a least element 1A representing the
absence of an adversary. The composite transition system isobtained from those of the system and the
adversary, and apointwise combinationof the system and adversary orderings yields the desired ordering
relation for the WSTS. We say that the composition with adversaryA is monotoneif p −→ p′ implies
p◦A −→ p′ ◦A, andp⇓ o implies p◦A ⇓ o. This is usually the case with parallel composition in most
process calculi.

The self-similarity constraints on the context and adversary imply the following properties:

• (Upward simulation)q −→ q′ implies C[q] −→ C[q′]. For monotone compositions with adver-
saries, this further impliesC[q]◦A−→C[q′]◦A.

• For an observableo, q⇓ o if and only ifC[q] ⇓ o.

• if A−→ A′ then for anyp: p◦A−→ p◦A′.

What remains is to place reasonable effectiveness constraints on the WSTSs in order to ensure that
bisimilarity is decidable. We require that the states of thesystem and the class of adversaries arerecur-
sive setsand that the ordering� is decidable. We also assume that the transition systems arefinitely-
branching. In order to ensure decidability, we require that the transition systems satisfy a technical
condition of having aneffective pred-basis, and exhibit downward reflexive simulation (these definitions
are recalled in§2).

1.1 Contributions and Related Work

We are unaware of any previous work where the notion of self-similarity has been wedded to that of
behavioural equivalence to formulate a notion of a system being resilient to actions by an adversarial
environment. Furthermore, we believe that the methodologywe enunciate — construing a system as
being constructed of a core behaviour and a context for handling the actions of a formally defined ad-
versarial environment — is novel, as also casting them in theframework of Well-Structured Transition
Systems [6]. The structural decomposition of the system into core and fault-absorbing context seems
natural and dovetails nicely with the WSTS conditions. As a consequence, the bisimulation proofs be-
come much easier. Moreover, the effectiveness conditions provide decidability, and thus in principle at
least, support automated techniques for showing resilience that can work even for infinite-state systems.
We also believe that our third example, which deals with a building block for converting communication
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over a non-FIFO channel with omission failures to a FIFO-channel with omission failures, has not been
presented earlier in its essential form.

The idea of formulating fault tolerance in terms of behavioural equivalence is not new [14, 17, 11].
The idea of a fault preorder, capturing the relative severity of faults, can be found in the works of
Janowski, Krishnan and others [11, 12, 14]. Janowski, e.g.,studies the problem of monotonicity of
fault tolerance — a system tolerant of faults higher in the preorder should tolerate faults lower in the
preorder, but finds that this requirement does not square well with the standard notion of bisimilarity.
A similar observation is made by Krishnan [12], where he considers replicated systems to model sys-
tems with synchronous majority voting. Accordingly, a notion of bisimilarity parameterised by the fault
model is proposed [11, 12]. In contrast, we believe that the notion of behaviour should beuniformand
therefore formulate the notion of resilience to an adversary using astandardnotion of equivalence, e.g.,
weak (asynchronous) barbed bisimulation [16, 2].

Another major difference with these approaches [10, 11] is that they formulate the faulty versions
of the system by incorporating the anticipated faulty behaviour into definitions of the system. We see
this is as unsatisfactory in that the adversarial behaviourhas to be expressed concretely and within the
syntax of the system (e.g., in the CCS formulation), therebyseverely restricting the expressive power
given to the adversary. It is also not a very satisfactory wayof composing adversaries. Janowski uses the
technique of incorporating the faulty version with the original system by providing aredefinition of the
original systemtaking a non-deterministic choice of the two behaviours. This approach does not work
well, e.g., with modelling a fail-stop model, because “revenant” processes become possible — a system
which is supposed to have failed, rises Lazarus-like and exhibits some active behaviour. In contrast, our
formulation uses a very general framework of transition systems, which may be specified and combined
in any convenient manner. Indeed, the syntactic formulation used for describing the example systems
is only a convenient way for specifying a transition system and the constructive nature of fault-resilient
transformations.

There is also some similarity between our work and that of Liu, Joseph, Peled and others, in e.g.,
[14, 17], where they present frameworks in which fault-tolerance is expressed by transforming a process
with respect to the specification of a fault model:q is aψ-tolerant implementation ofp if p≈ T(q,ψ),
for a transformationT( , ). The juxtaposition of the recovery algorithm is viewed as a transformation
that makes a process fault-tolerant. The connections between these logic-based ideas and our preliminary
operational formulation deserves further study.

2 The Framework

2.1 Transition Systems

A transition systemT = 〈S,−→〉 consists of a set of statesSand a transition relation−→⊆S×S. A finite
trace σ with respect toT is a sequence of states〈s0,s1, . . . ,sn〉 such thatsi −→ si+1 for all 0≤ i < n.
An infinite trace with respect toT can be considered to be a functionσ : N→ Ssuch that for alli ∈ N:
σ(i)−→ σ(i+1). We writeσ1σ2 to denote the concatenation of traces, which in the case ofσ1 being an
infinite trace, results inσ1.

The successorsand predecessorsof a states ∈ S, are defined asSucc(s) = {s′ | s −→ s′} and
Pred(s) = {s′ | s′ −→ s} respectively. The notations−→n, −→=, −→+ and−→∗ are used for the
n-step iteration, reflexive closure, transitive closure andreflexive-transitive closure of the transition re-
lation −→. We use a similar notation for then-step iterations, and closures ofSuccandPred. T is
finitely-branchingif Succ(s) is finite for eachs.
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Assuming a notion ofobservable actions, we define abarb as an observable action that a process
has the potential to perform, writtenp ↓ o (whereo is observable) [16]. We will use “weak barbs” which
depict the potential of a process to perform an observable action after making some “silent” transitions,
i.e., p⇓ o if for somep′, p−→∗ p′ andp′ ↓ o.

A weak barbed simulationis a binary relationR on processes such that if(p1, p2) ∈ R, then (1) if
p1 ⇓ o thenp2 ⇓ o; and (2) wheneverp1 −→∗ p′1 then there existsp′2 such thatp2 −→∗ p′2 and(p′1, p

′
2) ∈

R. R is aweak barbed bisimulationif both Rand its symmetric inverseR−1 are weak barbed simulations.
Processesp1 and p2 are weakly barbed bisimilar, writtenp1 ≈b p2, if they are related by some weak
barbed bisimulation. Weak barbed bisimulation is not fine enough to distinguish processes that differ
after the first communication (barb), when they interact with other processes, so the equivalence relation
usually desired is a refinement that is preserved under parallel composition.

p1 ≈ p2 if ∀ q : (p1‖q)≈b (p2‖q)

However, for closed systems, it is reasonable to use weak barbed bisimulation as the notion of equiva-
lence.

Process notation. In our examples, we employ a process calculus notation akin to a value-passing
CCS. Leta represent a channel,x a variable, andv a value drawn from some set of values. We assume
without further specification that the language includes a syntactic category of expressionse, which
contains in particular variables and integer-valued expressions. In our examples, expressions may also
include tuples, and we assume a matching operation. Terms inthe language of communicating processes,
typically p, p1, p2 are specified inductively by the following abstract syntax:

p ::= 0 | ae.p | ax.p1 | p1‖p2 | (a)p1 | p1+ p2 | [e1 = e2]p | !p | P(e1, . . .en)

The process 0 is inert. The prefixae stands for the output of the value ofe on channela, whereas
ax.p stands for input of a value over channela with the value bound tox in the continuationp. p1‖p2

represents parallel composition whereasp1+ p2 stands for non-deterministic choice betweenp1 andp2.
The notation(a)p1 describes therestriction operation on channels, i.e., channela is local to scopep1.
Communication on restricted channels isnot observable.[e1 = e2]p is a conditional matching operation.
!p represents the replication of processp, yielding as many copies ofp as desired, running in parallel.
For convenience, we include parameterized (recursive) processes of the formP(e1, . . .en).

In a distributed system, we associate processes withlocations, written for instance asℓ[|p|], whereℓ is
a location constant. A contextC[ ] is a process term with a hole[ ] in the place of a process term. We may
also have multi-hole contexts. We do not present here the formal rules for the operational semantics of
this language. Indeed, these constructs can be encoded in a core asynchronous calculus with replication
and choice restricted toguarded processes. We refer the reader to any standard presentation of such
asynchronous calculi [9, 2] for the encodings and the operational semantics rules.

2.2 Well-structured Transition Systems

We now summarise some results about WSTSs [6].
A quasi-orderor pre-order〈S,�〉 consists of a setSwith any reflexive and transitive relation�⊆ S×S.
〈S,�〉 is well-ordered(henceforth awqo) if for any infinite sequences0,s1, . . . there exist indicesi and
j with i < j such thatsi � sj . Consequently, a wqo has no infinite strictly decreasing sequence, nor any
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infinite sequence of unrelated elements. It also follows that in a wqo, any infinite sequences0,s1, . . . has
an infinite non-decreasing subsequence si0 � si1 � si2 . . . wherei0 < i1 < i2 . . ..
In quasi-order〈S,�〉, an upward-closed setis any setI ⊆ Ssuch that ifx∈ I andx� y, theny∈ I . Let
↑ x= {y | x� y}, called the upward closed set induced byx. A basisfor an upward closed setI is a set
Ib ⊆ I such thatI =

⋃
x∈Ib(↑ x).

Higman’s Lemmastates that if〈S,�〉 is a wqo, then any upward-closed setI has afinite basis. The
minimal elements ofI form a basis, and these must be finite, since otherwise, they would include an
infinite sequence of unrelated elements. Further, any chainof upward-closed setsI0 ⊆ I1 ⊆ I2 ⊆ . . .
stabilises, i.e., for somek, I j = Ik for every j ≥ k.
A Well-Structured Transition System(WSTS)T = 〈S,−→,�〉 consists of a transition system〈S,−→〉
equipped with a well-ordered quasi-order〈S,�〉 that satisfiesweak upward simulation: For everys, s′,
andt ∈ S, if s−→ s′ ands� t, then there existst ′ ∈ Ssuch thatt −→∗ t ′ ands′ � t ′.
A WSTS exhibitsdownward reflexive simulationif for eachs, if s−→ s′ andt � s, then there existst ′

such thatt −→= t ′ andt ′ � s′, i.e., eithert ≡ t ′ (0 steps) ort −→ t ′ (1 step).
A WSTS T = 〈S,−→,�〉 has aneffective pred-basis[6] if there exists an algorithm that, given any
states∈ S, computespb(s), a finite basis of↑ Pred(↑ s), i.e., minimal elements of the upward-closed set
induced by the predecessors of states in the upward-closed set induced bys.
Backward reachability analysis involves computingPred∗(J) as the limit of a chainJi , whereJi ⊆ Ji+1.
If J is upward-closed, then this process converges, andPred∗(J) is upward-closed. If a WSTST =
〈S,−→,�〉 has aneffective pred-basisand� is decidable, then if any upward-closedJ is given via its
finite basis, one can compute a finite basis ofPred∗(J).
Thecovering problemis, given statess andt, to decide whether there exists at ′ such thats−→∗ t ′ and
t � t ′. The covering problem is decidable forT = 〈S,−→,�〉 with aneffective pred-basisand decidable
�.
If T = 〈S,−→,�〉 exhibits downward reflexive simulation, and ifSuccis computable and� decidable,
then one can compute for anysa finite basis of↑ Succ∗(s).
The sub-coveringproblem is to decide, givens and t, whether there existst ′ such thats−→∗ t ′ and
t ′ � t. Subcoveringis decidable for any WSTS which shows downward reflexive simulation, if Succis
computable and� decidable.

Putting the pieces together, we get the following method forproving whether a putatively fault-
tolerant processp ≡ C[q] is indeed resilient (or not) to an adversaryA, whereC[ ] denotes the fault-
digesting context andq its core functionality:

Proposition 1 A process p is resilient to adversary A while providing behaviour q if p can be expressed
as C[q] such that C[ ] and A satisfy the self-similarity constraints, and C[q]◦A 6⇓ err.

Proof: ConsiderC[q]◦A. We wish to showq◦1A ≈C[q]◦A.

• Upward Simulation:The adversary does not directly restrict any action of the system. Since 1A
represents the non-existence of an adversary,q◦1A −→ t impliest ≡ q′ ◦1A for someq′. If q⇓ o,
then clearlyq◦ 1A ⇓ o and alsoC[q] ⇓ o. If composition with the adversary is monotone, then
C[q]◦A⇓ o. In general, this may not be the case (as will be seen in the second example of§3). If
for a contextC[ ], upward simulation is not satisfied, then that contextfails to provide resilienceto
the adversaryA3.

3The above-mentioned second example satisfies the WSTS condition only for certain contexts amongst contexts that satisfy
the other self-similarity conditions 2(a)-2(d).
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• Downward reflexive simulation:The adversary or its interaction with the system does not cause
anything that the core cannot do. Since the contextC[ ] and the adversary do not contribute ob-
servables (except the “denouement”),C[q] ◦A ⇓ o implies eitherq ⇓ o or that the process isnot
resilient to adversaryA (if o is the barberr). (The first example in§3 involves an adversary that
attempts to make observable the barberr.) Now consider the moves thatC[q]◦A can make. These
may be

1. a move due toq: C[q] −→ C[q′]. This is downward simulated byq −→ q′ (and henceq◦
1A −→ q′ ◦1A).

2. a move due to onlyC[ ]: C[q] −→C′[q]. This is downward simulated byq making no move.
Moreover,C[q] ⇓ o iff C′[q] ⇓ o iff q⇓ o.

3. a move due toA: C[q] ◦A−→C[q] ◦A′. Since the adversary’s moves are unobservable, this
is downward simulated byq◦1A making no move, since 1A �2 A′.

4. a move involving bothC[ ] andq: C[q]−→C′[q′]: this is simulated byq−→ q′, andC′[q′] ⇓ o
iff q′ ⇓ o, sinceq′ �C′[q′] andC′[ ] does not contribute any observables and does not inhibit
any observables ofq′.

5. A move involving the adversaryand the fault-handling contextC[ ]: C[q] ◦A −→C′[q] ◦A′.
Again, since this move is unobservable, this is downward simulated byq◦ 1A making no
move, sinceq◦1A �C′[q]◦A′ for C′[ ],A′.

⊡
Thus, our prescriptive framework of crafting self-similarprocesses and formalising adversarial be-

haviour operationally yields the desired resilience. If the two systems are not barbed bisimilar, then the
process is not fault tolerant, and a counter-example may be found. Another way of looking at the def-
inition of resilience is that adversarial moves keep the composite system within the same behavioural
equivalence class.

Dealing with infinite state systems. Since the state spaces may potentially be infinite, there maynot
be an effective method toprove thatC[q] ◦A andq◦ 1A are bisimilar. In order for this question to be
decidable, we place the restrictions mentioned earlier, namely that the WSTS has an effective pred-basis,
that the successor relation is effectively computable, andthat the conditions on adversarial moves ensure
reflexive downward simulation. The “self-similar subterm”orderings are clearly decidable.

Proposition 2 The problem of deciding whether a process is resilient to an adversary is decidable if
in addition to satisfying the self-similarity constraints, the coupled transition system has an effective
pred-basis, and the successor relationship is effectivelycomputable.

Proof: Supposeq◦1A −→ t. We need to show that there is at ′ such thatC[q] ◦A −→∗ t ′ andt � t ′.
This is an instance of thecovering problemfor C[q]◦A andt, which is decidable under the assumptions.
Proof technique:ComputeKb, the finite basis ofPred∗(↑ t), and check ifC[q]◦A∈↑ Kb.
Now supposeC[q] ◦A −→ t. We need to show that there is at ′ such thatq −→∗ t ′ andt ′ � t. This is
an instance of the sub-covering problem forq andt, which is decidable when context/adversarial/joint
moves are simulated downwards in 0 steps, and successors areeffectively computable.Proof technique:
ComputeKb, the finite basis forSucc∗(q◦1A). Check ift ∈↑ Kb. ⊡

3 Examples

In this section we put our proposed methodology to test by applying it in situations that demand resilience
of a system to an adversary. Our examples proceed from finite to finite-control to infinite state systems.
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In each case, we apply the methodology of identifying the core computation that would have sufficed in
the absence of an adversary. We then identify an adversary and show how by constructing an absorptive
context satisfying the self-similarity conditions presented earlier, one can defeat the adversary. The wqo
notion used is usually simple, though the later examples, involving resilience in distributed systems,
motivate the need for more flexible notions than simple embedding of a process into a context. However,
they retain the essential semantic requirement that the context preserves the ability of a process to perform
its actions, and that the context neither contributes any observable actions directly, nor does it take away
the observables of the core process. It can at best interact with other parts of the context and/or with the
adversary.

3.1 White Noise to defeat Side-channel Attacks

Let c be a deterministic finite computation which generates an observable resultm in n steps:c−→n c′ ↓
m. Normally, observers cannot see the number of steps taken byc. Let us now consider an adversary that
can see in addition to this outcome, the “side property” of how many steps were taken to termination4.
If it observes thatc terminates withinn steps, it flagserr. A class of step-counting adversaries can be
coded asA(i,k) for k≥ 0, with the behaviour of the composite transition systemc◦A(i,n) given by the
following rules:

p−→ p′

p◦A(i,n) −→ p′ ◦A(i +1,n)
p ↓ m

p◦A(i,n) ↓ m
p ↓ m

p◦A(i,n) ↓ err
(i ≤ n)

Note that the adversary does not suppress any observable ofp, and makes no observable moves except
signallingerr. In the absence of an adversary monitoring the side-channel, we havec◦1A ⇓ m, but in the
presence of such an adversary,c◦A(0,n) ⇓ err as well. Thus ifc1 is a program behaviourally equivalent
to c but which takes more thann steps to terminate, this adversary can distinguish betweenc andc1 as
c1 ◦A(0,n) 6⇓ err.

We now justify the correctness of the method of interleavinga computation with an indeterminate
number of NOPs to defeat such side-channel attacks. LetWhiteNoisebe a computation that consumes
cycles, but doesnot generate any observables, e.g.,WhiteNoise−→ WhiteNoise. WhiteNoisedoes not
suppress or alter any normal observables of computations running in parallel/interleaved with it. Con-
sider the contextC[ ] = WhiteNoise‖ f [ ], and suppose‖ f is a weakly fair (nondeterministic5) interleaved
implementation of parallel composition that executes at least one step ofWhiteNoise. Now note that
while C[c]◦A(0,n) ⇓ m, it is no longer the case thatC[c]◦A(0,n) ⇓ err. ThusA(0,n) cannot distinguish
betweenC[c] andC[c1].

It is straightforward to show thatC[ ] andA(0,n) satisfy the self-similarity conditions. We cast the
composite system as a WSTS, using the “self-similar subterm” ordering on processes. In particular, we
consider as minimal elements (which form a finite basis) all processesc′ such thatc−→∗ c′. Theeffective
pred-basisis then easy to compute. It is therefore easy to prove thatC[c] ◦A(0,n) ≈ c. Note also that
this contextC[ ] is idempotent; reiterating it, as inC[C[c]], does not provide further security against this
side-channel attack.

4Other side properties such as heat generated, or power consumed could also be monitored.
5If the interleaving performs a deterministic number ofWhitenoisesteps, then by a small extension to the adversary class,

one can mount a side-channel attack.
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3.2 Replicated server

The next example involves finite-control, and justifies the use of repetition to address multiplicity of
requests and spatial replication to counter failure. Consider a one-time provider of a filev: OTP= av,
wherea is the channel on whichv is sent. Similarly, a basic client is rendered asBCi = ax.dix, which
receives some filex on the channela, and delivers it to the client’s application layer, writtenasdix. The
single-request client-provider system is written asSys1 = (a)(BC1‖OTP). The only observable barb of
Sys1 is the unrestricted send actiond1v.

If the file provider has to deal with more than one client, or ifthe client repeatedly requests the file,
we need an ever-obligingresponsiveserver, represented as a process that canrepeatedlysend filev on
the channela.

Server= ℓ1[|! [av]|].
Typically, the server is located at some siteℓ1, written in a distributed calculus (e.g., [18]) asℓ1[|. . .|],
which may be different from the client’s site. For simplicity we have theServerlocated atℓ1 repeatedly
sending the file overa to whoever wishes to receive it6. In the distributed setting, note thatp −→ p′

impliesℓ1[|p|]−→ ℓ1[|p′|], andp ↓ o implies ℓ1[|p|] ↓ o only when siteℓ1 is “up” (locations do not figure
in the observable barbs). Observe that the context in whichOTP is placed contributes no barbs, and has
a hole in a position that is enabled. Consider the new system:

Sys2 = (a)(BC1‖ . . .BCn‖Server)

The observable barbs arediv, for i ∈ {1, . . . ,n}. Sincea is restricted, the send actions ona do not
contribute any observable barb. This construction also handles the case when the clients repeatedly
request a value, i.e., whenBCi = !(ax.dix).

Now consider an adversaryA that can cause locationℓ1 to fail, taking the server down permanently in
the fail-stop model (see e.g., [3, 18]) after which no clientcan receive any file from theServer. Observe
that the requirement thatℓ1 needs to be “up” for a barb to be observable means that the coupling with
the adversary isnot monotone. The adversary can be modelled as a transition system with states that
represent the set of locations that are “up” and the transition {ℓ1} −→ {} to model the failure ofℓ1. It is
now possible to have trace suffixes in whichSys2◦A 6⇓ div whereasSys2◦1A ⇓ div, for some value(s) of
i. Thus,Sys2 is not resilient to an adversary that can cause a single location to fail.

We build a server resilient to asingle node failureby replicating the responsive file provision on two
sites,ℓ1 andℓ2. Fault tolerance is provided by using the two hole context

Crep[ ] = ℓ1[|![ ]1|] ‖ ℓ2[|![ ]2|]

that places a process in two holes both at head positions, andsatisfying all the requisite self-similarity
conditions for the context, yielding areplicated responsive server:

RepServer=Crep[OTP] ≡ ℓ1[|!av|]‖ℓ2[|!av|].

The server process located atℓi can execute only if that location has not failed (fail-stop model of failure)
— it provides the valuev on channela while its site is up. Let

Sys3 = (a)(BC1‖ . . .BCn‖RepServer)

6Typically this is coded (in aπ-calculus) as a client sending a request to a server, sendinga private channel over which it
wishes to receive the file.
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Client BCi can read a value on channela either from the server atℓ1 or ℓ2, whichever is up; if both are
up, it obtains the value from either one (the location of the server is not observable). So if either or both
ℓi are up, then. . .BCi . . .‖RepServer⇓ div.

The adversaryA, which is able to causeat most one nodeto fail, can be modelled by a finite state
machine, whichmaymake a transition from a state in which both{ℓ1, ℓ2} are up, to states whereℓ1

(respectivelyℓ2) is down, and then remains in that state (modelling fail-stop of at most one of the two
sites). The benign adversary 1A can be modelled as a single-state FSM (with a self-loop). It is easy to
formulate the composite system as a WSTS, by using the self-similar subterm ordering on processes,
and the obvious trivial ordering on the adversary FSMs. It isalso easy to exhibit the minimal elements
and the effectiveness conditions for this system. Thus we can prove thatSys3 ◦A ≈ Sys2 ◦ 1A. This
being a finite-control system, the proof is quite easy. Our WSTS-based framework is also able to handle
extensions to the system to permit persistent clients, which repeatedly request the file and deliver itad
nauseum.

ReplicatingRepServeragain by placing it inCrep[ ] serves no purpose with respect to an adversary
that can cause only one of theℓi to fail7. However, if the adversary can causek > 1, to fail, then a
replication context should place the server at leastk+1 locations.

3.3 Reliable transmission

We now address resilience to adversaries that make communication channels unreliable. Instead of
presenting yet another verification of the ABP protocol [4] and its bisimulation proofs, which have been
published several times before (e.g., [13]), we describe a small protocol for communication between a
client R and a serverSr over a channelc that may arbitrarily reorder messages and omit messages. This
protocol can be used as a basic building block within a largerprotocol that builds a FIFO channel over
a non-FIFO layer [1]. To our knowledge, this construction has not been earlier presented in as simple a
formulation. Its core is similar to the “probe” construct ofAfek and Gafni [7].

The server is extremely simple: it receives a request on channel b, and sends a message on channel
c. At any point of time, it may segue to sending another valuev′.

Sr(v) = (b.cv.Sr(v))+Sr(v′),

wherev′ 6= v andv,v′ ∈D, some set of values (which we assume for convenience is of cardinality k). The
server is representable as a (parameterised) non-deterministic finite-control machine.

A simple clientRs can be expressed as:Rs = b.cx.dx.Rs, whereRs sends requests onb and, on
receiving a value on channelc, delivers it over channeld and repeats. If channelc does not omit or
reorder values,Rs will produce all the values sent by the server in FIFO order. If, however,b,c arelossy
channels, then some requests (or responses) may be lost in transmission.Rs may therefore get stuck
waiting for messages. We make the client more persistent, modifying Rs to Ro,

Ro =![b]1 ‖ [cx]2.[dx]3.Ro

which decouples the (repeated) request sending onb from the receipt of messages onc. Since it works
with lossy channels,Ro may omit delivering some messages, but all delivered messages appear in the
order in which they were sent. Note that we have placed the three communication actions in three distinct
“holes” ([ ]1, [ ]2, [ ]3 ).

7This is true even when the language permits nested sublocations.
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If, however, the channelc can reorder messages, it is possible to confuse messages corresponding
to earlier requests with those for later requests. While this problem can be addressed by placing serial
numbers on the messages, an interesting question is whetherit can be solved without that mechanism.
Accordingly, we modify the client:

Rro(p,n1, . . . ,nk) = [b]1.Rro(p+1,n1, . . . ,nk)
+R′(p,n1, . . . ,nk)

R′(p,n1, . . . ,nk) = [cx]2.casex of
...
vi : if (ni > 0) then

Rro(p−1,n1, . . . ,ni −1, . . . ,nk)

else[dx]3.Rro(0, p−1, . . . , p−1)
...

The client initiates aroundof the protocol by sending a request to the server on channelb. Since the
responses from the server may be reordered or dropped by the response channelc, the client has no way
of knowing whether a response it receives is acknowledging its current request (a “fresh” message), or
whether it is a response to a previous request. However, by pigeon-holing, if it receives more responses
than pending unanswered requests from the past, it knows that the server has acknowledged its most
recent request. For this it keeps a variablep, which is the number of requests sent in this round, and
bounds the number of responses it requires for each value so that when it receives a response onc, it
can determine that it has got enough responses to safely conclude that the value is a fresh one. Note
that in our soution,the server remains unchanged, and in the client, all the parameters takenon-negative
integral values.

Let Aro be an adversary that may reorder and omit messages (the interesting ability of the adversary
lies in its being able to reorder responses on channelc), and letAo be an adversary that may only omit
messages on channelc. The equivalence to be established is:

(b)(c)(Sr‖Rro(0,0, . . . ,0))◦Aro ≈ (b)(c)(Sr‖Ro)◦Ao

One may notice that the processRo is not exactly syntactically embedded within a context inRro.
However, the essence of the self-similarity constraints ismet as every communication action comes into
an enabled position at exactly corresponding points markedby the holes[ ]1, [ ]2, [ ]3. Thus, the resulting
ordering on processes� would (while still being decidable) be more complex, but nonetheless adheres
to the self-similarity requirements and those of being a WSTS. In defining the states of the coupled
transition system we consider the states of the serverSr, and that of the clientRo andRro. In identifying
the latter, we demarcate as significant the three marked holes as points where to pin control. The start
of a “round” is a significant point where the control of theRo process is matched with that of theRro

process. We take into account the parameters of theRro process in framing the� relation. Finally, we
consider the channel states, adapting the subword orderingthat has been used for lossy channels in order
to deal with lossy-reordering channels. The details are omitted here, but WSTS technique provides a
novel way of provingoperationallythe correctness of a protocol that has an unbounded state space.

By orienting this protocol in both directions, one can, at the price of counters (for the pending and
new messages) obtain an implementation of a FIFO channel over a lossy reordering communication
channel. The only way we know to avoid the counters is using sequence numbers on data items, as
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in [19], but this implies an infinite message alphabet. For practical purposes, one usually assumes that
sequence numbers can be recycled (in a “sliding window” fashion) under the belief that the channel does
not deliver an “ancient” message. On similar lines, if one assumes a bound on the number of messages the
channel may delay, then our counters can be limited by that bound. This may be a reasonable assumption
since, as shown in [1], in any implementation of a FIFO channel over a lossy reordering one with a finite
message alphabet, the more the messages that the channel delays, the more the messages that need be
transmitted.

4 Conclusion

The question of whether a specified program behaviour can be achieved versus an arbitrary adversary
is, of course, undecidable in general, with several famous impossibility results. Even the question of
whether a given program is resilient to some particular adversary is in general not decidable.

What we have sought to do is to formalise an intuitive connection between resilience to an adversary
and the self-similarity in the structure and behaviour of a program. It is a prescriptive framework, and
we recognise that there are several other ways of correctly constructing fault-tolerant systems that do
not fit this methodology. The program is constructed in termsof its core functionality (that generates
the observables) and an absorptive context that soaks up theadversarial actions, but otherwise neither
contributes nor detracts from the observable behaviour of aprogram8. While in our framework, we
require that the adversary’s moves are not directly observable (except in a denouement), the interaction
between the adversary and the program may result in different observables from the normal execution.
However, a fault-resilient program exhibits no difference.

Another way of thinking about the framework we have proposedis in terms ofabstractionsthat
operate as follows: consider the traces of the system by itself, and also those of the system composed
with the adversary. Consider the equivalence relation thatarises from an abstraction function which has
the property of “stuttering” over moves by the adversary. A system may be considered tolerant of an
adversary if every adversarial transition is within an induced equivalence class. While there is a certain
simplicity to such an account, our proposed framework is richer in at least some respects: First, it is able
to account for moves made in conjunction between the adversary and the system (the interactive moves).
Second, it is able to relate the structure of the system with its behavioural self-similarity, and capture the
intuition that the seemingly redundant parts of a program provide resilience against adversaries.

We are unaware of any published work on relating self-similarity with resilience. While there has
been a body of work in which adversaries have been classified according to a partial order based on
the severity of their disruptive capabilities, and relativising the notion of behavioural equivalence based
on the adversary model, we believe this is less elegant or compelling than an account where astan-
dard notion of behavioural equivalence is used. While we have used barbed bisimulation, other notions
of equivalence may be appropriate in certain settings, and may provide easier methods for proving re-
silience. Another shortcoming of the previous approaches is that the adversarial model was incorporated
into the syntax of the processes, whereas our approach supports more eclectic styles of specifying the
transition system of processes in the context of an adversary.

Further, while the previous approaches seem to be confined tofinite (or at best finite state processes)
– where it is possible to find appropriate bisimulation relations, we are able to deal with a class of infinite-
state systems by couching the problem in a WSTS framework. Although there has been substantial work
on WSTSs, our use in proving systems to be fault-resilient seems to be novel. We believe that one can

8This factoring of a program into core and context cannot in general be automated.



S. Prasad & L. D. Zuck 43

in this framework also deal with composite adversarial models by combining the fault-resilient contexts
in novel ways (e.g., embedding one kind of resilient contextinside another), although this is beyond the
scope of the current paper.

As we have presented very simple examples and introduced no new mechanisms for resilience, it
may seem that the results are unsurprising. However, it is satisfying to not only confirm the correctness
of intuitive constructions and folklore but also find an effective basis for demonstrating their correctness.
It would be interesting to study whether our framework also provides a way of discoveringminimal
constructions for resilience against particular adversaries.

Of course, our proposed methodology should be put to furthertests. For instance, it would be inter-
esting to see whether techniques for building resilience instorage systems such as RAID [5] would be
amenable to these techniques. A major area which needs addressing concerns cryptographic protocols
and resilience in the face of cryptanalytic adversaries. The challenge there is to find the right notion of
structural orderings, and recognising the contexts that provide resilience. Another domain that deserves
greater study is coding theory and the use of redundant bits to provide error-correction. It is not obvious
in such techniques whether convergence (reaching fixed-points) can be obtained.

In the future, we would also like to explore conditions underwhich, given a specification of the op-
erational behaviour of the adversary, and the core functionality, it may be possible (if at all) tosynthesise
the fault-resilient context. We would like to develop a framework analogous to those of Liu, Joseph et
al. where fault-tolerant versions of systems are developedusing a stepwise refinement methodology, and
transformations dealing with combined fault models.

In the current paper, we have used an operational framework;in the future, we would like to explore
a logic-based formulation, using e.g., knowledge-based analysis techniques to reason about resilience in
the same way that correctness of distributed systems/protocols has been studied [8].
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A (fragment of a) process algebra satisfies unique parallel decomposition if the definable behaviours
admit a unique decomposition into indecomposable parallelcomponents. In this paper we prove
that finite processes of theπ-calculus, i.e. processes that perform no infinite executions, satisfy this
property modulo strong bisimilarity and weak bisimilarity. Our results are obtained by an application
of a general technique for establishing unique parallel decomposition using decomposition orders.

1 Introduction

A (fragment of a) process algebra hasunique parallel decomposition(UPD) if all definable behaviours
admit a unique decomposition into indecomposable parallelcomponents. In this paper we prove that
finite processes definable in theπ-calculus satisfy this property modulo strong bisimilarity and modulo
weak bisimilarity.

From a theoretical point of view, this property is interesting because it can be used to prove other
theoretical properties about process calculi. For instance, relying on unique parallel decomposition,
Moller proves in [18, 19] that PA and CCS cannot be finitely axiomatized without auxiliary operations,
and Hirshfeld and Jerrum prove in [12] that bisimilarity is decidable for normed PA. Unique parallel
decomposition can be also used to define a notion of normal form. Such a notion of normal form is
useful in completeness proofs for equational axiomatizations in settings in which an elimination theorem
for parallel composition is lacking (see, e.g., [1, 2, 3, 9, 11]). In [13], UPD is used to prove complete
axiomatisation and decidability results in the context of ahigher-order process calculus.

From a practical point of view, unique parallel decomposition can be used to devise methods for
finding the maximally parallel implementation of a behaviour [6], or for improving verification methods
[10]. In [8], a unique parallel decomposition result is usedas a tool in the comparison of different security
notions in the context of electronic voting.

The UPD property has been widely studied for different process calculi and variants of the parallel
operator. Milner and Moller were the first to establish a unique parallel decomposition theorem; they
proved the property for a simple process calculus that allows the specification of all finite behaviours
up to strong bisimilarity and includes parallel composition in the form of pure interleaving without in-
teraction between its components [16]. Moller, in his dissertation [17], extended this result replacing
interleaving parallel composition by CCS parallel composition, and then also considering weak bisim-
ilarity. Christensen, also in his dissertation [5], provedunique decomposition for normed behaviours
recursively definable modulo strong bisimilarity, and for all behaviours recursively definable modulo

∗M.D. Lee has been supported by the project ANR 12IS02001 PACE
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distributed bisimilarity; the proof of the latter result relies on a cancellation law for parallel composition
up to distributed bisimilarity, first established by Castellani as [4, Lemma 4.14].

Most of the aforementioned unique parallel decomposition results were established with subsequent
refinements of an ingenious proof technique attributed to Milner. In [15], the notion ofdecomposition
order is introduced in order to formulate a sufficient condition oncommutative monoids that facilitates
an abstract version of Milner’s proof technique. It is then proved that if a partial commutative monoid
can be endowed with a decomposition order, then it has uniquedecomposition. Thus, an algebraic tool
is obtained that allows one to prove UPD for a process calculus by finding a decomposition order.

The tool can deal with most of the settings aforementioned. In this paper, we show how the tool can
also be applied to obtain unique parallel decomposition results for finite processes of theπ-calculus w.r.t.
strong bisimilarity and w.r.t. weak bisimilarity. But, to this end, we do face two complications: The first
complication, in the context of theπ-calculus is that, as opposed to previous settings, the decomposition
order is not directly induced on the commutative monoid of processes by the transition relation. The
culprit is that, in general, two parallel components may fuse into a single indecomposable process as a
result of scope extrusion. To define the decomposition orderwe consider a fragment of the transition
relation that avoids this phenomenon. The second complication, which arises only in the case of weak
bisimilarity, is that certain transitions are deemed unobservable, and that, as a consequence, there are
transitions that do not change state (are between weakly bisimilar processes). We demonstrate that a
decomposition order can, nevertheless, be obtained by ignoring suchstuttering transitions.

The paper [7] studies unique parallel decomposition w.r.t.both strong bisimilarity and weak bisimi-
larity for the appliedπ-calculus. The appliedπ-calculus is a variant of theπ-calculus that was designed
for the verification of cryptographic protocols. Its main feature is that channels can only transmit vari-
ables and the values of the variables are set usingactive substitutions. Roughly, active substitution is an
extension of the grammar of theπ-calculus that works as a ‘memory’ that save the value of a variable.
Because the variables in a transition are observable but the‘memories’ are not, it is possible to mask
sensitive information. The proof of the result for the strong case in [7] relies on induction over thenorm
of a process and the fact that the norm of the arguments of a parallel composition is less than the norm of
the parallel composition. Unfortunately, this property isnot true because of the restriction operator (see
Section 4 for a counter example). This is the reason why we restrict ourselves to finite processes in the
strong setting. The proof of the weak case in [7] follows the proof technique attributed to Milner. The
general techniques from [15] cannot be applied directly in the setting of the appliedπ-calculus due to
the active substitutions.

In [14], the second author presented an adaptation of the general result of [15] in order to make
it suitable for establishing unique parallel decomposition in settings with a notion of unobservable be-
haviour. The ensued technique amounts to showing that the transition relation induces a so-calledweak
decomposition order satisfying a property that is calledpower cancellation. In the present paper, we
show how, instead of using the adapted technique from [14], the original technique from [15] may be
applied in settings with a notion of unobservable behaviour, considering a stutter-free fragment of the
transition relation. This method appears to be simpler thanthe method suggested by the result in [14].

The paper is organized as follows. In Section 2, we briefly recall the abstract framework introduced
in [15] to prove UPD results. In Section 3 we recall the syntaxand different semantics of theπ-calculus.
Section 4 is composed of two subsections. In Section 4.1 we introduce the notion ofdepthof a process
and we prove some properties of this notion. In Section 4.2 weuse these results and the result in Sec-
tion 2 to prove that finite processes of theπ-calculus satisfy unique parallel decomposition w.r.t. strong
bisimilarity. Section 5 follows a similar structure. In Section 5.1 we introduce the notion ofprocesses
without stuttering transitionsand we prove some properties of this kind of processes. Theseproperties
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and the result in Section 2 are used in Section 5.2 to prove that finite processes of theπ-calculus satisfy
unique parallel decomposition w.r.t. weak bisimilarity. In Section 6 we present some final remarks.

2 Decomposition orders

In this section, we briefly review the theory of unique decomposition for commutative monoids that we
shall apply in the remainder of the paper to prove UPD resultsin the context of theπ-calculus.

Definition 1. A commutative monoidis a set M with a distinguished element e and a binary operation
on M denoted by⋅ such that for all x,y,z∈M :

• x⋅ (y⋅z) = (x⋅y) ⋅z (associativity);

• x⋅y= y⋅x (commutativity);

• x⋅e= e⋅x= x (identity).

In the remainder of the paper we often suppress the symbol⋅ or use∥.
Definition 2. An element p of a commutative monoid M is calledindecomposableif p ≠ e and p= xy
implies x= e or y= e.

Definition 3. Let M be a commutative monoid. Adecompositionin M is a finite multi-set*p1, . . . , pk+ of
indecomposable elements of M such that p1 ⋅p2⋯pk is defined. The element p1 ⋅p2⋯pk in M will be called
thecomposition associatedwith the decomposition*p1, . . . , pk+, and, conversely, we say that*p1, . . . , pk+
is adecompositionof the element p1 ⋅ p2⋯pk of M. Decompositions d= *p1, . . . , pk+ and d′ = *p′1, . . . , p′l+
are equivalent in M (notation d≡ d′) if they have the same composition, i.e. p1 ⋅ p2⋯pk = p′1⋯p′l . A
decomposition d in M isuniqueif d ≡ d′ implies d= d′ for all decompositions d′ in M. We say that an
element x of M has aunique decompositionif it has a decomposition and this decomposition is unique.
If every element of M has a unique decomposition, then we say that M hasunique decomposition.

Theorem 1 below gives a sufficient condition to ensure that a commutative monoidM has unique
decomposition. It requires the existence of adecomposition orderfor M.

Definition 4. Let M be a commutative monoid; a partial order≼ on M is adecomposition orderif

1. it is well-founded, i.e., for every non-empty subsetM̂ ⊆M there is m∈ M̂ such that for all m′ ∈M,
m′ ≼m implies m′ =m. In this case, we say that m is a≼-minimal element of̂M;

2. the identity element e of M is the least element of M with respect to≼, i.e., e≼ x for all x in M;

3. ≼ is strictly compatible, i.e., for all x,y,z∈M if x ≺ y (i.e. x≼ y and x≠ y) and yz is defined, xz≺ yz;

4. it is precompositional, i.e., for all x,y,z∈M x≼ yz implies x= y′z′ for some y′ ≼ y and z′ ≼ z; and

5. it is Archimedean, i.e., for all x,y ∈M xn ≼ y for all n ∈N0 implies that x= e.

Theorem 1([15]). Every commutative monoid M with a decomposition order has unique decomposition.

3 The π-calculus

We recall the syntax of theπ-calculus and the rules to define the transition relation [20]. We assume a
set ofnamesor channelsV. We usea,b,c,x,y,z to range overV.
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xy.P
xyÐ→P

(Out)
x(z).P xyÐ→P{y/z} (Inp)

τ .P τÐ→P
(Tau) π.P αÐ→P

[x= x]π.P αÐ→P
(Mat)

P
αÐ→P′

P+Q
αÐ→P′ (Sum-L)

P
αÐ→P′

P ∣Q αÐ→P′ ∣Q bn(α)∩ fn(Q) =∅ (Par-L)

P
xyÐ→P′ Q

xyÐ→Q′
P ∣Q τÐ→P′ ∣Q′ (Comm-L)

P
x(z)ÐÐ→P′ Q

xzÐ→Q′
P ∣Q τÐ→ νz(P′ ∣Q′) z/∈ fn(Q) (Close-L)

P
αÐ→P′

νz(P) αÐ→ νz(P′) z/∈ n(α) (Res)
P

xzÐ→P′
νz(P) x(z)ÐÐ→P′

z≠ x (Open)
P

αÐ→P′
!P

αÐ→P′ ∣!P (Rep-Act)

P
xyÐ→P′ P

xyÐ→P′′
!P

τÐ→ (P′ ∣P′′) ∣!P (Rep-Comm)
P

x(z)ÐÐ→P′ P
xzÐ→P′′

!P
τÐ→ (νz(P′ ∣P′′)) ∣!P z/∈ fn(P) (Rep-Close-L)

Table 1: Transition rules for theπ-calculus

Definition 5. Theprocesses, summationsandprefixesof theπ-calculus are given respectively by

P ∶∶= M ∣ P ∣P′ ∣ νz.P ∣ !P

M ∶∶= 0 ∣ π.P ∣ M+M′
π ∶∶= xy ∣ x(z) ∣ τ ∣ [x= y]π

We denote withΠ the set of processes of theπ-calculus.

An occurrence of a namez∈ V is boundin a processP if it is in the scope of a restrictionνzor of an
input a(z). A namea ∈ V is free in a processP if there is at least one occurrence ofa that is not bound.
We writebn(P) andfn(P) to denote, respectively, the set of bound names and free names of a processP.
Theset of namesof a processP is defined byn(P) = bn(P)∪ fn(P). We employ the following convention
of theπ-calculus w.r.t. names.

Convention 1. [20, P.47] In any discussion, we assume that the bound names of any processes or actions
under consideration are chosen to be different from the names free in any other entities under consid-
eration, such as processes, actions, substitutions, and sets of names. This convention is subject to the

limitation that in considering a transition P
x(z)ÐÐ→Q, the name z that is bound inx(z) and in P may occur

free in Q. This limitation is necessary for expressing scopeextrusion.

The transition relation associated to a term is defined by therules in Table 1, where we have omitted
the symmetric version of the rules (Sum-L), (Par-L), (Comm-L) and (Close-L). We denote withA the set
of visible actionsthat can be executed by a processP ∈Π, i.e. A= {xy ∣ x,y ∈ V}∪{xy ∣ x,y ∈ V}∪{x(z) ∣
x,z∈ V}. The actionτ is theinternal action. We defineAτ = A∪{τ}. ForP,P′ ∈Π andα ∈ Aτ , we write

P
αÐ→P′ if there is a derivation ofP

αÐ→P′ with rules in Table 1.

Definition 6. Strong bisimilarityis the largest symmetric relation overΠ, notation∼, such that whenever

P∼Q, if P
αÐ→P′ then there is Q′ s.t. Q

αÐ→Q′ and P′ ∼Q′.
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The relation∼ is not compatible with input prefix: We have that

zx∣ a(y) ∼ zx.a(y)+a(y).zx ,

whereas
b(a).(zx∣ a(y)) /∼ b(a).(zx.a(y)+a(y).z),

because whenz is received over the channela, we have

(zx∣ a(y)){a/z} /∼ (zx.a(y)+a(y).z){a/z} .

Hence,∼ is not a congruence for the full syntax of theπ-calculus. It is, however, a so-callednon-input
congruence(see [20, Theorem 2.2.8]): it is compatible with all the other constructs in the syntax. In the
present paper we shall only use the fact that∼ is compatible with parallel composition, i.e., ifP1 ∼ Q1

andP2 ∼Q2, thenP1 ∣ P2 ∼Q1 ∣Q2.
We recall now the weak variant of bisimilarity. We writePÔ⇒P′ if P= P′ or if there areP0, . . . ,Pn

with n > 0 s.t. P = P0
τÐ→ . . .

τÐ→ Pn = P′. We write P
αÔ⇒ Q with α ∈ Aτ if there areP′,Q′ s.t. PÔ⇒

P′ αÐ→Q′Ô⇒Q. Notice the difference betweenPÔ⇒ P′ andP
τÔ⇒P′, in the second case, at least one

τ-transition is executed.

Definition 7. Weak bisimilarityis the largest symmetric relation overΠ, notation≈, such that whenever

P≈Q, (i) if P
αÐ→P′ with α ∈A then there is Q′ s.t. Q

αÔ⇒Q′ and P′ ≈Q′ and (ii) if P
τÐ→P′ then there is

Q′ s.t. QÔ⇒Q′ and P′ ≈Q′.
Like strong bisimilarity, it is only possible to prove that≈ is a congruence for non-input contexts (see

[20, Theorem 2.4.22]).

4 Unique decomposition with respect to strong bisimilarity

In this section, we shall use the result presented in Section2 to prove that everyfinite π-calculus process
has a unique parallel decomposition w.r.t. strong bisimilarity. In Section 4.1 we introduce the definition
of depth of a process and some of its properties. We also explain why we restrict our development to
finite processes. In Section 4.2 we present the unique decomposition result.

4.1 The depth of a process

Given a setX, we denote withX∗ the set of finite sequences overX, whereε ∈X∗ is the empty sequence.

For ω = α1α2⋯αn ∈ A∗τ with n > 0, we writeP
ωÐ→ P′ if there are processesP0,P1, . . . ,Pn s.t. P = P0

α1Ð→
P1

α2Ð→ . . .
αnÐ→Pn =P′. If ω = ε , thenP

ωÐ→P′ impliesP′ =P. If we are not interested inP′, we writeP
ωÐ→.

In addition, we writeP ↓ if for all α ∈Aτ , P
αÐ→/ .

Definition 8. Let length∶A∗τ →N0 be the function defined by

length(ω) =
⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩

0 if ω = ε ,
length(ω ′)+1 if ω = αω ′ andα ≠ τ
length(ω ′)+2 if ω = αω ′ andα = τ
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Definition 9. A process P∈Π is normedif there isω ∈A∗τ such that P
ωÐ→P′ ↓. We denote withΠn the set

of normed processes. The depth∶Πn→N0∪{∞} and the norm∶Πn→N0 of a normed process P∈Π are
defined, respectively, by

depth(P) =sup({length(ω) ∣P ωÐ→P′ and P′ ↓})
norm(P) = inf({length(ω) ∣P ωÐ→P′ and P′ ↓})

Wheresup(X) =∞ whenever X is an infinite set, andinf(∅) =∞.

We remark that we have assigned a higher weight to occurrences of the labelτ in the definition of the
length of a sequenceω ∈ A∗τ . This is to ensure that depth is additive w.r.t. parallel composition (i.e., the
depth of a parallel composition is the sum of the depths of itscomponents), as we shall prove in Lemma 6)
below. As opposed to other process calculi for which unique decomposition has been established (see,
e.g. [15]), due to scope extrusion, norm is not additive for theπ-calculus: Consider

P= P0 ∣ P1 = νz(az) ∣ a(x).!xa

P is normed becauseP
τÐ→ νz(0 ∣!za) ↓ but P1 is not because it only performs an execution of infinite

length. Then, to ensure this kind of properties, one approach could be just consider normed processes.
Unfortunately this is not enough. Consider

Q=Q0 ∣Q1 = νz(az) ∣ a(x).xa

ProcessesQ, Q0 andQ1 are normed and, moreover, they perform no infinite execution. Despite this,

we have thatnorm(Q) = 2, becauseQ
τÐ→ νz(0 ∣ za) ↓, andnorm(Q0)+norm(Q1) = 1+2= 3. Moreover,

notice that the norm of the arguments of a parallel composition is not less than the norm of the parallel
composition, i.e.norm(Q) = 2 andnorm(Q1) = 2. In particular, these examples show that item 4 in
Lemma 3 of [7] (norm is additive) is false, and, as a consequence, some proofs in [7] are flawed. The
authors of [7] proposed a solution to this problem that we discuss in the conclusion of this paper. So, to
facilitate inductive reasoning, we will considerfinite processesand depth.

Definition 10. A process P∈Π is finite if there is n∈N0 s.t. there is noω = α1α2⋯αn+1 ∈ A∗τ such that

P
ωÐ→. We denote withΠ f the set of finite processes ofΠ.

Following the last example, we have thatQ, Q0,Q1 ∈Π f anddepth(Q) = 3= depth(Q0)+depth(Q1).
To conclude this section we present a collection of results including lemmas and theorems. Most of

the lemmas are only needed to prove the theorems. The theorems and only few lemmas will be used in
the next section. Theorem 2 states that bisimilar processeshave the same depth. Theorem 3 states that
the depth of a parallel composition of two processes not bisimilar to 0 is greater than the depth of each
process. Thanks to these results, we will able to extend the notion of depth to equivalence classes and
apply inductive reasoning.

Lemma 1. For all P ∈Π f , P /∼ 0 implies depth(P) > 0.

Lemma 2. If P ∈Π f and P
αÐ→P′, α ∈Aτ , then P′ ∈Π f and depth(P) > depth(P′).

Theorem 2. If P ∼Q then P∈Π f iff Q ∈Π f ; moreover, depth(P) = depth(Q).
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Proof. Suppose thatP∼Q. Then, clearly,P
ωÐ→ iff Q

ωÐ→, and henceP ∈Π f iff Q ∈Π f .
To prove thatdepth(P) = depth(Q), first note that ifP,Q /∈Π f , thendepth(P) =∞ = depth(Q). In

the case that remains, bothdepth(P) anddepth(Q) are natural numbers; we proceed by induction over
depth(P). If depth(P) = 0 thenP ∼ 0 by Lemma 1 , soQ ∼ 0 and thereforedepth(Q) = 0. Suppose
now depth(P) = n > 0. Assume that the statement holds for processes with depth less thann. Suppose

depth(Q) =m> n then there isQ′ s.t. Q
αÐ→Q′ andm= length(α)+depth(Q′). By definition of∼, we get

P
αÐ→P′, P′ ∼Q′. By Lemma 2,depth(P′) < depth(P), thereforedepth(P′) = depth(Q′) anddepth(P) ≥

depth(P′)+ length(α) =m> n= depth(P), i.e. we get a contradiction. Similarly, for the casedepth(Q) =
m< n, we can reach a contradiction by considering a transitionP

αÐ→P′ with n= length(α)+depth(P′).
Then we can concludedepth(P) = depth(Q).
Lemma 3. Let P,P′ ∈ Π f , ω = αω ′ ∈ A∗τ be such that P

αÐ→ P′ ω ′Ð→ and depth(P) = length(ω). Then
depth(P′) = length(ω ′) and therefore depth(P) = depth(P′)+ length(α).
Lemma 4. For all P ∈Π f , depth(P) ≥ depth(νz(P)) for all z ∈ V.

Lemma 5. Let P,Q ∈Π f and ω ∈ A∗τ be such that P∣Q ωÐ→ and length(ω) = depth(P ∣Q). Then, there

are ω1,ω2 ∈ A∗τ such that P
ω1Ð→, Q

ω2Ð→ and length(ω1)+ length(ω2) = length(ω).
Proof. We proceed by complete induction onn= depth(P)+depth(Q). Suppose that the property holds
for parallel compositions of finite processes such that the sum of the depths is smaller thann > 0. Let

ω =αω ′ andRbe such thatlength(ω) = n andP ∣Q αÐ→R
ω ′Ð→. We analyse the different ways of deriving

the first transition (we omit the symmetric cases).

• Case (Par-L). ThenP
αÐ→P′ andR=P′ ∣Q. By Lemma 3 and inductiondepth(P′ ∣Q)= length(ω ′)<

n and then there areω1 andω2 s.t. P′ ω1Ð→, Q
ω2Ð→ andlength(ω1)+ length(ω2) = length(ω ′). Then

P
αω1ÐÐ→ andlength(αω1)+ length(ω2) = length(ω).

• Case (Comm-L). ThenP
xyÐ→ P′, Q

xyÐ→Q′ andR= P′ ∣Q′ andα = τ . By Lemma 3 and induction

depth(P′ ∣Q′) = length(ω ′) < length(τ)+ length(ω ′) = n and then there areω1 andω2 s.t. P′ ω1Ð→,

Q′ ω2Ð→ andlength(ω1)+ length(ω2) = length(ω ′). ThenP
xyω1ÐÐ→ andQ

xyω2ÐÐ→ andlength(xyω1)+
length(xyω2) = length(τ)+ length(ω ′) = length(ω).

• Case (Close-L). ThenP
x(z)ÐÐ→ P′,Q xzÐ→ Q′, α = τ and R = νz(P′ ∣ Q′). The side condition of

(Close-L) allows us to use the rules (Par-L) and its symmetric version, thenP ∣Q x(z)xzÐÐÐ→ P′ ∣Q′.
On one hand, by Lemma 4,depth(P′ ∣ Q′) ≥ depth(νz(P′ ∣ Q′)). On the other hand,depth(P′ ∣
Q′) ≤ depth(νz(P′ ∣ Q′)) becauseω = τω ′ is a maximal execution,length(τ) = length(xzxz),
νz(P′ ∣Q′) ω ′Ð→ and by Lemma 3. Thendepth(P′ ∣Q′) = depth(νz(P′ ∣Q′)) < n. Moreover, there

is ω ′′ such thatP′ ∣Q′ ω ′′ÐÐ→ andlength(xzxzω ′′) = depth(P ∣Q). ThenP ∣Q x(z)ÐÐ→P′ ∣Q xzω ′′ÐÐÐ→ with
length(xzω ′′) < n. From this point we can repeat the proof of the first case.

Lemma 6. For all processes P,Q ∈Π f , depth(P ∣Q) = depth(P)+depth(Q).
Proof. By Lemma 5 we can ensuredepth(P ∣ Q) ≤ depth(P)+depth(Q). On the other hand, by Con-

vention 1, we have thatP
ωÐ→ or Q

ωÐ→ implies P ∣ Q ωÐ→. This allows us to concludedepth(P ∣ Q) ≥
depth(P)+depth(Q) and thereforedepth(P ∣Q) = depth(P)+depth(Q).
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Lemma 7. For all P,Q ∈Π, P,Q ∈Π f iff P ∣Q ∈Π f .

Theorem 3. If P,Q,R∈Π f , P /∼0, Q /∼0and P∣Q∼R then depth(P)<depth(R) and depth(Q)<depth(R).
Proof. By Lemma 1,depth(P)> 0,depth(Q)> 0. By Theorem 2,depth(R)= depth(P ∣Q). By Lemma 6,
depth(R) = depth(P)+depth(Q) and we concludedepth(P) < depth(R) anddepth(Q) < depth(R).
4.2 Unique decomposition

The commutative monoid associated withΠ f modulo∼ is defined by

• P∼ = {[P]∼ ∶P ∈Π f} where[P]∼ = {P′ ∶P′ ∼P}
• e= [0]∼ ∈P∼ .

• ∥ ∶P∼×P∼→P∼ is such that[P]∼ ∥ [Q]∼ = [P ∣Q]∼
By Lemma 7 we have that the definition of∥ is sound. By Theorem 2 we have that allP′ ∈ [P]∼ have the
same depth. Then we can lift functiondepthto P∼, i.e. depth([P]∼) = depth(P).
Lemma 8. P∼ with neutral element[0]∼ and binary operation∥ is a commutative monoid. I.e.,∥ ⊆
P∼×P∼ satisfies the associativity, commutativity and identity properties.

In order to use the Theorem 1 we need to define onP∼ a decomposition order. In [15, 14], it is
shown that the transition relation directly induces a decomposition order on a commutative monoid of
processes. In the case of theπ-calculus, however, the order induced by the transition relation cannot
be directly used, as is illustrated by the following example: Define a binary relation↝ ⊆ P∼ ×P∼ by[R]∼ ↝ [S]∼ if there isR′ ∈ [R]∼ andS′ ∈ [S]∼ such thatR′ αÐ→S′. We denote the inverse of the reflexive-
transitive closure of↝ by ≼↝, i.e.,≼↝ = (↝∗)−1. The order≼↝ is not precompositional. Consider the
processesP= νz.(az.zc.ca) andQ= a(x).x(y).yb. Then

• P ∣Q= νz.(az.zc.ca) ∣ a(x).x(y).yb
τÐ→ νz.(zc.ca ∣ z(y).yb) =Rand therefore

• [P]∼ ∥ [Q]∼ = [P∥Q]∼↝ [R]∼ = [νz.(zc.ca ∣ z(y).yb)]∼.
• Note thatRexecutes only one transition, i.e.νz.(zc.ca ∣ z(y).yb) τÐ→ νz(ca ∣ cb), then it is clear that

there are no processesP′ andQ′ s.t.

[νz.(az.zc.ca)]∼↝∗ [P′]∼ [a(x).x(y).yb]∼↝∗ [Q′]∼ [P′]∼ ∥ [Q′]∼ = [νz(zc.ca ∣ z(y).yb)]∼
The particularity of this example is thescope extrusion. We need to define an order based on a

fragment of the transition relation that avoids this phenomenon. We shall define the partial order≼ over
P∼ as the reflexive-transitive closure of the relationÐ→ ⊆P∼×P∼, which is, in turn, defined as follows:

Ð→0 = {([P]∼,[Q]∼) ∶P αÐ→Q,α ∈Aτ and /∃ P0,P1 ∈Π f s.t. P0 /∼ 0,P1 /∼ 0,P0 ∣P1 ∼ P}
Ð→k+1 = {([P0 ∣P1]∼,[Q0 ∣P1]∼) ∶ [P0]∼Ð→k [Q0]∼,P1 ∈Π f}∪{([P0 ∣P1]∼,[P0 ∣Q1]∼) ∶ [P1]∼Ð→k [Q1]∼,P0 ∈Π f}
Ð→ = ∞⋃

k=0Ð→n .

The partial order≼ is defined as the inverse of the reflexive-transitive closureof Ð→ i.e.,≼ = (Ð→∗)−1.
We write[P]∼ ≺ [Q]∼ if [P]∼ ≼ [Q]∼ and[P]∼ ≠ [Q]∼. Notice that the definition ofÐ→ avoids any kind of
communications between the arguments of the parallel operator, this ensures that the scope extrusion is
also avoided.
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Lemma 9. If [P]∼Ð→ [Q]∼ then depth([Q]∼) < depth([P]∼).
Lemma 10. ≼ is a partial order.

Proof. We have to prove that≼ is reflexive, antisymmetric, and transitive.≼ is reflexive and transitive
because it is the reflexive-transitive closure ofÐ→. To prove that≼ is antisymmetric notice that[P]∼ ≺ [Q]∼
implies [Q]∼ = [Pn]∼ Ð→ . . . Ð→ [P1]∼ Ð→ [P0]∼ = [P]∼ for n > 0 and then, by Lemma 9,depth([P]∼) <
depth([Q]∼). Therefore[P]∼ ≼ [Q]∼ and[Q]∼ ≼ [P]∼ implies[P]∼ = [Q]∼.

In Lemma 12, we prove that≼ is a decomposition order. To prove this result we need to add alast
auxiliary result, Lemma 11.

Lemma 11. If P ∈Π f and depth(P) > 0 then there is Q s.t.[P]∼Ð→ [Q]∼.
Proof. We proceed by complete induction overn = depth(P). Assume that the hypothesis holds for
values less thann≥ 1. Suppose there are noP0,P1 ∈Π f such thatP∼P0 ∣P1, P0 /∼ 0 andP1 /∼ 0. Given that

n≥ 1 then there isα ∈ Aτ s.t. P
αÐ→P′. Then[P]∼Ð→0 [P′]∼ and therefore[P]∼ Ð→ [P′]∼. Finally, we can

define[Q]∼ = [P′]∼.
Suppose there areP0,P1 ∈Π f such thatP∼P0 ∣P1, P0 /∼ 0 andP1 /∼ 0, then[P]∼ = [P0 ∣P1]∼. By Theo-

rem 3depth(P0) < depth(P) and by Lemma 1depth(P0) > 0. By induction there isQ0 s.t. [P0]∼Ð→ [Q0]∼
and therefore there isk s.t. [P0]∼Ð→k [Q0]∼ By definitions ofÐ→k+1 andÐ→, [P0 ∣P1]∼Ð→k+1 [Q0 ∣ P1]∼ and[P0 ∣P1]∼Ð→ [Q0 ∣P1]∼. Therefore if we define[Q]∼ = [Q0 ∥P1]∼ the proof is complete.

Lemma 12. ≼ ⊆P∼×P∼ is a decomposition order.

Proof. 1. ≼ is well-founded. We have to prove that every non-empty subset of P∼ has a≼-minimal
element. LetX ⊆ P∼ with X ≠ ∅. Let [P]∼ be s.t.[P]∼ ∈ X anddepth([P]∼) =min{depth([Q]∼) ∣[Q]∼ ∈X}, then[P]∼ is a minimal element ofX by Lemma 9 and definition of≼.

2. [0]∼ is the least element ofP∼ w.r.t. ≼. We consider[P]∼ and proceed by induction ondepth(P). If
depth(P) = 0, thenP∼ 0 and therefore[P]∼ = [0]∼. Suppose thatdepth(P) = n> 0. By Lemma 11
there isQ s.t. [P]∼Ð→ [Q]∼. By Lemma 9,depth(Q) < depth(P). By induction and definition of≼,[0]∼ ≼ [Q]∼ ≼ [P]∼.

3. ≼ is strictly compatible. Suppose[Q]∼ ≺ [P]∼ and consider[P]∼ ∥ [S]∼. By definition of≺ there
areP0, . . . ,Pn ∈Π f , with n> 0, s.t.[P]∼ = [P0]∼Ð→ [P1]∼Ð→ . . .Ð→ [Pn]∼ = [Q]∼. By definition ofÐ→,
for eachi = 0, . . .n−1 there iski s.t. [Pi]∼Ð→ki [Qi]∼. Definek=max{ki ∶ i = 0, . . .n−1}. Then

[P]∼ ∥ [S]∼ = [P0]∼ ∥ [S]∼ = [P0 ∣S]∼Ð→k+1 . . .Ð→k+1 [Pn ∣S]∼ = [Pn]∼ ∥ [S]∼ = [Q]∼ ∥ [S]∼
By definition ofÐ→,

[P]∼ ∥ [S]∼ = [P0]∼ ∥ [S]∼ = [P0 ∣S]∼Ð→ . . .Ð→ [Pn ∣S]∼ = [Pn]∼ ∥ [S]∼ = [Q]∼ ∥ [S]∼
By Lemma 9 andn> 0, depth([P]∼ ∥ [S]∼) > depth([Q]∼ ∥ [S]∼). Then[Q]∼ ∥ [S]∼ ≺ [P]∼ ∥ [S]∼.

4. ≼ is precompositional. Suppose[P]∼ ≼ [Q]∼ ∥ [R]∼, we have to prove there are[Q′]∼ ≼ [Q]∼ and[R′]∼ ≼ [R]∼ s.t. [P]∼ = [Q′]∼ ∥ [R′]∼. If Q∼R∼ 0 thenQ′ ∼R′ ∼ 0 and the conditions are satisfied.
Suppose that only one of both processes is bisimilar to0. W.l.o.g. supposeQ /∼ 0 andR∼ 0. In this
case,[P]∼ ≼ [Q]∼ ∥ [R]∼ = [Q]∼, then if we define[Q′]∼ = [P]∼ and[R′]∼ = [0]∼, the conditions
are also satisfied. Suppose now thatQ /∼ 0 and R /∼ 0. By definition of ≼ there aren ≥ 0 and
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processesSn, . . . ,S0 s.t. [Q]∼ ∥ [R]∼ = [Q ∣R]∼ = [Sn]∼ Ð→ . . .Ð→ [S0]∼ = [P]∼. The proof proceed
by induction onn. Suppose that the hypothesis holds forn, we prove the casen+1. Given that[Sn+1]∼ = [Q ∣R]∼ = [Q]∼ ∥ [R]∼ Ð→ [Sn]∼, by definition ofÐ→, there isT s.t. either[Q]∼ Ð→ [T]∼
and[Sn]∼ = [T ∣R]∼ or, [R]∼ Ð→ [T]∼ and[Sn]∼ = [Q ∣ T]∼. (We have omitted the sub-index ofÐ→
because it does not play any role.) W.l.o.g. suppose that[Q]∼Ð→ [T]∼ and[Sn]∼ = [T ∣R]∼. Then[P]∼ ≼ [T ∣R]∼ = [T]∼ ∥ [R]∼. By induction there are[T′]∼ and[R′]∼ s.t. [T ′]∼ ≼ [T]∼, [R′]∼ ≼ [R]∼
and[P]∼ = [T′]∼ ∥ [R′]∼. Because[T]∼ ≼ [Q]∼ and≼ is a partial order, we have that[T ′]∼ ≼ [Q]∼
and we can conclude the proof.

5. ≼ is Archimedean. Suppose that[P]∼,[Q]∼ ∈ P∼ are s.t.[P]n∼ ≼ [Q]∼ for all n ∈N0. By Lemma 6,
depth(Pn) = n ⋅depth(P). Given thatdepth(Q) ∈N0 we can conclude thatdepth(P) = 0 and there-
fore [P]∼ = [0]∼.

By Theorem 1, it follows thatP∼ has unique decomposition.

Corollary 1. The commutative monoidP∼ has unique decomposition.

5 Unique parallel decomposition with respect to weak bisimilarity

To prove the result of unique parallel decomposition w.r.t.strong bisimilarity, we relied on the definition
of depth and on the properties that are satisfied when we take into account strong bisimilarity. In partic-
ular, we proved that all strongly bisimilar processes have the same depth. For the weak bisimilarity we
do not have the same property. Consider the following processes

P= xy.0 P′ = τ .xy.0 P′′ = τ .τ .xy.0

Notice thatP ≈ P′ ≈ P′′, despite this,depth(P) < depth(P′) < depth(P′′). To avoid this problem and
to adapt the ideas behind results in the previous section, wewill consider processes withoutstuttering

transitions. A transitionP
αÐ→P′ is a stuttering transition ifα = τ andP≈P′.

We could not establish UPD for normed processes in the strongsetting, because the norm of the
arguments of a parallel composition is not necessarily lessthan the norm of the parallel composition. In
the weak setting, it is known that normed processes ofΠ do not satisfy UPD w.r.t. bisimilarity. Consider

the following counter example [7]: defineP= νz(zc∣ z(x).!ab ∣ z(y)). P is normed becauseP
τÐ→ νz(0 ∣

z(x).!ab ∣ 0) ↓ but there is no a unique parallel decomposition ofP becauseP≈ P ∣P.
We study processes without stuttering transitions in Section 5.1. Using the results developed in

that section and Theorem 1, in Section 5.2 we prove that for finite processes there is a unique parallel
decomposition w.r.t. weak bisimilarity.

5.1 Processes without stuttering steps

For ω = a1a2⋯an ∈ A∗τ with n> 0, we writeP
ωÔ⇒ P′ if there are processesP0,P1, . . . ,Pn s.t. P= P0

a1Ô⇒
P1

a2Ô⇒ . . .
anÔ⇒Pn = P′. If ω = ε , thenP

ωÔ⇒P′ impliesPÔ⇒P′.
Definition 11. A process P∈ Π f is a processwithout stuttering transitionsif there are noω ∈ A∗ and

P′,P′′ ∈ Π f s.t. P
ωÔ⇒ P′ τÐ→ P′′ and P′ ≈ P′′. We denote withΠ /↻ the set of processes ofΠ f without

stuttering transitions.
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In Section 4.1 we discussed why we do not consider infinite processes, this discussion also applies
for weak bisimilarity. By definition,Π /↻ ⊆Π f . This fact and Lemma 14 ensure that we can use processes
in Π /↻ to define properties over equivalence classes of processes in Π f w.r.t. weak bisimilarity.

To prove Lemma 14 we need to introduce some notation and Lemma13. We writex(z).P to denote
νz.xz.P. We callx(z) abound-output prefix. We useλ to range over prefixes, including bound-outputs.

Lemma 13. For all P ∈Π f there are prefixesλ1, . . . ,λn and processes P1, . . . ,Pn such that P∼∑n
i=1λi .Pi.

Proof. The proof proceeds by structural induction onP. CasesP = 0, P = π.P′ are straightforward by
definition. For the caseP= P1+P2, by induction hypothesis there are processesQ1 =∑i∈I λi.Pi andQ2 =∑ j∈J λ j .Pj and bisimulationsR1 andR2 s.t. Pk Rk Qk for k= 1,2. It is easy to see that{(P,Q1+Q2)}∪R1∪R2 is a bisimulation. CaseP= P1 ∣ P2 is straightforward by induction and the Expansion Lemma for∼
in the π-calculus [20, Lemma 2.2.14]. Thanks this lemma we can statethat for all P = ∑i∈I λiPi and
Q =∑ j∈J λ jQ j there isR=∑k∈K λkRk s.t. P ∣Q∼ R. CaseP= νz.P′ proceeds by structural induction on
P′. If P′ = 0 thenνz.P′ ≈ 0=∑0

i=1λi.Pi. If P′ = π.P′′ then there are three cases to analyse: (i)z/∈ n(π) then
P∼ π.(νz.P′′), (ii) π = xzthenνz.P′ can be denoted byx(z)P′′, (iii) z∈ n(π) andπ ≠ xzthenνz.π.P′′ ∼ 0.
If P′ = P0+P1 then notice thatνz(P0+P1) ∼ νz.P0+νz.P1; by induction there are processes∑i∈I λiPi and∑ j∈J λ jPj s.t. νz.P0 ∼∑i∈I λiPi andνz.P1 ∼∑ j∈J λ jPj . From this point, the proof follows as in the case
P = P1+P2. Finally, caseP′ = P0 ∣ P1 can be reduced to the previous case using the Expansion Lemma
for ∼ ([20, Lemma 2.2.14]).

Lemma 14. For every process P∈Π f there is Q∈Π /↻ s.t. P≈Q.

Proof. The proof of the result follows by complete induction onn= depth(P). By Lemma 13 forP ∈Π f

there are prefixesλ1, . . . ,λn and processesP1, . . . ,Pn such thatP∼∑n
i=1λi.Pi. By induction and Lemma 2,

for eachi there isQi ∈Π /↻ s.t. Pi ≈Qi . Then if we define

Q=∑i∈{1,...n} andP/≈Pi
λi.Qi

we getQ s.t. Q ∈Π /↻ andP≈Q.

We cannot restrict our attention only to processes inΠ /↻ because the property of not executing
stuttering transitions is not preserved by parallel composition. Consider the processesP0 = νz(az) and
P1 = a(x).(xb+τ .cb). BothP0,P1 ∈Π /↻ but P0 ∥P1 /∈Π /↻ because

P0 ∥P1 = νz(az) ∥ a(x).(xb+τ .cb) τÐ→ νz(0∥ (zb+τ .cb)) ∼ τ .cb≈ cb

If we compare this fact with the strong setting, we can say that it is not possible to prove a lemma similar
to Lemma 7 for processes inΠ /↻.

As in Section 4.1, we conclude with a collection of theorems and lemmas. Theorems 4 and 5 are
equivalent, respectively, to Theorems 2 and 3 but w.r.t. processes inΠ /↻ and weak bisimilarity. Most of
the lemmas are needed to prove these results and only a few of them are used in the next section.

Lemma 15. If P ∈Π /↻ and P
ωÔ⇒Q for ω ∈A∗τ then Q∈Π /↻.

Proof. SupposeQ /∈Π /↻, then there areω ′ ∈ A∗ andQ′,Q′′ ∈Π f s.t. Q
ω ′Ô⇒Q′ τÐ→Q′′ with Q′ ≈Q′′. Let

ω̃ obtained fromω by removingτ ’s actions. ThenP
ω̃ω ′Ô⇒Q′ τÐ→Q′′ and thereforeP /∈Π /↻, which is a

contradiction.
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Lemma 16. If P,Q ∈Π /↻ are s.t. P≈Q and P
αÐ→P′ with α ∈Aτ , then Q

αÔ⇒Q′, i.e. Q executes at least
a transition, and P′ ≈Q′
Proof. If α ≠ τ the result is straightforward by Def. 7. Ifα = τ and there is no transitionQ0

τÐ→Q1 s.t.

QÔ⇒Q0
τÐ→Q1Ô⇒Q′ andP′ ≈Q′ thenP′ ≈Q sinceP≈Q. This implies thatP≈Q≈ P′, i.e. P

αÐ→ P′
is a stuttering transition. This contradictsP ∈Π /↻.

Theorem 4. If P,Q ∈Π /↻ and P≈Q then depth(P) = depth(Q).
Proof. We proceed by complete induction overn= depth(P). If depth(P) = 0, thenP∼ 0 and moreover

P ≈ 0. BecauseP ≈ Q andP ∼ 0, there is noα ∈ A s.t. Q
αÔ⇒. Taking into account this fact, if there

is Q′ s.t. Q
τÐ→Q′, Q′ is such thatQ′ ≈ 0. This creates a contradiction becauseQ

τÐ→Q′ is a stuttering
transition andQ ∈Π /↻. ThenQ ∼ 0 and thereforedepth(Q) = 0 = depth(P). Supposedepth(P) = n+1.

Let ω = αω ′ ∈A∗τ and P′ be s.t. length(ω) = n+ 1 andP
αÐ→ P′ ω ′Ð→. BecauseP ≈ Q and Lemma 16

there areQ0, Q1, Q′ s.t. QÔ⇒Q0
αÐ→Q1Ô⇒Q′ andP′ ≈Q′. By inductiondepth(P′) = depth(Q′) and

thereforedepth(Q) ≥ depth(P) = n+1. We prove now that when we assumedepth(Q) > n+1 we reach
a contradiction; it then follows thatdepth(Q) = n+1. Assumedepth(Q) > n+1 and letω = αω ′ ∈ A∗τ
be such thatQ

αÐ→ Q̃
ω ′Ð→ Q̃′ ↓ and length(ω) = depth(Q). BecauseP≈Q and Lemma 16 there is̃P s.t.

P
αÔ⇒ P̃, P̃≈ Q̃ anddepth(P) = n+1> depth(P̃). By the complete inductiondepth(P̃) = depth(Q̃). Then,

we reach a contradiction,n+1> depth(P̃) = depth(Q̃) ≥ n+1.

Lemma 17. If P ∈Π f and P
αÐ→P′ with α ≠ τ then P/≈ P′.

Proof. Let ω ∈ A∗ be the largest sequence s.t.P′ ωÔ⇒ P′′ ↓. Then there is noQ s.t. P′ αωÔ⇒Q. On the

other handP
αωÔ⇒, thereforeP /≈ P′.

Lemma 18. If P ∈Π /↻ is s.t. P/∼ 0 and for all P′ ∈Π f ,α ∈ Aτ , P
αÐ→P′ ↓, then there isα ′ ≠ τ s.t. P

α ′Ð→.

Proof. BecauseP /∼ 0 there isα s.t. P
αÐ→. If for all P′ ∈Π f ,α ∈ Aτ , P

αÐ→P′ ↓ andα = τ thenP≈ 0 and
therefore all transitions that can be executed byP are stuttering transitions. This contradictsP∈Π /↻.

Theorem 5. If P,Q,R ∈ Π /↻, P /≈ 0, Q /≈ 0 and P∥ Q ≈ R then depth(P) < depth(R) and depth(Q) <
depth(R).
Proof. We provedepth(P)< depth(R), the proof thatdepth(Q) < depth(R) is analogous. Note that, since

Q /≈0, there isQ′ with depth(Q′)=1 that is reachable fromQ, that is, there existsω ∈A∗ s.t.Q
ωÔ⇒Q′ and

Q′ /∼ 0 (we remark the symbol/∼) and for allQ′′ ∈Π f ,α ∈Aτ , Q′ αÐ→Q′′ ↓. Then, by Lemma 15,Q′ ∈Π /↻
and, by Lemma 18,Q′ αÐ→ with α ≠ τ . Furthermore, by Convention 1 and the symmetric version of rule

(Par-L) we have thatP∥Q
ωÔ⇒P∥Q′. By Lemma 17,P∥Q′ αÐ→P∥0 andα ≠ τ imply P∥Q′ /≈P∥0≈P.

BecauseP ∈Π /↻, wheneverS∈Π /↻ andS≈ P ∥Q′, depth(S) ≥ 1+depth(P) (⋆). Given thatR≈ P∥Q,

P∥Q
ωÔ⇒P∥Q′ implies there isR′ s.t. R

ωÔ⇒R′ andR′ ≈ P∥Q′. By Lemma 15,R′ ∈Π /↻. In addition,
by (⋆), depth(R′) ≥ 1+depth(P). Finally depth(R) ≥ depth(R′) ≥ 1+depth(P) > depth(P).
Lemma 19. If P,Q ∈Π /↻, P≈Q and P

αÔ⇒P′, with α ∈Aτ , then there is Q′ s.t. Q
αÔ⇒Q′.
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5.2 Unique parallel decomposition

The development in this section is similar to the development in Section 4.2, for this reason in some
cases we use the same notation. This will not be a problem because both developments are independent.
In order to use Theorem 1 we need to define a commutative monoidwith a decomposition order. The
commutative monoid is defined by

• P≈ = {[P]≈ ∶P ∈Π f} where[P]≈ = {P′ ∶P′ ≈P}
• e= [0]≈ ∈P≈ .

• ∥ ⊆ P≈×P≈ is s.t.[P]≈ ∥ [Q]≈ = [P ∣Q]≈
Notice that we cannot ensure that for allP′,P′′ ∈ [P]≈, depth(P′) = depth(P′′). Then, we extend the
notion of depth in the following way. Define[P] /↻≈ = [P]≈∩Π /↻. For[P]≈ ∈P≈, depth([P]≈) = depth(P′)
with P′ ∈ [P] /↻≈ . This definition is sound because of Lemma 14 and Theorem 4.

Lemma 20. P≈ with neutral element[0]≈ and binary operation∥ is a commutative monoid. I.e.,∥ ⊆
P≈×P≈ satisfies the associativity, commutativity and identity properties.

We shall define the partial order≼ overP≈ using the relationÐ→ ⊆ P≈×P≈ defined as follows:

Ð→0 = {([P]≈,[Q]≈) ∶ ∃P′ ∈ [P] /↻≈ ,Q′ ∈ [Q] /↻≈ ∶P′ αÔ⇒Q′,α ∈Aτ

and/∃ P0,P1 ∈Π /↻ s.t. P0 /≈ 0,P1 /≈ 0,P0 ∣P1 ≈ P}
Ð→k+1 = {([P0 ∣P1]≈,[Q0 ∣ P1]≈) ∶ [P0]≈Ð→k [Q0]≈,P1 ∈Π f}∪{([P0 ∣P1]≈,[P0 ∣Q1]≈) ∶ [P1]≈Ð→k [Q1]≈,P0 ∈Π f}
Ð→ = ∞⋃

k=0Ð→k

The partial order≼ is defined as the inverse of the reflexive-transitive closureof Ð→ i.e.,≼ = (Ð→∗)−1. We
write [P]≈ ≺ [Q]≈ if [P]≈ ≼ [Q]≈ and[P]≈ ≠ [Q]≈.

Notice that in this caseÐ→ takes into account processes inΠ /↻ and weak transitions that execute at
least one transition. Also notice that we are avoiding communications between the arguments of the
parallel composition in order to avoid scope extrusion.

Similarly to the strong setting, we need two lemmas, Lemmas 21 and 22, to prove that≼ is a partial
order (Lemma 23). In addition, to prove that≼ is a decomposition order, we need the Lemma 24 that is
equivalent to Lemma 11. The proofs of these results follow similarly to their respective counterpart in
the strong setting. (The complete proofs are in the appendix.)

Lemma 21. If [P]≈Ð→ [Q]≈ then for allP̃ ∈ [P]≈ there areα ∈ Aτ andQ̃ ∈ [Q]≈ s.t. P̃
αÔ⇒ Q̃.

Lemma 22. If [P]≈Ð→ [Q]≈ then depth([P]≈) > depth([Q]≈).
Lemma 23. ≼ is a partial order.

Lemma 24. If P ∈Π /↻ and depth(P) > 0 then there is Q s.t.[P]≈Ð→ [Q]≈.
We are ready to prove that≼⊆P≈×P≈ is a decomposition order. This proof does not present changes

w.r.t. proof of Lemma 12 except that for proving≼ is Archimedean, we use Theorem 5. Notice that there
is no lemma equivalent to Lemma 6 in the weak setting.

Lemma 25. ≼ ⊆P≈×P≈ is a decomposition order.

By Theorem 1, it follows thatP≈ has unique decomposition.

Corollary 2. The commutative monoidP≈ has unique decomposition.



58 Unique Parallel Decomposition for theπ-calculus

6 Final Remarks

In this paper we have proved that finite processes of theπ-calculus satisfy UPD w.r.t. both strong bisim-
ilarity and weak bisimilarity. We have obtained these results using the technique presented in [15] (see
Theorem 1) and different properties that are satisfied in each setting. For the strong setting, we had to
prove properties related to the depth of processes. For the weak setting, we had to prove properties re-
lated to processes that execute no stuttering transitions.Our results show that the abstract framework of
[15] can be used in the context of theπ-calculus, dealing with the complications that arise from scope
extrusion. In addition, the same framework can be used to deal with the weak setting if one considers
processes without stuttering transitions. In this way, we have avoided the abstract technique introduced
in [14] which is considerably more involved than the technique that we have used in this paper.

In Section 4 we showed with two examples that norm is not additive for theπ-calculus and therefore
some proofs in [7] are flawed. After pointing out this problemto Dreier et al., they proposed us an
alternative definition of norm to solve it. Call this variantnorm′. Roughly,norm′ should not consider
traces where there is a scope extrusion of processes. We think this solution may work for the applied
π-calculus, but is not suitable for the variant of theπ-calculus considered in the present paper. We
first explain what is the problem in our context, and then why this problem is not present in appliedπ.
In the first example in Section 4, we hadP = P0 ∣ P1 = νz(az) ∣ a(x).!xa. ProcessP is not normed, i.e.

norm′(P) =∞, because the only finite trace that the process executes,P
τÐ→ νz(0 ∣!za) ↓, goes through a

scope extrusion. Now, consider the process

P′ = νz(az).(0 ∣ a(x).!xa) + a(x).(νz(az) ∣!xa) + τ .(νz(0 ∣!za)) ;

it would be normed according to the alternative definition suggested above (theτ-transition fromP′ is not
the result of a scope extrusion). Now, sinceP′ is just the expansion ofP, it is clear thatP∼P′. Thus, we
find that the property of being normed is not compatible with bisimilarity. Since the appliedπ-calculus
does not include the construct for non-deterministic choice needed for the expansion, this problem is not
present there.

An open question that leaves this paper is related with UPD ofthe π-calculus w.r.t. strong full
bisimilarity[20]. Strong full bisimilarity is a stronger notion of bisimulation that is a congruence for all
constructs of theπ-calculus. We have tried to apply the abstract technique in this setting so far without
success. When we tried to repeat the result in Section 4, taking into account the universal quantification
in the definition of strong full bisimilarity, a problem arose when we wanted to prove that the order
is a decomposition order. Particularly, we were not able to prove that the order is strict compatible.
Notice that this problem is not present in theasynchronousπ-calculus[20], a well-known fragment of
theπ-calculus, because (strong) bisimilarity and (strong) full bisimilarity coincide.
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[3] L. Aceto, A. Ingólfsdóttir, B. Luttik & P. van Tilburg (2008):Finite Equational Bases for Fragments of CCS
with Restriction and Relabelling. In: IFIP 20th World Computer Congress, TC 1, Foundations of Computer
Science, pp. 317–332, doi:10.1007/978-0-387-09680-322.

[4] I. Castellani (1998):Bisimulations for Concurrency. Ph.D. thesis, University of Edinburgh. Also published
as LFCS-88-51.

[5] S. Christensen (1993):Decidability and Decomposition in Process Algebra. Ph.D. thesis, University of
Edinburgh.

[6] F. Corradini, R. Gorrieri & D. Marchignoli (1998):Towards parallelization of concurrent systems. Informa-
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Reversible Multiparty Sessions with Checkpoints∗
Mariangiola Dezani-Ciancaglini † Paola Giannini‡

Reversible interactions model different scenarios, like biochemical systems and human as well as
automatic negotiations. We abstract interactions via multiparty sessions enriched with named check-
points. Computations can either go forward or roll back to some checkpoints, where possibly differ-
ent choices may be taken. In this way communications can be undone and different conversations
may be tried. Interactions are typed with global types, which control also rollbacks. Typeability of
session participants in agreement with global types ensures session fidelity and progress of reversible
communications.

1 Introduction
Reversibility is an essential feature in the construction of reliable systems. If a system reaches an unde-
sired state, some actions may be undone and the computation may be restarted from a consistent state.
Several studies, see [6, 15, 16, 20], have investigated the theoretical foundations of reversible computa-
tions. The relevance of these papers for our work is briefly discussed at the beginning of Section 5.

Traveller Hotel Airline 

query(info)!
 

choice A 

notAvailable!
 
discard!
 

available!
 reserve!
 

choice B 
available!
 

notAvailable!
 

Figure 1: Traveller planning a trip.

Our focus is in the context of structured communications,
more precisely multiparty sessions, see [12, 13]. The choreog-
raphy of communications is described by global types, which
are projected on the participants to get their interaction pat-
terns [5, 10]. In order to fix the points of the computations we
may revert to, we add checkpoints to the syntax of global types.
In contrast to previous work, see [2, 22, 23], our checkpoints
are named and rollbacks specify the name of the checkpoints to
which we revert.

We illustrate our approach by discussing an example. Con-
sider the UML sequence diagram of Figure 1. In this example,
there are three interacting participants, named Traveller (Tr), Ho-
tel (Ht) and Airline (Al), that establish a session. Tr, planning
a trip, sends a message labelled query, to Ht and to Al with the
details of his journey (abstracted as a string info). Ht answers
to Tr with either the message notAvailable or available. If
Ht answers notAvailable, Tr sends to Al a message discard
saying to ignore the previous query. If Ht answers available,
then Tr send a message to Al asking to reserve flights for the journey, to which Al answers to Tr with
either the message notAvailable or available.

The choice made by Ht, named A, and the one made by Al, named B, are checkpointed choices. This
means that the computation could revert to one of these points of the interaction and the given participant
could make a different choice. Rolling back to a choice point involves all the participants which crossed
this choice point. Moreover, rollback may happen only when all the participants that have this choice
point in their future have crossed it. Typing ensures that not involved participants are terminated.

∗Partially supported by EU H2020-644235 Rephrase project, EU H2020-644298 HyVar project, ICT COST Actions IC1201
BETTY, IC1402 ARVI and Ateneo/CSP project RunVar.

†Dipartimento di Informatica, Università di Torino, dezani@di.unito.it
‡Computer Science Institute, DiSIT, Università del Piemonte Orientale, paola.giannini@uniupo.it
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Assume that Ht, after sending the message available to Tr, discovers that instead for the required
dates it is fully booked, and wants to roll back to the choice point A. Before rolling back, it has to make
sure that Tr has sent the reserve message to Al and Al has received the message. So that, they can all
go back to the interaction before A. Otherwise, if Tr has not sent the reserve message, and Ht goes
back to sending the message notAvailable to Tr which is not expecting a message from Ht, there
could be an unpleasant misunderstanding, which is formally represented by a “stuck” computation.

Outline Section 2 introduces our calculus, completed by the type system of Section 3. Subject
reduction, session fidelity and progress are proved in Section 4. Section 5 discusses related papers and
future work.

2 Calculus
In this section we introduce the syntax and the semantics of multiparty sessions with named checkpoints.

Syntax A multiparty session is a series of interactions between a fixed number of participants, possibly
with branching and recursion [13].

We use the following base sets: values, ranged over by v,v′, . . .; expressions, ranged over by e,e′, . . .;
expression variables, ranged over by x,y,z . . . ; labels, ranged over by `,`′, . . . ; checkpoint names, ranged
over by A,B, . . .; session participants, ranged over by p,q, . . .; process variables, ranged over by X ,Y, . . . ;
processes, ranged over by P,Q, . . . ; configurations, ranged over by C,C′, . . .; multiparty sessions, ranged
over byM,M′, . . . ; networks, ranged over by N,N′, . . . .

Our processes are obtained from the processes of [10] by adding named checkpoints before external
and internal choices.

Definition 2.1 Processes are defined by:
P ::= ∑i∈I p?`i(xi).Pi ||

⊕
i∈I p!`i(ei).Pi || NA ∑ j∈J p?` j(x j).Pj || NA

⊕
j∈J p!` j(e j).Pj || µX .P || X || 0

We say that NAP is a process checkpointed by A.
The input process ∑i∈I p?`i(xi).Pi waits for a value and a label `i with i ∈ I from participant p and the

output process
⊕

i∈I q!`i(ei).Pi sends the value of an expression ei and a label `i with i ∈ I to participant
q. Checkpointed input and output processes behave in a similar way, except that, when sending/reading
a message the checkpointed process is memorised, and can be executed again after a rollback. As usual,
in writing processes we omit trailing 0’s, and empty parameters.

Example 2.2 Consider the example of Figure 1. The processes associated with the participants Tr, Ht,
and Al are defined as follows (we abbreviate the labels of messages with their first two consonants):
PTr = Ht!qr(in).Al!qr(in).P′Tr where P′Tr = NA∑{Ht?nAv.Al!ds , Ht?av.Al!rs.NB ∑{Al?nAv , Al?av}}
PHt = Tr?qr(x).NA

⊕{Tr!nAv , Tr!av}
PAl = Tr?qr(x).P′Al where P′Al = NA ∑{Tr?ds , Tr?rs.NB

⊕{Tr!nAv , Tr!av}}

In order to allow backward reductions, the configurations of session participants contain both ac-
tive processes and sequences of checkpointed internal and external choices, denoting the processes that
should run in case of rollbacks.

Definition 2.3 Configurations, ranged over by C, are pairs R ≺ P, where P is a process, the active
process, and

R ::= ε || R ·NAP
is a (possibly empty) sequence of checkpointed processes, dubbed checkpointed sequence.
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In the sequence R ·P we call P the top process.
Multiparty sessions, ranged over by M, are parallel compositions of pairs participant/configuration

(denoted by p / C):
M ::= p / C || M |M

Networks, ranged over by N, are parallel composition of sessions:
N ::=M || N‖N

Operational Semantics The LTS of configurations is given in Figure 2. The forward rules are as
expected, only internal choices with more than one branch can silently reduce. When the active process
crosses a checkpoint, it is memorised at the top of the checkpointed sequence (rules [CKCHC] and
[CKRCV]). The backward rule can choose as the new active process an arbitrary process P in the current
checkpointed sequence: the name of the checkpoint of P decorates the transition (rule [RBP]). This is
essential in order to guarantee that the backward reduction of multiparty sessions produces well-behaved
sessions, see rule [RBM] in Figure 3.

R≺⊕
i∈I p!`i(ei).Pi

τ−→ R≺ p!`k(ek).Pk k ∈ I 6= {k} [CHC]

R≺ NA

⊕
j∈J p!` j(e j).Pj

τ−→ R ·NA

⊕
j∈J p!` j(x j).Pj ≺ p!`k(ek).Pk k ∈ J 6= {k} [CKCHC]

R≺ p!`(e).P
p!`(v)−−−→ R≺ P e ↓ v [SND]

R≺ ∑i∈I p?`i(xi).Pi
p?` j(v)−−−−→ R≺ Pj{v/x} j ∈ I [RCV]

R≺ NA ∑ j∈J p?` j(x j).Pj
p?`k(v)−−−−→ R ·NA ∑ j∈J p?` j(x j).Pj ≺ Pk{v/x} k ∈ J [CKRCV]

R ·NAP ·R′ ≺ P′ A−→ R≺ NAP [RBP]

Figure 2: Reduction rules of configurations.

The operational semantics of sessions and network is shown in Figure 3, where α ranges over
τ,p!`(v),p?`(v),A. This semantics relies on a structural equivalence ≡ for which the parallel opera-
tors | and ‖ are commutative and associative and have p / ε ≺ 0 as neutral element.

The only interesting rule is rule [RBM]. In this rule we use the mapping A , that associates to
a configuration the set of the checkpoint names of processes belonging to its checkpointed sequence.
Formally:

A (R≺ 0) = A (R) A (ε) = /0 A (R ·NAP) = A (R)∪{A}
This mapping is defined only for configurations having 0 as their active process. This is enough since
the typing rules ensure that the processes which did not traverse some checkpoints are terminated. A
multiparty session can roll back to processes at the checkpoint named A only if all the sets A of the
configurations which remain unchanged are defined (i.e. 0 is the active process of these configurations)
and they do not contain A.

In networks the different sessions reduce independently. For this reason the same participant can
interact in different sessions belonging to the same network. We use τ−−→∗ to denote the transitive and
reflexive closure of the τ−−→ relation.
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C
α−→ C′

[PC]
p / C

α−→ p / C′

M
τ−−→M′

[PRM]
M |M′′ τ−−→M′ |M′′

M1 ≡M′1 M
′
1

τ−−→M′2 M
′
2 ≡M2

[EQM]
M1

τ−−→M2

p / Cp
q!`(v)−−−→ p / C′p q / Cq

p?`(v)−−−→ q / C′q
[COM]

p / Cp | q / Cq
τ−−→ p / C′p | q / C′q

pi / Cpi
A−→ pi / C

′
pi
∀i ∈ I A 6∈A (Cq j) ∀ j ∈ J

[RBM]
Πi∈Ipi / Cpi | Π j∈Jq j / Cq j

τ−−→Πi∈Ipi / C
′
pi
| Π j∈Jq j / Cq j

N
τ−−→N′

[PRN]
N‖N′′ τ−−→N′‖N′′

N1 ≡N′1 N
′
1

τ−−→N′2 N
′
2 ≡N2

[EQN]
N1

τ−−→N2

Figure 3: Reduction rules of sessions and networks.

Example 2.4 Consider the processes of Example 2.2. We first give some reductions possible for the
configurations of the three participants starting from empty checkpointed sequences.

ε ≺ PTr
Ht!qr(in)−−−−−→ ε ≺ Al!qr(in).P′Tr = C1 [SND] (1)
Al!qr(in)−−−−−→ ε ≺ P′Tr = C2 [SND] (2)
Ht?av−−−→ P′Tr ≺ Al!rs.(NB ∑{Al?nAv , Al?av}) = C3 [CKRCV] (3)
Al!rs−−−→ P′Tr ≺ NB ∑{Al?nAv , Al?av}= C4 [SND] (4)
Al?nAv−−−−→ P′Tr · (NB ∑{Al?nAv , Al?av})≺ 0 = C5 [CKRCV] (5)

ε ≺ PHt
Tr?qr(in)−−−−−→ ε ≺ NA

⊕{Tr!nAv,Tr!av}= C6 [RCV] (6)
τ−→ NA

⊕{Tr!nAv,Tr!av} ≺ Tr!av= C7 [CKCHC] (7)
Tr!av−−−→ NA

⊕{Tr!nAv,Tr!av} ≺ 0 = C8 [SND] (8)

ε ≺ PAl
Tr?qr(in)−−−−−→ ε ≺ P′Al = C9 [RCV] (9)
Tr?rs−−−→ P′Al ≺ NB

⊕{Tr!nAv,Tr!av}= C10 [CKRCV] (10)
τ−→ P′Al ·NB

⊕{Tr!nAv,Tr!av} ≺ Tr!av= C11 [CKCHC] (11)
Tr!av−−−→ P′Al ·NB

⊕{Tr!nAv,Tr!av} ≺ 0 = C12 [SND] (12)
Starting from the initial session M = Tr / ε ≺ PTr || Ht / ε ≺ PHt || Al / ε ≺ PAl, in which all par-
ticipants have their associated processes as active processes and empty checkpointed sequences, we can
have the reductions shown in Figure 4.

M
τ−→ Tr / C1 || Ht / C6 || Al / ε ≺ PAl using (1) and (6) and rules [PC], [COM], and [PRM]
τ−→ Tr / C2 || Ht / C6 || Al / C9 using (2) and (9) and rules [PC], [COM], and [PRM]
τ−→ Tr / C2 || Ht / C7 || Al / C9 using (7) and rules [PC], and [PRM]
τ−→ Tr / C3 || Ht / C8 || Al / C9 using (3) and (8) and rules [PC], [COM], and [PRM]
τ−→ Tr / C4 || Ht / C8 || Al / C10 using (4) and (10) and rules [PC], [COM], and [PRM]
τ−→ Tr / C4 || Ht / C8 || Al / C11 using (11) and rules [PC], and [PRM]
τ−→ Tr / C5 || Ht / C8 || Al / C12 using (5) and (12) and rules [PC], [COM], and [PRM]

Figure 4: Example of multiparty session reductions.
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From the final session we can do a rollback to B as follows:
C5

B−→ C4 [RBP]
[PART]

Tr / C5
B−→ Tr / C4

C12
B−→ C10 [RBP]

[PART]
Al / C12

B−→ Al / C10 B 6∈A (C8)
[RBM]

Tr / C5 || Ht / C8 || Al / C12
τ−→ Tr / C4 || Ht / C8 || Al / C10

In a similar way, we can do a rollback to A from the session Tr / C5 || Ht / C8 || Al / C12 producing
Tr / C2 || Ht / C6 || Al / C9.

3 Type System
Types Sorts are ranged over by S and defined by: S ::= Int || Bool || . . .

Single-threaded global types describe the whole conversation scenarios of multiparty sessions, when
they reduce forward. The communications can be either without or with named checkpoints.

Global types instead take into account both forward and backward reductions of multiparty sessions.
They have therefore a structure which mimics the structure of configurations.

Definition 3.1 1. Single-threaded global types are defined by:
G ::= p→ q : {`i(Si).Gi}i∈I || NAp→ q : {` j(S j).G j} j∈J || µt.G || t || end

2. Global types are pairs ϒ ≺ G, where ϒ is a (possibly empty) sequence of single-threaded global
types with checkpoints having distinct names:

ϒ ::= ε || ϒ ·NAG

We say that G is the active type of ϒ ≺ G. The condition in point (2) of previous definition ensures
that, if ϒ≺ G is a global type, and ϒ = ϒ′ ·NAG

′ ·ϒ′′, then no single-threaded global type in ϒ′, ϒ′′ can be
checkpointed by A.

Session types correspond to projections of single-threaded global types onto the individual partici-
pants. Therefore, they can be decorated by named checkpoints. Inspired by [19], we use intersection
and union types instead of standard branching and selection, see [13], to take advantage of the subtyping
induced by subset inclusion. The grammar of session types, ranged over by T, is then

T ::=
∧

i∈I p?`i(Si).Ti ||
∨

i∈I p!`i(Si).Ti || NA

∧
j∈J p?` j(S j).T j || NA

∨
j∈J p!` j(S j).T j || µt.T || t || end

In both global and session types we require that:

• I,J are not empty sets and J is not a singleton;
• `h 6= `k if h,k ∈ I or h,k ∈ J;
• the name A does not occur in a type checkpointed by A;
• recursion is guarded.

We constrain J to contain at least two elements since it makes sense to reverse only when an alternative
branch could be taken.

Recursive types with the same regular tree are considered equal [21, Chapter 20, Section 2]. In
writing types we omit unnecessary brackets, intersections, unions, and end.

We extend the original definition of projection of single-threaded global types onto participants
of [13] in the line of [10]. This generalisation allows session participants to behave differently in al-
ternative branches of the same global type, after they have received a message identifying the branch.
We define the partial operator

∧∧
from sets of session types - all uncheckpointed or checkpointed by

the same name - to (possibly checkpointed) intersection types. The operator is defined when the set of
session types contains only intersection of types with same sender and different labels. Otherwise, it is
undefined. More precisely:
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∧∧
({Ti}i∈I) =





∧
i∈I Ti if there is p such that Ti =

∧
h∈Hi

p?`(i)h (S(i)h ).T
(i)
h for all i ∈ I,

and `
(i)
h 6= `

( j)
k for all h ∈ Hi,k ∈ H j and i, j ∈ I, i 6= j

NA

∧∧
({T′i}i∈I) if Ti = NAT

′
i for all i ∈ I

undefined otherwise.
Notice that in defining

∧∧
we could allow identical types in Ti and T j by the idempotence of intersection.

We prefer the current choice for its simplicity.
Figure 5 gives the projection of single-threaded global types onto participants. Notice that, the pro-

jection of a checkpointed type onto a participant not involved in the initial communication is defined only
when it receives uncheckpointed messages in all the branches. For this reason, and since

∧∧
is a partial

operator, projections onto some participants may be undefined. A single-threaded global type G is well
formed if all the projections of G onto all participants are defined. In the following we assume that all
single-threaded global types are well formed.

(p→ q : {`i(Si).Gi}i∈I)� r =





∨
i∈I q!`i(Si).Gi � r if r = p

∧
i∈I p?`i(Si).Gi � r if r = q

end if r 6= p and r 6= q and Gi � r = end for all i ∈ I
∧∧

({Gi � r | i ∈ I}) if r 6= p and r 6= q

(NAp→ q : {` j(S j).G j} j∈J)� r =





NA

∨
j∈J q!` j(S j).G j � r if r = p

NA

∧
j∈J p?` j(S j).G j � r if r = q

end if r 6= p and r 6= q and G j � r = end for all j ∈ J

NA

∧∧
({G j � r | j ∈ J}) if r 6= p and r 6= q

and
∧∧

({G j � r | j ∈ J}) is not checkpointed

(µt.G)�p =

{
µt.G�p if p ∈ G,

end otherwise.
t�p = t end�p = end

Figure 5: Projection of single-threaded global types onto participants.

Example 3.2 Assuming that Str is the sort of strings, the global type for the interaction of Figure 1 is G
defined as follows:

G= Tr→ Ht : qr(Str).Tr→ Al : qr(Str).G1 where
G1 = NAHt→ Tr : {nAv.Tr→ Al : ds , av.Tr→ Al : rs.G2} and G2 = NBAl→ Tr : {nAv , av}

G is well formed since the projections onto its participants are:
G�Tr = Ht!qr(Str).Al!qr(Str).NA

∧{Ht?nAv.Al!ds , Ht?av.Al!rs.NB

∧{Al?nAv , Al?av}}
G�Ht = Tr?qr(Str).NA

∨{Tr!nAv , Tr!av}
G�Al = Tr?qr(Str).NA

∧{Tr?ds , Tr?rs.NB

∨{Tr!nAv , Tr!av}}
In order to type checkpointed sequences and configurations we need (possibly empty) sequences of

checkpointed session types, ranged over by ρ:
ρ ::= ε || ρ ·NAT

and pairs ρ ≺ T, dubbed configuration types.
The typing is made more flexible by a subtyping relation on session types exploiting the standard

inclusions for intersection and union. A checkpointed type can be a subtype only of a type checkpointed
by the same name. Figure 6 gives the subtyping rules: the double line in rules indicates that the rules are
interpreted coinductively [21, Chapter 21]. Subtyping can be easily decided, see for example [11].
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[SUB-END]
end6 end

[SUB-CK]
T6 T′

NAT6 NAT
′

=========

[SUB-IN]
∀i ∈ I : Ti 6 T′i

∧

i∈I∪J

p?`i(Si).Ti 6
∧

i∈I

p?`i(Si).T
′
i

=============================

[SUB-OUT]
∀i ∈ I : Ti 6 T′i

∨

i∈I

p!`i(Si).Ti 6
∨

i∈I∪J

p!`i(Si).T
′
i

============================

Figure 6: Subtyping rules.

Typing Rules We distinguish six kinds of typing judgements
Γ ` e : S Γ ` P : T ` R : ρ ` C : ρ ≺ T `M : ϒ≺ G `N X

where Γ is the environment Γ ::= /0 || Γ,x : S || Γ,X : T that associates expression variables with sorts and
process variables with session types.

Figure 7 gives the typing rules for processes. Processes typing exploits the correspondence between
external choices and intersections, internal choices and unions. A checkpointed process has a type check-
pointed by the same name.

Γ,x : S ` Pi : Ti
[T-IN]

Γ `∑
i∈I

p?`i(ei).Pi :
∧

i∈I

p?`i(Si).Ti

Γ ` ei : Si Γ ` Pi : Ti
[T-OUT]

Γ `
⊕

i∈I

p!`i(ei).Pi :
∨

i∈I

p!`i(Si).Ti

Γ ` P : T
[T-CK]

Γ ` NAP : NAT
Γ ` 0 : end [T-0]

Γ,X : T ` P : T
[T-REC]

Γ ` µX .P : T
Γ,X : T ` X : T [T-VAR]

Figure 7: Typing rules for processes.

Figure 8 gives the remaining typing rules. Sequences of checkpointed processes are typed by se-
quences of checkpointed types (rule [T-SP]). Configurations are typed by configuration types (rule [T-
C]).

The most interesting rule is rule [T-M] for typing multiparty sessions. The set pt(G) of participants

` R : ρ ` P : T
[T-SP]

` R ·P : ρ ·T
` R : ρ ` P : T

[T-C]
` p / R≺ P : ρ ≺ T

` pi / Ci : ρi ≺ Ti ρi ≺ Ti npi ϒ≺ G i ∈ I |ϒ|= max{|ρi| | i ∈ I} pt(ϒ)∪pt(G)⊆ {pi | i ∈ I}
[T-M]

`Πi∈Ipi / Ci : ϒ≺ G

`M : ϒ≺ G
[T-X]

`M X

`N X `N′ X
[T-N]

`N‖N′ X
Figure 8: Typing rules for checkpointed sequences, multiparty sessions and networks.
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of a single-threaded global type is defined by

pt(p→ q : {`i(Si).Gi}i∈I) = {p,q}∪pt(Gi) (i∈ I)1 pt(NAG) = pt(µt.G) = pt(G) pt(end) = pt(t) = /0

The definition is extended to sequences of checkpointed single-threaded global types by
pt(ε) = /0 pt(ϒ ·NAG) = pt(ϒ)∪pt(G)

The condition pt(ϒ)∪ pt(G) ⊆ {pi | i ∈ I} ensures the presence of all session participants and allows
the typing of sessions containing p / ε ≺ 0 (also if p 6∈ pt(ϒ)∪ pt(G)), a property needed to guarantee
invariance of types under structural equivalence. Rule [T-M] requires that the types of the active pro-
cesses are subtypes of the projections of a unique global type. This condition must hold also after a
rollback, in which all the processes checkpointed by A, in the respective checkpointed sequences, be-
come the active processes (reduction rule [RBM]). For this reason we type a multiparty session by a
global type such that the sequence of single-threaded global types has length equal to the maximum of
the lengths of the sequences of session types in the types of configurations. This is expressed by the
condition |ϒ|= max{|ρi| | i ∈ I} in the premise of rule [T-M], where |ϒ| is the length of the sequence ϒ
and |ρ| is the length of the sequence ρ . This requirement is clearly not enough. Further constraints are
prescribed by the agreement between global types and configuration types of session participants. This
agreement is made more flexible by the use of subtyping.

Definition 3.3 Let ρ = T1 · . . . ·Tn and ϒ = G1 · . . . ·Gm. The configuration type ρ ≺ T p-agrees with the
global type ϒ≺ G (notation ρ ≺ Tnp ϒ≺ G) if all the following conditions hold:

1. Ti ≤ Gi �p for 1≤ i≤ n;
2. if T= end, then n≤ m and Gi �p = G�p = end for n+1≤ i≤ m;
3. if T is a union type, then n = m and T≤ G�p ;
4. if T is an intersection type, then either n = m and T ≤ G �p or n = m− 1 and T ≤ Gm �p and

T= NAT
′ and T′ ≤ G�p .

Condition 1, typing rule [T-CK], and the fact that the checkpoints in ϒ have distinct names (see Defini-
tion 3.1), ensure that, after a rollback, the processes becoming active are in the same position inside the
checkpointed sequences. Moreover, these processes have types which are subtypes of the projections of
the same single-threaded global type. Condition 2 deals with the case in which the active process of p is
0. Once the active process of a participant is 0, no more process are added to its checkpointed sequence,
so, in case of a rollback to a checkpoint crossed afterwards, by some other participants, its active process
would remain 0. Therefore the projection of the global type should be end. Conditions 3 and 4 deal with
the case in which the type of the active process of p is a union or an intersection. If n = m, then these
conditions require that its type is subtype of the projection of the global type G, i.e., T ≤ G �p . If the
active process of p is typed by an intersection, then it must be an external choice of input processes (rule
[T-IN]). In this case the global type G could capture the situation in which a participant q has internally
chosen one branch, memorised in the checkpointed sequence its active process, and the active process
of q has became an uncheckpointed output (reduction rule [CKCHC]). This means that, the length of
the checkpointed sequence of q must be m, while the length of the checkpointed sequence of p must be
m− 1. To deal with this situation, since an uncheckpointed and a checkpointed type cannot be projec-
tions of the same global type, in condition 4, we require that T ≤ Gm �p and T = NAT

′ and T′ ≤ G �p .
Notice that, G must be uncheckpointed and Gm must be checkpointed by A. This condition is illustrated
in Example 3.4.

Rule [T-M] requires that all types of the configurations which built the multiparty session agree with
the global type of the session itself, conditions ` pi / Ci : ρi ≺ Ti and ρi ≺ Ti npi ϒ≺ G for i ∈ I.

A network is well typed if and only if all its multiparty sessions are well typed.

1The projectability of G ensures Gi = G j for all i, j ∈ I.
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Example 3.4 To show the typings for the networks produced by the reduction of Example 2.4 consider
the global type G of Example 3.2. We can derive

1. ` Tr / ε ≺ PTr || Ht / ε ≺ PHt || Al / ε ≺ PAl : ε ≺ G
2. ` Tr / C1 || Ht / C6 || Al / ε ≺ PAl : ε ≺ Tr→ Al : qr(in).G1
3. ` Tr / C2 || Ht / C6 || Al / C9 : ε ≺ G1
4. ` Tr / C2 || Ht / C7 || Al / C9 : G1 ≺ Ht→ Tr : av.Tr→ Al : rs.G2
5. ` Tr / C3 || Ht / C8 || Al / C9 : G1 ≺ Tr→ Al : rs.G2
6. ` Tr / C4 || Ht / C8 || Al / C10 : G1 ≺ G2
7. ` Tr / C4 || Ht / C8 || Al / C11 : G1 ·G2 ≺ Al→ Tr : av
8. ` Tr / C5 || Ht / C8 || Al / C12 : G1 ·G2 ≺ end

In typing 6, the active type G2 (see Example 3.2) is checkpointed by B and the type of Tr is G2 �Tr , see
the definition of C4 in Example 2.4. In typing 7, the active type is Al→ Tr : av. The type of Tr remain
the same and without the checkpoint B is a subtype of (Al→ Tr : av)�Tr . In these two typings the type
of Tr agrees with the first and the second case of condition 4 in Definition 3.3, respectively.

4 Main Properties
In this section we present the technical results of the paper. First we prove subject reduction for mul-
tiparty sessions (Theorem 4.3). This implies that well-typed networks respect the choreographies de-
scribed by global types (Theorem 4.4). This property is usually called session fidelity, see [9]. The
progress theorem (Theorem 4.5) establishes reachability of all communications and backward reduc-
tions.

As standard we start with an inversion lemma for processes, checkpointed sequences, configurations,
multiparty sessions and networks.

Lemma 4.1 [Inversion]
1. Let Γ ` P : T.

(a) If P = ∑i∈I p?`i(xi).Pi, then T=
∧

i∈I p?`i(Si).Ti, and Γ,x:Si ` Pi : Ti for i ∈ I.
(b) If P =

⊕
i∈I p!`i(ei).Pi, then T=

∨
i∈I p!`i(Si).Ti, Γ ` ei : Si, and Γ ` Pi : Ti for i ∈ I.

(c) If P = NA∑ j∈J p?` j(x j).Pj, then T= NA

∧
j∈J p?` j(S j).T j, and Γ,x:S j ` Pj : T j for j ∈ J.

(d) If P = NA

⊕
j∈J p!` j(e j).Pj, then T= NA

∨
j∈J p!` j(S j).T j, Γ ` e j : S j, and Γ ` Pj : T j for j ∈ J.

(e) If P = µX .Q, then Γ,X :T ` Q : T.
(f) If P = X, then Γ = Γ′,X :T.
(g) If P = 0, then T= end.

2. If ` R ·P : ρ , then ρ = ρ ′ ·T and ` R : ρ ′ and ` P : T.
3. If ` p / R≺ P : ρ ≺ T, then ` R : ρ and ` P : T.
4. If `Πi∈Ipi / Ci : ϒ≺ G, then ` pi / Ci : ρi ≺ Ti and ρi ≺ Ti npi ϒ≺ G for i ∈ I and
|ϒ|= max{|ρi| | i ∈ I} and pt(ϒ)∪pt(G)⊆ {pi | i ∈ I}.

5. If `NX, then either `N : ϒ≺ G or N=N′ | N′′ and `N′ X and `N′′ X.

Proof Easy from the definition of the typing relation.

The inversion lemma gives some important properties.
Points (1a), (1b), (1c),(1d) and (1g) ensure that the processes are checkpointed iff their types are

checkpointed with the same name. Moreover, input processes have intersection types, output processes
have union types and the process 0 has type end.

Point (2) says that the length of checkpointed sequences is equal to the length of the sequences of
their checkpointed session types.

Point (4) and Definition 3.3 imply that in a well-typed multiparty session:
• exactly one of the active processes is an output process;
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• at least one of the active processes is an input process.

More precisely, if G = NAp→ q : {` j(S j).G j} j∈J , then the active processes of participants p and q must
have types which are subtypes of G � p and G � q , respectively. E.g., this is the case of typing 3 of
Example 3.4, where the active processes of Ht and Tr have types equal to the projections the active
global type onto the respective participant. (Similarly for typing 6.) If G = p→ q : {`i(Si).Gi}i∈I , then
the active process of participant p must have a type which is a subtype of G �p , as before. Instead, the
active process of participant q can have either a type which is a subtype of G�q , or a checkpointed type
NAT such that T 6 G�q . E.g., this is the case of typing 7 in Example 3.4, where the active processes of
Al has an uncheckpointed output type (a union of a single type), whereas the active process of Tr has
an intersection type checkpointed by B. If G is checkpointed by A, then an active process different from
0 is checkpointed by A and the checkpointed sequence has length |ϒ|. Instead, if G is uncheckpointed,
then the output process is uncheckpointed and its checkpointed sequence has length |ϒ|, while an input
process can be:
• either uncheckpointed: in this case its checkpointed sequence has length |ϒ|,
• or checkpointed: in this case its checkpointed sequence has length |ϒ|−1.

E.g., for the case of typing 3 of Example 3.4, the length of the checkpointed sequences of all participants
is 0, and all participants have checkpointed active processes, whereas for typing 7, the length of the
checkpointed sequence of Al is 2, whereas the ones of the other participants is 1. Moreover, the active
process of Tr is checkpointed and the one of Ht is 0. These properties follow from conditions 3 and 4
of Definition 3.3. Condition 4 of Definition 3.3 implies also that, if G is uncheckpointed and the type of
an active input process is checkpointed, then the name of its checkpoint is the name of the checkpoint
of the global type on the top of ϒ. Lastly, condition 1 of Definition 3.3 ensures that all the processes in
the checkpointed sequences are checkpointed by the same names as the global types in ϒ, in the exact
order. The only difference can be the length of the sequences, which must satisfy the other conditions of
Definition 3.3.

Global types are not preserved under multiparty session reductions: this is expected, as they evolve
according to the silent actions, the communications and the rollbacks performed by the session partic-
ipants. This evolution is formalised by the reduction of global types, which is the smallest pre-order
relation closed under the rules of Figure 9. Rule [G-CKCHC] corresponds to the reduction of the output
process of participant p by rule [CKCHC] of Figure 2. Notably, the process is checkpointed with name A.
Rule [G-COM] corresponds to the communication performed by rule [COM] of Figure 3. I.e., the output
process of participant p sends a message labelled `k (rule [SND] of Figure 2) and the input process of par-
ticipant q receives this message (rule [RCV] or [CKRCV] of Figure 2). Notice that, when rule [CKRCV]
is used, the checkpointed input process is added to the checkpointed sequence of participant q. Lastly,
rule [G-RB] is used when the multiparty session rolls back by means of rule [RBM] of Figure 3. Let A
be the name of the checkpoint of G, the participants must either reduce by rule [RBP] of Figure 2 with
a transition labelled A or remain unchanged. In the unchanged configurations the processes belonging to
the checkpointed sequences are not checkpointed by A and the active processes are 0. We use =⇒∗ to
denote the transitive and reflexive closure of the =⇒ relation.

A standard substitution lemma is handy.

Lemma 4.2 If Γ,x : S ` P : T and Γ ` e : S and e ↓ v, then Γ ` P{v/x} : T.

We can show subject reduction for well-typed multiparty sessions, which implies subject reduction
for well-typed networks.

Theorem 4.3 (SR) If `M : ϒ≺ G andM τ−−→∗M′, then `M′ : ϒ′ ≺ G′ and ϒ≺ G=⇒∗ ϒ′ ≺ G′.
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ϒ≺ NAp→ q : {` j(S j).G j} j∈J =⇒ ϒ · (NAp→ q : { ` j(S j).G j } j∈J)≺ p→ q : { ` j(S j).G j } j∈J [G-CKCHC]

ϒ≺ p→ q : {`i(Si).Gi}i∈I =⇒ ϒ≺ Gk k ∈ I [G-COM]

ϒ ·G ·ϒ′ ≺ G′ =⇒ ϒ≺ G [G-RB]

Figure 9: Reduction rules of global types.

Proof By induction on multiparty session reductions. It is easy to verify that typing is invariant under
structural equivalence of multiparty sessions, so we will omit the application of rule [EQM].
IfM τ−−→M′, then there are three cases:

1. M= p / C |M′′ andM′ = p / C′ |M′′ and p / C
τ−→ p / C′, i.e., rule [PRM] has been applied,

2. M= p / Cp | q / Cq |M′′ andM′ = p / C′p | q / C′q |M′′ and p / Cp
q!`(v)−−−→ p / C′p and

q / Cq
p?`(v)−−−→ q / C′q, i.e., rule [PRM], with rule [COM] on the premise, has been applied,

3. M= Πi∈Ipi / Cpi | Π j∈Jp j / Cp j andM′ = Πi∈Ipi /C
′
pi
| Π j∈Jp j /Cp j and pi /Cpi

A−→ pi /C
′
pi

for
all i ∈ I and A 6∈A (Cp j) for all j ∈ J, i.e., rule [RBM] has been applied.

Case (1). From p / C
τ−→ p / C′ we get C τ−→ C′. Let C= R≺ P and C′ = R′ ≺ P′. Therefore

(a) either C τ−→ C′ with rule [CHC], which implies P =
⊕

i∈I q!`i(ei).Pi and R′ = R and P′ = q!`k(ek).Pk
for k ∈ I 6= {k},

(b) or C τ−→ C′ with rule [CKCHC], which implies P = NA

⊕
j∈J q!` j(e j).Pj and R′ = R · P and P′ =

q!`k(ek).Pk for k ∈ J 6= {k}.
By Lemma 4.1(4) ` p / C : ρ ≺ T and ρ ≺ Tnp ϒ ≺ G. Then ` R : ρ and ` P : T by Lemma 4.1(3).
Lemma 4.1(1b) and (1d) imply that T is a union type, then we get |ρ|= |ϒ| and T6 G�p by condition 3
of Definition 3.3.
Case (1a). Lemma 4.1(1b) applied to ` P : T gives T=

∨
i∈I q!`i(Si).Ti and ` ei : Si and ` Pi : Ti for i∈ I.

Then T 6 G �p implies G = p→ q : { `i(Si).Gi }i∈I∪L. We choose ϒ′ = ϒ and G′ = G. In fact, we can
derive ` P′ : q!`k(Sk).Tk and q!`k(Sk).Tk 6 G�p . Therefore, we derive `M′ : ϒ′ ≺ G′ by rule [T-M].
Case (1b). Lemma 4.1(1d) applied to ` P : T gives T = NA

∨
j∈J q!` j(S j).T j and ` e j : S j and ` Pj : T j

for j ∈ J. Then T 6 G � p implies G = NAp→ q : { ` j(S j).G j } j∈J∪L. We can choose ϒ′ = ϒ ·G and
G′ = p→ q : { ` j(S j).G j } j∈J∪L. In fact ϒ ≺ G =⇒ ϒ ·G ≺ G′ by rule [G-CKCHC] and we can derive
` P′ : q!`k(Sk).Tk and q!`k(Sk).Tk 6 G′ �p .
If r 6= p and r / Rr ≺ Pr occurs inM, then by Lemma 4.1(4) ` r / Rr ≺ Pr : ρr ≺ Tr and ρr ≺ Trnr ϒ≺ G.
Lemma 4.1(3) gives `Rr : ρr and `Pr :Tr. If Pr = 0, then Tr =G�r =G′�r = end and ρr ≺ Trnr ϒ′ ≺ G′,
since condition 2 of Definition 3.3 is satisfied. If Pr is an input process, then Tr is an intersection type and
|ρr|= |ϒ| and Tr 6 G� r by the first alternative in condition 4 of Definition 3.3. We have |ρr|= |ϒ′|−1
since |ρr| = |ϒ|. From Tr 6 G � r we get Tr = NAT

′
r and T′r 6 G′ � r . Then ρr ≺ Trnr ϒ′ ≺ G′ since the

second alternative of condition 4 in Definition 3.3 is satisfied. We can then derive `M′ : ϒ′ ≺ G′ by rule
[T-M].

Case (2). From p /Cp
q!`(v)−−−→ p /C′p and q /Cq

p?`(v)−−−→ q /C′q we get that Cp
q!`(v)−−−→C′p and Cq

p?`(v)−−−→C′q.
Let Cp = Rp ≺ Pp and C′p = R′p ≺ P′p and Cq = Rq ≺ Pq and C′q = R′q ≺ P′q. Then Cp reduces with rule
[SND], which implies Pp = q!`(e).P and e ↓ v and R′p = Rp and P′p = P. The reduction of Cq can be done

(a) either with rule [RCV], which implies Pq = ∑i∈I p?`i(xi).Pi with `k = ` and R′q = Rq and P′q =
Pk{v/x},
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(b) or with rule [CKRCV], which implies Pq = NA∑ j∈J p?` j(x j).Pj with `k = ` and R′q = Rq ·Pq and
P′q = Pk{v/x}.

By Lemma 4.1(4) ` p /Cp : ρp≺Tp and ρp≺Tpnpϒ≺G and ` q /Cq : ρq≺Tp and ρq≺Tqnqϒ≺G.
Then ` Rp : ρp and ` Pp : Tp and ` Rq : ρq and ` Pq : Tq by Lemma 4.1(3). Lemma 4.1(1b) applied to
` Pp : Tp gives Tp = q!`(S).T and ` e : S and ` P : T. We have |ρp|= |ϒ| and Tp 6 G�p by condition 3
of Definition 3.3. This implies G = p→ q : {`h(Sh).Gh}h∈H with `k = `, S = Sk and T 6 Gk � p . We
derive ` p / C′p : ρp ≺ T.
We can choose ϒ′ = ϒ and G′ = Gk since ϒ ≺ G =⇒ ϒ ≺ Gk by rule [G-COM] and we will show
that ` M′ : ϒ′ ≺ G′ is derivable by checking the agreement conditions of Definition 3.3 for all pairs
participant/configuration ofM′. From ρp ≺ Tpnp ϒ≺ G and T6 Gk �p we get ρp ≺ Tnp ϒ′ ≺ G′.
Case (2a). Lemma 4.1(1a) applied to ` Pq : Tq gives Tq =

∧
i∈I q?`i(Si).Ti and xi : Si ` Pi : Ti for i ∈ I.

We get |ρp|= |ϒ| and Tq 6 G�q by condition 4 of Definition 3.3. This implies H ⊆ I and in particular
k ∈ I. The Substitution Lemma implies ` P′q : Tk. We derive ` q /C′q : ρq ≺Tk. From ρq ≺Tqnq ϒ≺ G
and Tk 6 Gk �q we get ρq ≺ Tk nq ϒ′ ≺ G′.
Case (2b). Lemma 4.1(1c) applied to ` Pq : Tq gives Tq = NA

∧
j∈J q?` j(S j).T j and x j : S j ` Pj : T j for

j ∈ J. Let ϒ = ϒ′′ ·G′′. We get |ρp|= |ϒ|−1 and Tq 6G′′ �q and
∧

j∈J q?` j(S j).T j 6G�q by condition 4
of Definition 3.3. This implies H ⊆ J and in particular k ∈ J. As in previous case the Substitution Lemma
implies ` P′q : Tk. We derive ` q / C′q : ρq ·Tq ≺ Tk. From ρq ≺ Tqnq ϒ′′ ·G′′ ≺ G and Tq 6 G′′ �q and
Tk 6 Gk �q we get ρq ·Tq ≺ Tk nq ϒ′ ≺ G′.
Consider a participant r 6= p,q. If r / Rr ≺ Pr occurs inM, then by Lemma 4.1(4) ` r / Rr ≺ Pr : ρr ≺ Tr

and ρr ≺Trnr ϒ≺G. Lemma 4.1(3) gives ` Rr : ρr and ` Pr : Tr. If Pr = 0, then Tr =G�r =G′ �r = end
and ρr ≺ Trnr ϒ′ ≺ G′, since condition 2 of Definition 3.3 is satisfied. If Pr is an input process, then Tr

is an intersection type and either |ρr|= |ϒ| and Tr 6 G�r or |ρr|= |ϒ|−1 and Tr 6 G′′ �r and Tr = NAT
′

and T′ 6 G � r by condition 4 of Definition 3.3. In both cases G � r 6 Gk � r . If Gk is uncheckpointed
we conclude ρr ≺ Trnr ϒ′ ≺ G′. If Gk is checkpointed we must have |ρr| = |ϒ| and Tr 6 G � r . In fact
otherwise T′ 6 Gk � r would imply T′ = NBT

′′, where B is the name of the checkpoint of Gk. We would
get Tr = NANBT

′′ and this is not a session type according to our syntax.
Case (3). Let ϒ = ϒ′ ·G′ ·ϒ′′ and A be the name of the checkpoint of G′. Lemma 4.1(4) implies that
` pl / Cpl : ρpl ≺ Tpl and ρpl ≺ Tpl npl ϒ ≺ G for all l ∈ I ∪ J. If |ρpl | ≤ |ϒ′|, then A 6∈ (Cpl ) by
Definition 3.1(2) and Definition 3.3. This implies l ∈ J and ρpl ≺ Tpl npl ϒ′ ≺ G′. Otherwise l ∈ I
and ρpl = ρ ′pl

·Tl · ρ ′′pl
and Tl 6 G′ � pl by condition 1 of Definition 3.3. Let Cpi = Rpi ≺ Ppi . From

` pi / Cpi : ρpi ≺ Tpi we get ` Rpi : ρ ′pi
·Ti ·ρ ′′pi

by Lemma 4.1(3). Then Rpi = R′pi
·Pi ·R′′pi

and ` Pi : Ti

by Lemma 4.1(2). The name of the checkpoint of Pi is A since Ti 6 G′ �pi and then C′pl
= R′pi

≺ Pi. This
implies ρpi ≺ Tpi npi ϒ′ ≺ G′. We can then derive `M′ : ϒ′ ≺ G′ by rule [T-M].

From the proof of the previous theorem we get the following properties of well-typed networks,
which are usual for session calculi [13]. We say that an application of the reduction rule [COM] has a
type mismatch, if there is no sort that can be derived both for the communicated value and for variable
associated to the communicated label in the input process.

Global types describe interaction protocols. The communications in well-typed networks evolve
following the exact order of the associated global types.

Theorem 4.4 (Session Fidelity) If `NX, then reducing N

1. there is never a type mismatch;
2. the communications occur in the order prescribed by global types.
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Notably property 1 holds in spite of the fact that session participants may exchange messages of dif-
ferent types. Property 2 says that session participants behave according to established communication
protocols.

The standard definition of progress only ensures absence of deadlocks [21, Section 8.3]. Progress for
session calculi means that all the requested interactions may happen [5]. In reversible sessions it is also
natural to guarantee that all possible rollbacks may take place. This leads us to the following formulation
of the progress theorem.

Theorem 4.5 (Progress) If `NX, then:
1. if N contains an input or output process, then N forward reduces to N′ and that input or output

prefix does not occur in N′;
2. if N contains a checkpoint named A, then there is a reduction of N in which the last step is a

rollback making the processes checkpointed by A active processes.

Proof As proved in [5], a single multiparty session in a standard calculus with global and session types,
like the calculus in [13], always enjoys progress whenever it is well typed. In fact, by the Subject Re-
duction Theorem (Theorem 4.3), reduction preserves well-typedness of sessions. Moreover, all required
session participants are present, as ensured by the condition pt(ϒ)∪pt(G) ⊆ {pi | i ∈ I} in the premise
of rule [T-M]. Thus, all communications among participants in a unique session will take place, in the
order prescribed by the single-threaded active global type. This ensures that property 1 holds. For prop-
erty 2 observe that, if N contains checkpoints named A, then there is at least one multiparty session M
in N which is typed by a global type ϒ ≺ G which contains A. If A occurs in G, then we can reduce
forward M until the processes checkpointed by A will be all in the checkpointed sequences, and then
apply the desired rollback. If A does not occur in G let ϒ = ϒ′ ·NBG

′ ·ϒ′′ and A occurs in NBG
′. Then the

checkpointed sequences ofM have processes checkpointed by B. We can then apply the rollback which
makes the processes checkpointed by B to become active processes. If A = B we are done. Otherwise
the active global type of the obtained session contains A and we can conclude as in previous case.

5 Related Work and Conclusions
Since the pioneering work by Danos and Krivine [6], reversible computations in process algebras have
been widely studied. The calculus of [6] adds a distributed monitoring system to CCS [18] allowing
computations to be rewound. Phillips and Ulidowski [20] propose a method for reversing process op-
erators that are definable by SOS rules in a general format, using keys to bind synchronised actions
together. A reversible variant of the higher-order π-calculus is defined in [16], using name tags for iden-
tifying threads and explicit memory processes. In [15], Lanese et al. enrich the calculus of [16] with a
fine-grained rollback primitive. To the best of our knowledge the earliest work dealing with rollback of
communicating systems are [7, 8, 14]. In these papers an extension of CCS models the combination of
rollback recovery and coordinated checkpoints.

As pointed out in [20], reversibility in process calculi is challenging, since we cannot distinguish
between the processes a‖a and a.a by simply recording the past actions. For this reason both histories
and unique identifiers for threads have been used to track information. We do not have this problem
in our calculus since each session participant reduces in a sequential way. A key requirement, dubbed
causal consistency in [6], is that of undoing actions only if no other action depending on them has been
executed (and not undone). In the present work causal consistency follows from the linearity of the
interactions described by single-threaded global types.

The most widely used models of structured communication-based programming are session be-
haviours [3, 4] and session calculi [12, 13]. Reversibility has been incorporated into both these models.



Dezani-Ciancaglini & Giannini 73

Compliance and sub-behaviour for session behaviours with checkpoints has been first studied in [1].
There a process has the possibility, after a rollback, of resuming the computation along the very same
branch of the computation on which the rollback has been performed. From a different point of view,
instead, rollbacks could be used as a strategy to get compliance. For instance assuming the interacting
processes to roll back whenever the current branch of the computation cannot proceed and a different
branch could work instead. This approach has been investigated in [2].

The papers closer to ours are [22, 23, 17]. Tiezzi and Yoshida [22] use tags and memories to allow
reversibility of binary sessions with delegation. Reversibility is full, i.e. each interaction can be undone
and causal consistency is preserved. An extension of this calculus allows computation to go forward and
backward until the session is committed by means of a specific irreversible action. Only processes are
typed, but this is enough to ensure absence of errors. Two forms of reversibility are considered in [23].
Either a session can be completely reversed with one backward step, or any intermediate state can be
restored with either one backward step or multiple ones. In the first case the memory is just the initial
process, while in the second case the sequence of all the processes generated by the reduction is needed.
Both binary and multiparty sessions are taken into account under the hypothesis that they are “single”.
A session is single when all participants interact only along that session. Mezzina and Pérez [17] use
monitors as memories. A key novelty of [17] are session types with present and past, which allow the
semantics of reversible actions to be streamlined.

The main contributions of this paper are the treatment of checkpointed interactions and the role
played by global types in controlling reversibility. In defining of our calculus, we made some design
choices. For simplicity, we did not consider

• session initialisation by means of request/accept,
• subsorting and covariance/contravariance of messages types in the subtyping of session types,
• asynchronous communications using message queues.

Including these features, which are present in [13, 11, 23], would be easy.
Moreover we did the following assumptions:

• the rollback to a checkpoint is done non-deterministically and simultaneously by all participants
which traversed that checkpoint,
• all the communications can be undone.

In future work we plan to address the issue of communication that cannot be undone, such as “money
dispensed by an ATM machine”, and also add to the process language primitives triggering the rollback.
In our calculus, when crossing a checkpoint we memorise all the branches of the choice. Including only
the branches not taken, would get us also checkpointed single inputs/outputs, and this would require
some care.

We will also study rollbacks with checkpoints for interleaved multiparty sessions with delegation.
In this case, a crucial point is the dependency between different sessions when backward reductions are
done, see [22].
Acknowledgments. We are grateful to the anonymous reviewers for their useful suggestions, which
led to substantial improvements.
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