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Preface

This volume contains the proceedings of the 8th Workshop on Security Issues in Concurrency (SecCo
2010). The workshop was held in Paris, France on August 30th,2010, as a satellite workshop of CON-
CUR’10. Previous editions of this workshop have been organized in Eindhoven (2003), London (2004),
San Francisco (2005), Lisbon (2007), Toronto (2008) and Bologna (2009).

The aim of the SecCo workshop series is to cover the gap between the security and the concurrency
communities. More precisely, the workshop promotes the exchange of ideas, trying to focus on common
interests and stimulating discussions on central researchquestions. In particular, we called for papers
dealing with security issues (such as authentication, integrity, privacy, confidentiality, access control,
denial of service, service availability, safety aspects, fault tolerance, trust, language-based security, prob-
abilistic and information theoretic models) in emerging fields like web services, mobile ad-hoc networks,
agent-based infrastructures, peer-to-peer systems, context-aware computing, global/ubiquitous/pervasive
computing.

We received 4 submissions (an unsually low number for SecCo), including one short paper. However
all papers were of good quality; the three long papers were accepted for this volume (one with correc-
tions) and the short one was presented at the workshop. We also had two great invited talks by Jean
Goubault-Larrecq and Sjouke Mauw. The reviews have been carried out by the program committee of
SecCo’10, which consisted of

• Kostas Chatzikokolakis, (University of Eindhoven, Netherlands; co-chair)

• Véronique Cortier, (LORIA - CNRS, France; co-chair)

• Cas Cremers, (ETH Zurich, Switzerland)

• Jerry den Hartog, (University of Eindhoven, Netherlands)

• Riccardo Focardi, (Universita Ca’ Foscari di Venezia, Italy)

• Cédric Fournet, (Microsoft Cambridge, UK)

• Joshua Guttman, (Worcester Polytechnic Institute, USA)

• Jun Pang, (University of Luxembourg, Luxembourg)

• Michael Rusinowitch, (LORIA - INRIA Lorraine, France)

• Steve Schneider, (University of Surrey, UK)

We would like to thank all the persons that contributed to SecCo’10. First of all, the program com-
mittee, the invited speakers, the authors and all the participants that attended the workshop. We are also
very grateful to the CONCUR’10 organizers, for taking care of all the local organization. We thank the
editors of EPTCS (who will publish these proceedings electronically in the EPTCS series).

Eindhoven and Nancy, August 5, 2010

Kostas Chatzikokolakis
Véronique Cortier
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“Logic Wins!”

Jean Goubault-Larrecq
ENS Cachan

Clever algorithm design is sometimes superseded by simple encodings into logic. In particular,
we claim that it is particularly simple to encode sound abstractions of security protocols in H1, a
decidable fragment of first-order Horn clauses. After reviewing a variant of Nielson, Nielson and
Seidl’s work on H1 and the spi-calculus, we describe a verification algorithm designed with the same
spirit, and which applies to hardware circuit descriptionswritten in VHDL. We shall describe the
new challenges posed by VHDL, in particular the particular semantics of ’wait’ instructions, and the
effect of signal updates and of timeouts.
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A Spatial-Epistemic Logic for
Reasoning about Security Protocols

Bernardo Toninho
CITI and Faculdade de Ciências e Tecnologia, UniversidadeNova de Lisboa

Carnegie Mellon University, Pittsburgh PA, USA

Btoninho@cs.cmu.edu

Luı́s Caires
CITI and Faculdade de Ciências e Tecnologia, UniversidadeNova de Lisboa

Luis.Caires@fct.unl.pt

Reasoning about security properties involves reasoning about where the information of a system
is located, and how it evolves over time. While most securityanalysis techniques need to cope
with some notions of information locality and knowledge propagation, usually they do not provide
a general language for expressing arbitrary properties involving local knowledge and knowledge
transfer. Building on this observation, we introduce a framework for security protocol analysis based
on dynamic spatial logic specifications. Our computationalmodel is a variant of existingπ-calculi,
while specifications are expressed in a dynamic spatial logic extended with an epistemic operator.
We present the syntax and semantics of the model and logic, and discuss the expressiveness of the
approach, showing it complete for passive attackers. We also prove that generic Dolev-Yao attackers
may be mechanically determined for any deterministic finiteprotocol, and discuss how this result
may be used to reason about security properties of open systems. We also present a model-checking
algorithm for our logic, which has been implemented as an extension to the SLMC system.

1 Introduction

Among the several artifacts in the field of computer security, security protocols are indubitably a fun-
damental subject of study and research [12, 11]. Security protocols serve a variety of purposes, ranging
from secrecy and authentication to forward secrecy and deniable encryption. A common trait of these
protocols is their notoriously difficult design, which often leads to unforeseen vulnerabilities.

Therefore, it becomes essential to develop techniques thatensure the correctness of protocols, with
respect to some specification of the properties they aim to establish. A wide range of language-based
techniques have been proposed to analyze protocols and their correctness, such as type systems, process
calculi or static analysis [3, 6, 2] which in many cases result in successful tools [5, 4, 13, 9].

In this paper we propose a framework for protocol analysis based on process calculus models and
logic specifications. While the usage of process calculi andlogic in this context is not new [14, 8, 2],
our approach stems from the fact that many interesting properties of such systems are often a function
of what information the several parts of a system may or may not obtain. While other frameworks (e.g.,
Avispa [4] and Casper [13]) allow one to efficiently verify a wide range of interesting security properties,
these are not usually stated in this high-level knowledge oriented approach.

Our contribution consists of a dynamic spatial epistemic logic that allows reasoning about systems
(modelled in a variant of the appliedπ-calculus [2]) at three levels: thedynamicsof systems and subsys-
tems, thespatialarrangement of systems and subsystems, and theknowledge(the obtainable information)
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S(pkp,pkq, sks, pks) = c?(h).select { [pkp = getpk(h)].c!(enc_as(pkp,sks)).S(pkp,pkq) ;

[pkq = getpk(h)].c!(enc_as(pkq, sks)).S(pkp,pkq) };

defproc P(skp,hostQ,pks) = c!(hostQ).c?(m).let pkQ = dec_as(m,pks) in

new sK in c!(enc_as(sK,pkQ)).c!(enc(v,sK)).ok!(v);

Q(skq) = c?(m1).let sK = dec_as(m1,skq) in c?(m2).let val = dec(m2,sK) in ok!(val);

defproc Sys = new skp, skq in let pkp = pk(skp) in let pkq = pk(skq)

in let hP = host(pkp) in let hQ = host(pkq)

in (S(pkp,pkq) | P(skp,hQ) | Q(skq));

World = Sys | Attacker(Sys);

prop pqK = eventually (knows v | knows v | not (knows v))

and always (2 | not (knows v));

check World |= pqK;

* Process World satisfies the formula pqK *

Figure 1: A Motivating Example

of systems and subsystems. The goal is to produce an expressive property language with which we can
reason about a protocol by separating it into its different agents (malicious and otherwise), and then rea-
son about the knowledge they can obtain and how it can evolve over time. This enables us to express
interesting security properties in a very direct way (eg. agentsP andQ can obtain valuev, while agents
A andS cannot). To clarify our approach, consider the example of Fig. 1.

We have a systemSys composed of three processes:P, Q and a key distribution serverS. P wishes
to exchange a valuev with Q. To do so, he requestsQ’s public key fromS, which S emits in a signed
message.P then uses it to encrypt a generated symmetric session key andsends the key toQ. Afterwards
P will send v encrypted with the session key and terminate.Q will receive the message, decrypt it to
obtainv and terminate. We further model the system running with a malicious agent, defined through the
primitive Attacker(Sys). This agent consists of a Dolev-Yao attacker which we discuss in Section 4.1.

For this protocol to be correct, it must be the case that the malicious agent interacting with the system
can never knowv. Consider, however, a slightly stronger property:P andQ want to exchangev securely
(with respect to the malicious agent) but they also do not completely trust the serverS. They trust it to
at least distribute the appropriate keys, but want some assurances that even thoughS operates according
to protocol, it doesn’t obtain the valuev by observing the data exchanges betweenP andQ.

This property, while not impossible to state in other frameworks, would usually require some sort of
ad-hocmodification to the model (e.g, internalizing the server in an attacker, which seems like an indirect
strategy at best and may not necessarily yield the correct model). In our framework, the property can be
directly stated by combining our epistemic and spatial operators. A formula that reflects such a property
is pqK: first we state that the system can evolve to a configuration where two of its subsystems (P and
Q) know v, but the remaining parts of the system do not. This illustrates the expressiveness of the logic
in terms of reasoning about the knowledge of several parts ofthe complex system. Secondly, we state
that throughoutall executions of the system, a part of it will never knowv (2 indicates that there must
be two agents running with the part that does not knowv – a precise definition is given in Section 3). By
combining spatial reasoning with epistemic reasoning, we can state rich properties of the knowledge of
agents (and groups of agents) – both adversaries and principals – within a complex system, and how they
can share or restrict that knowledge over time.

While our framework is aimed at reasoning about closed systems, meaningful analyses of security
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protocols must necessarily consider attackers. Traditionally, attackers are modelled by an adversarial
environment which interacts with the protocol. In our closed system approach, we develop a way inter-
nalizing an arbitrary attacker within a closed system byautomatically(or semi-automatically) deriving a
process representation of such an attacker. This representation makes use of special primitives built into
the process calculus to greatly simplify the actual modelling of the attacker, to the extent that even if the
attacker generation is done semi-automatically, itneverrequires us to actually encode specific attacks.
In this work, we show that it is possible toautomaticallyderive an attacker (behaving as a Dolev-Yao
adversarial environment) for any finite protocol. To fully automate our technique (at the implementation
level), further work is needed (as discussed in Section 4.1); the focus of the current paper being essen-
tially on the expressiveness issues. In any case, we alreadyprovide tool support for arbitrary passive
attackers and forboundedDolev-Yao attackers (where the bound concerns the size of generated mes-
sages); this technique can already be used to automaticallyfind attacks, eg., as illustrated in the example
of Section 4.2.

The technical contributions of this work are as follows. We develop a process calculus model for se-
curity protocols (Section 2.2), inspired in existingπ-calculi, supporting explicit modeling of adversarial
agents, at an adequate level of abstraction. We introduce a new dynamic spatial epistemic logic (Section
3), oriented for reasoning about spatial distribution of information. We develop a logic-based theory of
knowledge deduction (Section 3.2) for our models, proved sound, complete and decidable. This presen-
tation was used in our model-checking algorithms. We discuss attacker representations (Section 4.1),
and how it is possible to produce a generic Dolev-Yao attacker for finite protocols. We also show how
to model and verify correspondence assertions (Section 4.2) in our framework. Finally, we implemented
a model-checking algorithm for the logic as an extension to the SLMC tool, producing the first proof of
concept tool aimed at security protocol analysis using spatial logic model checking. The proofs of our
technical results are detailed in [17].

2 Process Model

In this section we introduce our process model, starting with some preliminary notions on terms and
equational theory and then introducing our process calculus.

2.1 Terms and Equational Theories

Data exchanged by processes is modeled by terms of a term algebra. In order to capture cryptographic
operations and data structuring, we will consider term algebras with equational theories (cf. [2]).

We assume an infinite set of variables ranged over byx,y,z, an infinite set of namesΛ ranged over by
m,n and range over terms withs, t,v. Terms are defined from names and variables by applying function
symbols. We thus consider a given term algebra to be defined from a signatureΣ and an equational
theoryE that defines the “semantics” of the function symbols inΣ. An equational theory is a congruence
relation defined by a set of equations of formt = s.

In certain circumstances, an equational theory may give rise to a set of rewrite rules by orienting
each equation to produce the rulet→ s, in such a way that two terms are equal moduloE whenever that
have a common reduct under rewriting. This is the case of subterm convergent equational theories [1],
which are the ones that we will focus on in this work (other equational theories, such as AC theories, can
also be applied in this fashion, however with a slightly different formal treatment as detailed in [1]). A
subterm convergent system is a convergent rewrite system inwhich in every rewrite rule the right-hand
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side is a proper subterm of the left-hand side. In this paper,we will assume a general rewrite theoryR
subject to the conditions above. Given a rewrite rulet→ s, we call the outermost function symbol int a
destructor, since the application of the rule may open the internal structure of inner terms int to produce
the terms. We classify the remaining function symbols, that never occur as a destructor, asconstructors.
For example, for signatureΣ , {enc/2;dec/2} and equational theoryE , {dec(enc(x,y),y) = x}, dec is
a destructor andenc a constructor. We range over constructors withf and destructors withδ.

We denote the set of names of a termT by names(T) and the depth of a term as|T | (the depth is
the length of the longest path in the tree representation of the term). We state that a term is ground
if it does not contain variables. We denote by=E the usual congruence relation induced by the set of
equationsE (which can be decided through term rewriting sinceR is convergent). We writeF(ψ) for
the DY (Dolev-Yao) equational closure of a set of termsψ, that is, the set of all values (destructor-free
terms) generated by terms ofψ through function application, modulo the equational theory. This closure
represents all possible information that may be produced from a set of terms while following the rules
of the equational theory, which if we interpret a set of termsas a set of messages, is the usual notion of
knowledge from the Dolev-Yao model.
Definition 2.1 (Equational Closure) Given a rewrite theoryR, the DY equational closure of a set of
termsψ, notedF(ψ), is the least set of terms such that:

1. ψ ⊆ F(ψ)

2. ∀ f ∈ Σ. if f a constructor and t1, . . . , tk ∈ F(ψ) then f(t1, . . . , tk) ∈ F(ψ)

3. ∀δ ∈ Σ. if δ a destructor and t1, . . . , tk ∈ F(ψ) andδ(t1, . . . , tk)→ t′ then t′ ∈ F(ψ)

When interpreting the DY equational closure of a set of termsas obtainable knowledge, we can state
knowledge derivation through term derivation.
Definition 2.2 (Knowledge Derivation). Given sets of termsψ andφ, we say thatφmay be derived from
ψ (writtenψ |= φ) if and only ifφ ⊆ F(ψ).
The general idea is that one may can derive a piece of information if it can be generated by combining
pieces of information using the rules of the equational theory. Given these basic notions relative to terms,
equational theories, and knowledge derivation, we may now present our process calculus model.

2.2 Process Calculus

It is known that the high level of abstraction of theπ-calculus, convenient from a foundational perspec-
tive, is not suitable for modeling cryptographic techniques as necessary for analyzing security protocols.

We therefore adopt an extension to theπ-calculus that extends the base values of the language with
functional terms (cf. Section 2.1), that can be seen as a fragment of the Appliedπ-calculus [2]. We choose
this calculus over the appliedπ-calculus mainly for simplicity reasons, not requiring active substitutions
nor frames given that our goal is to use our logic to observe terms.

We model cryptographic operations by defining such operations in a term algebra. The calculus is
thus aimed at the explicit modeling of agents involved in security protocols, both principals and adver-
saries. Principals are modeled standardly, using terms to model cryptographic terms. Adversaries are
modeled as processes (cf. Section 4.1) using the attacker output prefix - a non-deterministic output of
terms that can be generated from known values, which enablesreasoning directly about attacker knowl-
edge using our logic.

Definition 2.3 (Processes)Given a signatureΣ, an infinite set of names ranged over by m,n, and an
infinite set of variables ranged over by x,y,z, the set of processes(P,Q), of actionsα and of terms T are
defined in Fig. 2.
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P,Q F 0 (Null Process)
| P | Q (Parallel Composition)
| (νn)P (Name Restriction)
| α.P (Action Prefix)
| P+Q (Choice)
| let x= T in P (Let Construct)

α F m(x) (Input)
| m〈T〉 (Output)
| m〈∗〉 (Attacker Output)
| [T1 = T2] (Test)

T F n (Name)
| x (Variable)
| f (T1, . . . ,Ta) (Function)

Figure 2: Process Calculus Syntax

sub(δ(t1, . . . , tn)) , sub(t1)∪ · · ·∪ sub(tn)
n is a name
sub(n) , n

x is a variable
sub(x) , ∅

∄ti with a variable or a destructor
sub( f (t1, . . . , tn)) , f (t1, . . . , tn)

∃ti with a variable or a destructor
sub( f (t1, . . . , tn)) , sub(t1)∪ · · ·∪ sub(tn)

Figure 3: Relevant Subterms

Before introducing the semantics of our calculus, we present some definitions that pertain to obtain-
ing therelevant termsof a process that are necessary for our semantics.

A destructor function symbol denotes computation at the term level. If such computations are valid
(under the equational theory), then the term containing thedestructor can be rewritten as one that only
has constructors. On the other hand, if such a term cannot be reduced (e.gdec(enc(m,k1),k2)), it has no
interesting meaning and has no place being communicated. Toobtain the values (destructor free normal
forms) of a process, we define a relation⊢k that extracts the set of valuesψ that occur in a process (P⊢k ψ).
However, some care is needed in the definition of⊢k since a term may contain bound names or variables.
For instance, in the processa(x).a〈dec(x,k)〉.0, the termdec(x,k) is not a proper value since it contains
the variablex. In these situations, our extraction has to be such that it will produce a set containingk
but notx (nor dec(x,k)). Similarly, when we consider the terms that are to be the object of our attacker
output, while it is true that outputting a term containing a variable would be senseless, it is correct to
output a term that contains a restricted name, even though the attacker may not be able to use the name
in other messages.

To take all this into account, we define a proceduresub that extracts therelevant subterms(not
containing variables or destructors) of a term, and a procedure↑ used to eliminate terms with restricted
names.

Definition 2.4 (Relevant Subterms)Given a term M we define the set of its relevant subterms, written
sub(M), by the rules of Fig. 3.

Definition 2.5 (Name Occurrence Term Removal)We define the removal of terms from a setψ in
which the name x occurs,ψ ↑ x, as: ψ ↑ x, {t | t ∈ ψ : x< names(t)}.
Definition 2.6 (Relevant Term Extraction) Given a process P, the setψ of relevant terms of P, written
P ⊢k ψ, is defined by the rules of Fig. 4.

For our attacker output we collect all ground terms that occur in the process, which we denote bygt(P).
The semantics of our calculus are defined standardly, moduloα-conversion of bound names and

variables, by a structural congruence relation, labelled transition and reduction, as follows. We denote
by f n(P) and f v(P) the set of free-names and free-variables of processP, respectively.
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P ⊢k ϕ Q ⊢k ψ
P+Q ⊢k (ϕ∪ψ)

P ⊢k ϕ Q ⊢k ψ
P | Q ⊢k (ϕ∪ψ)

P ⊢k ϕ
n(x).P ⊢k ϕ

P{n← M} ⊢k ϕ
let n= M in P ⊢k ϕ∪ sub(M)

0 ⊢k ∅
P ⊢k ϕ

x〈M〉.P ⊢k ϕ∪ sub(M)
P ⊢k ϕ

(νn)P ⊢k ϕ ↑ n
P ⊢k ϕ

[M = N].P ⊢k ϕ∪ sub(M)∪ sub(N)

Figure 4: Relevant Term Extraction

n < f n(P)∪ f v(P)⇒ P | (νn)Q≡ (νn)(P | Q)
(νn)0≡ 0
(νn)(νm)P≡ (νm)(νn)P
M =E M′⇒ let x= M in P≡ let x= M′ in P
M =E M′⇒m〈M〉.P≡m〈M′〉.P
M1 =E M′1⇒ [M1 = M2].P≡ [M′1 = M2].P

P | 0≡ P
P | Q≡ Q | P
P | (Q | R) ≡ (P | Q) | R
P+Q≡ Q+P
P+ (Q+R)≡ (P+Q)+R
[M1 = M2] .P≡ [M2 = M1] .P

Figure 5: Structural Congruence

Definition 2.7 (Structural Congruence) Structural congruence≡ is the least congruence relation on
processes defined by the rules of Fig. 5.

We augment the standard structural congruence laws of theπ-calculus with rules that equate processes
modulo the equality=E of the equational theory. These laws are essential in our semantics because they
allow us to block processes performing actions that use terms that are not values (i.e. terms that contain
destructors).

Our semantics, which we now present, capture thesedestructor freedomconditions. If a process
is attempting to use a term that contains a destructor, we usestructural congruence to rewrite the term
destructor-free and reduction proceeds. If the term cannotbe rewritten destructor-free, reduction halts.
These restrictions ensure that all received terms are actual values, and not some arbitrary erroneous term.
Note the semantics of our attacker output, expressed in theAttackerrule, that enable the output to emit
any message that can be generated by the process, given its ground terms and some fresh values.

Definition 2.8 (Reduction Semantics)The reduction relation P−→ Q over closed processes is defined
as the least relation closed under the rules of Fig. 6.

Definition 2.9 (Labelled Transition Semantics) The labelled transition relation P
α−→ Q is the least

relation on closed processes closed under the rules of Fig. 7.

Our labelled semantics is not intended to characterize a complete notion of behavioral equivalence as
could be expected, but rather to allow the observation of actions in our logic. Despite not belonging
to the scope of this work, we can point out that our labelled semantics do not allow for a complete
characterization of behavioral equivalence, in the sense that our rules reveal information in a way that
induces a higher discriminative power then that of behavioral equivalence.

3 Logic

Considering it is common to reason about security by reasoning about the knowledge of principals, we
explore key aspects of dynamic spatial logics, such as localreasoning, to develop a logic that can reason
about epistemic, dynamic and spatial properties of agents.

We propose an extension to a dynamic spatial logic [7] to enable reasoning at the term level. Our
extension consists of adding two epistemic modalities:Kφ denotes the ability of an agent to deriveφ
from its knowledge, andSx.A allows us to mention values that are only known by an agent (e.g. secrets).
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M is destructor-free
let x= M in P−→ P{x← M} (Let)

M is destructor-free
n〈M〉.P+R | n(x).Q+S−→ P | Q{x← M} (Sync)

M1 and M2 are destructor-free M1 =E M2

[M1 = M2] .P−→ P
(Test)

P−→ Q
P | R−→ Q | R (Par)

P−→ Q
(νn)P−→ (νn)Q

(Scope)

P≡ P′ P′ −→ Q′ Q′ ≡ Q
P−→ Q

(Cong)
M ∈ F(ct(Q)∪ n̄) n̄ fresh

c(x).P+R | c〈∗〉.Q+S −→ (νn̄)(P{x← M} | Q)
(Attacker)

Figure 6: Reduction Semantics

P−→ Q
(Tau)

P
τ−→ Q

M is destructor-free
(Out)

n〈M〉.P n〈M〉−→ P

M is destructor-free
(Inp)

n(x).P
n(M)−→ P

M ∈ F(gt(P)∪ s̄) s̄ fresh
(AttackerOut)

n〈∗〉.P νs̄.n〈M〉−→ P

P
α−→ Q ∀n ∈ ū: n < names(α)

(Res)
(νū)P

α−→ (νū)Q

P
n〈M〉−→ P′ s̄⊆ names(M) ands̄⊆ ū ū′ = ū\ s̄

(νū)P
νs̄.n〈M〉−→ (νū′)P′

(BoundOut) P≡ P′ P′
α−→ Q′ Q′ ≡ Q

P
α−→ Q

(Cong)

Figure 7: Labelled Transition Semantics

Our intent is to couple the ability to reason about properties of space and behavior with that of reasoning
about derivable information modulo the equational theory.Our notion of knowledge is therefore the
ability of an agent to derive terms from the information it possesses.

3.1 Syntax and Semantics

The syntax and semantics of our logic are presented in Fig. 8.We refer toφ,ψ as knowledge formulas
and ambivalently useφ,ψ to denote both knowledge formulas and finite sets of terms. The boolean
connectives are standard.0 denotes the empty process;A | B denotes a process that can be partitioned in
two components, one satisfyingA and the other satisfyingB; Hx.A allows us to mention restricted names
of processes in formulas;α.A denotes a process can perform actionα and continue as a process satisfying
A; �A and^A denote “always in the future” and “sometime in the future”, respectively.Kφ holds of a
process that has the ability to derive the terms denoted byφ, that is, the ability to knowφ; Sx.A holds of
a process that satisfies propertyA that depends on a value that is secret to a process – a term containing
a restricted name. It is also useful to define an auxiliarycounting predicate(written asn, wheren is
a natural number), that allows us to count the number of sub-processes within a process. For instance,
a process consisting of a single thread would satisfy the formula 1 defined as¬0∧¬(¬0 | ¬0), while a
process consisting of two sub-processes would satisfy the formula2 defined as¬0∧¬1∧¬(¬0 | ¬0 | ¬0),
and so on.

With this logic, we can state properties about the knowledgeof agents (and not only adversarial ones)
over time, such as “it is never the case that the secret key is known by 3 subsystems”:

¬^H key.(K key| K key| K key)

or “it is always the case that 2 agents know the key and one doesnot”: �H key.(K key| K key| ¬K key).
Since the semantics of our logic blur together processes that are structurally congruent (e.g.P | Q and
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A,B F T (True)
| ¬A (Negation)
| A∧B (Conjunction)
| 0 (Void)
| A | B (Composition)
| Hx.A (Hidden quantification)
| α.A (Action)
| �A (Always)
| ^A (Eventually)
| @n (Free-name Predicate)
| Kϕ (Knowledge)
| Sx.A (Secret quantification)

φ,ψ F ϕ∧ψ (Conjunction)
| t (Term)
| ⊤ (True)

P |= T , True
P |= ¬A , not P|= A
P |= A∧B , P |= A and P|= B
P |= 0 , P≡ 0
P |= A | B , ∃Q,R.P≡ Q | R and Q|= A and R|= A
P |= Hx.A , ∃Q.P≡ (νn)Q and Q|= A{x← n}
P |= α.A , ∃Q.P

α→ Q and Q|= A

P |= �A , ∀Q s.tP
τ∗→ Q then Q|= A

P |= ^A , ∃Q.P
τ∗→ Q and Q|= A

P |=@n , n ∈ f n(P)
P |= Kφ , P ⊢k ψ andψ |= φ
P |= Sx.A , ∃Q, t.P≡ (νk)Q and Q|= A{x← t}

and Q⊢k φ such that t∈ φ
and k∈ names(t)

Figure 8: Logic Syntax and Semantics

Q | P), we can use the free-name predicate to “tag” specific subsystems and reason about their knowledge
explicitly: �H key.(@tag∧K key|T) which denotes “it is always the case that an agent with the free name
tag knows the key” (this subsumes the need for an indexed knowledge operator such as that in [15]).

Notice how the expressiveness of the logic arises from the ability to combine the three types of
modalities: dynamic (�,^), spatial (H, | ) and epistemic (K). The dynamic connectives allow us to range
over a specific execution or all possible executions, the spatial connectives allow us to mention restricted
names (usually used to model keys and nonces) and to refer to subsystems, and the epistemic connectives
allow us to analyze derivable terms of a process.

The semantics forKφ pose a challenge in the sense that they use the notion of knowledge derivation
from Section 2.1. While this definition is adequate from a semantic perspective, it makes use of the DY
equational closure of a set which is not stable by reduction of terms, and thus doesn’t provide a clear
way of algorithmically determining ifψ |= φ. We approach the problem with a purely logical approach
and characterize knowledge derivation with a structural proof system for knowledge formulas, unlike the
approach of [1].

3.2 Proof System for Knowledge Formulas

Our proof system, formulated as a sequent calculus, is equipped with rules from the equational theory
in order to consider the ability to combine terms to generatenew information. Each rule of our calculus
represents a possible computational step that an agent can perform on terms to produce a new term.
Intuitively, if a sequentΓ ⊢ φ is derivable, the knowledge formulaφ is deducible from the knowledge
represented byΓ.

Definition 3.1 (Proof System K for Knowledge Formulas) The sequent calculus formulation of our
proof system K for knowledge formulas is defined by the rules of Fig. 9.

The rules for identity and conjunction are standard. RulefunRightstates that we are justified in conclud-
ing a complex term if we can derive its subterms. RuleAttLeftstates that all that can be derived from a
complex termf (t1, . . . , tn) can also be derived from its subterms; ruleDestrLeftreflects the equalities of
the equational theory: what can be deduced fromscan also be deduced from terms equal tos under the
equational theory.



B. Toninho, L. Caires 9

Γ,A ⊢ A
(Id)

Γ,A,B ⊢C
Γ,A∧B ⊢C

(∧: left)
Γ ⊢ A Γ ⊢ B
Γ ⊢ A∧B

(∧: right)

For every constructor function symbolf with arity n, such thatf ∈ Σ:
Γ ⊢ t1 . . .Γ ⊢ tn
Γ ⊢ f (t1, . . . , tn)

(funRight)
Γ, f (t1, . . . , tn) ⊢C
Γ, t1, . . . , tn ⊢C

(AttLeft)

For every equationf (t1, . . . , tn) = s∈ E:

Γ, s⊢C
Γ, f (t1, . . . , tn) ⊢C

(DestrLeft)

Figure 9: Proof System for Knowledge Formulas

For the sequent calculusK, we establish the results ofsoundness, completenessanddecidability.

Theorem 3.2 (Soundness of K)Given a set of terms S and a term A, if S⊢ A then S|= A.
Proof: By induction on the derivation of S⊢ A �

Theorem 3.3 (Completeness of K)Given a set of terms S and a term A, if S|= A then S⊢ A.

Theorem 3.4 (Decidability of K) For any set of terms S and term A, S⊢ A is decidable.

The proofs of completeness and decidability rely on a finite approximation result for the DY equa-
tional closure of a set of terms. More concretely, for each finite set of termsS and equational theory,
it is possible to build a finite setb(S) from which all terms in the DY equational closure ofS may be
determined.

Proposition 3.5 (Approximation of F(S)) Let S be a finite set of terms. We may construct in polyno-
mial time an approximation toF(S), named b(S), a finite set with the following property:

∀M ∈ F(S),∃C, t̄ ∈ b(S) such that M=C[ t̄]

where C[−] is a functional context solely built out of constructors.
Proof: The finite approximation b(S) is built from the terms of S by interpreting the rewrite rulesof
the theory as contexts of a bounded size. Therefore, applying function symbols to terms of S up to the
bound of the context produces a new term by then applying the rewrite rule. This procedure is iterated,
eventually reaching a fix-point, due to the subterm convergency property of the equational theories (the
idea is that each time we produce a new term, the term will be smaller then the terms used to generate
it). The resulting computable set has the property that defines our approximation [17]. �

The approximationb(S) is such that all terms ofF(S) can be built from terms ofb(S) just by applying
constructors, no longer requiring the equations from the theory. Completeness follows from the fact that
our proof system is able to emulate the computation steps required to generate the approximation. Given
a set of termsS, b(S) is generated by applying functions to terms ofS, applying a rewrite rule to the
resulting term and iterating. Thus, our proof system is complete since the computation steps ofb(S) may
be emulated by the rules of proof system K, and we may then apply function symbols to terms ofb(S)
to produce terms ofF(S). The latter is trivial due tofunRightandAttLeft. The former we prove through
the following lemma.

Lemma 3.6 (Completeness of K i.r.t the Approximation). Given a set of terms S ,if t∈ b(S) then S⊢ t.
Proof: Through instances ofAttLeft it is possible to apply functions to terms of S up to the bound of the
context used in b(S). Through an instance ofDestrLeftthe corresponding rewrite rule can applied, and
throughId the new term is derived at the root of the proof tree [17]. �
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To emulate the iteration with the proof system, that is, to perform similar computations withS and the
new term, the auxiliary result of reasoning with cuts is required.

Lemma 3.7 (Cut Admissibility in K). If Γ ⊢ A andΓ,A ⊢C thenΓ ⊢C.
Proof: See [17].

Using Cut, the proof system is able to emulate the iterative procedure by building the previously de-
scribed proof tree that allows the derivation of a new term, and using the new term as the cut formula.
This technique can then be applied to produce any term ofb(S), as required. Since the computation of
b(S) always terminates, Theorem 3.4 holds.

3.3 Model-Checking

We know that model-checking is decidable for the logic without the new modalities [7], for the class of
bounded processes. Therefore, we need only show that our twomodalities preserve decidability.

Proposition 3.8 (Decidability of model-checkingK) Let φ be a finite set of terms. Checking that P|=
Kφ is decidable.

The above proposition holds since for any processP it is possible to collect its set of relevant termsψ
(P ⊢k ψ), compute the finite approximationb(ψ) and check that each term inφ can be constructed from
terms ofb(ψ) by application of constructors.

Proposition 3.9 (Decidability of model-checkingSx.A) Checking that P|= Sx.A is decidable.

Decidability ofSx.A follows from the fact that ifP≡ (νn)Q, it is possible to collect the setψ of relevant
terms of process Q, pick some termt fromψ that contains the namen and check thatQ |= A{x← t}. Given
that model-checking the core logic withK is decidable, it follows that checkingP |= Sx.A is decidable
and therefore model-checking for our logic is decidable forthe class of bounded processes.

Theorem 3.10 (Decidability of Model-Checking)Checking that P|= A is decidable for the class of
bounded processes.

4 Expressiveness and Extensions

Having presented our framework, we discuss some extensionsto our work that can be used to model and
analyze systems. In particular, we discuss the representation of attackers and modeling and verification
of correspondence assertions [18] in our framework.

4.1 Modeling Attackers

To analyze a security protocol one usually needs to considerhow it behaves in any possible environment.
While our logic focuses on the analysis of closed systems, itis possible to verify properties of a system
in an arbitrary environment, by internalizing an arbitraryattacker in the system. The general idea is that,
for any processP, we may determine a processQ (making essential use of the attacker prefix construct)
such thatP|Q reaches some state wheneverP reaches an equivalent state when placed in an arbitrary
environment. While the explicit specification of an attacker for a given protocol may not be easy, our
approach to represent the attacking environment is quite different and general, and may indeed be used
to find attacks (see example in Section 4.2). We can generically model a Dolev-Yao [12] attacker in our
framework by considering the number of message exchanges and the communication channels used in a
protocol.
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A(K) , (νKab,N) c〈enc(pair(Kab,N),K)〉.c(x).[N−1= dec(x,Kab)]
B(K) , c(x).let Kab = fst(dec(x,K)) N = snd(dec(x,K)) in c〈enc(N−1,Kab)〉
S ys , (νK) (A(K) | B(K))

Figure 10: Modeling the Example

Attacker , c(x).c〈∗〉.c(y).c〈∗〉.mem〈x,y〉
World , (S ys| Attacker)
World |= ¬^Hk.(2 | (@mem∧ Kk))

Figure 11: An Attacker for the Example

Considering an arbitrary protocol modeled as a process, therole of an attacker is to intercept all
communications of the principals and be able to inject any message it can produce, given its knowledge
at the time, at any point where a principal expects to receivea message (cf. our attacker output). Thus,
a Dolev-Yao attacker consists of a process that for all outputs of the protocol performs an input (storing
the received message) and for all inputs performs an attacker output. For instance, consider the following
protocol, whereK is a shared key,N a fresh value andKab a session key generated byA:

A→ B : {Kab,N}K
B→ A : {N−1}Kab

In our process model, such a protocol would be represented asdone in Fig. 10 (we omit the signature
and equational theory). An attacker for this protocol, following ourattacker schemais presented in Fig.
11. We can then state that it is never the case that the attacker can know one of the keys used in the
protocol. While some minor effort of representing an attacker is necessary, we can easily represent a
generic attacker for a protocol by following a pre-determined schema.

We currently only consider finite protocols, modeled as processes in our calculus that use a commu-
nication channelc as their communication medium (writtenPc). We have not pursued infinite protocols
as of yet, but we believe it to possible to extend our approachto infinite protocols by defining the attacker
as a recursive process with a parallel store (that is used to store the messages of the protocol). To analyze
such a system, we would then employ recursive formulas by using the fixpoint operators of the logic.

Our attacker for finite protocols is defined as follows: For each output onc, the attacker performs an
input onc (and stores the message). For each input onc, the attacker performs an attacker output.

Definition 4.1 (Attacker Generation Procedure) Given a process Pc that models a finite protocol, the
set S that tracks the attacker memory, an attacker for P can begenerated by procedureAttacker(P,S)
defined in Fig. 12 (x and m are fresh in P and the attacker).

The generation procedure produces the necessary actions byinspection of the process dynamics: if an
output can occur in the process, the attacker intercepts themessage and memorizes it; if an input can
occur in the process, the attacker injects any message it canproduce from its knowledge; in the case
where the protocol has no more actions, we represent the attacker memory with an outputm〈x1, . . . , xn〉,
modeling the attacker’s memory throughout the protocol run. We thus show how an attacker can be
extracted by inspection of the considered protocol. We can show that this attacker is general in our
framework, in the sense that it can simulate the behavior expected from an adversarial medium (c.f.
Dolev-Yao attacker). Note that this result does not yet fully apply to our tool implementation, as we
discuss later in this section.
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proc Attacker(P,S) ≡
if P

α→ Q ∧ α = input onc then c〈∗〉.Attacker(Q,S) fi

if P
α→ Q ∧ α = output onc then c(x).Attacker(Q,S∪ x) fi

if P
α
9 then m〈x1, . . . , xn〉 wherexi ∈ S fi.

Figure 12: Attacker Generation

Definition 4.2 (K-Set) Given a process P, we define its K-Set KP, the set of all terms known by P as:
KP , {t | P |= K t }
Theorem 4.3 (Monotonicity of K-Sets under Synchronization) Let Pc and A be a processes such that

Pc
c〈M〉−→ P′c and A

c(x)−→ A′. We have that KA′ ⊆ F(KA∪M).

We begin with the K-Set of a process, the set of all terms knownby the process that we observe
in our logic, and we show that the evolution of arbitrary processes’ K-Sets through synchronization is
monotonic: the resulting process’ knowledge will be a subset of the initial process’ knowledge, plus
any received messages. We state a similar property of our generated attacker’s K-Set. Over time, the
attacker’s K-Set captures all messages exchanged in the protocol.

Theorem 4.4 (Monotonicity of Attacker Storage) Let Pc and At be processes such that

At= Attacker(Pc, {},c), P
c〈M〉−→ P′ and At

c(x)−→ At′. We have that KAt′ = F(KAt∪M).

Our Attacker Simulation (Lemma 4.5) and Process Knowledge (Lemma 4.6) lemmas provide some
insight on the expressiveness of our attacker. Lemma 4.5 shows that a generated attacker, can obtain as
much knowledge as an arbitrary process interacting with a finite protocol. Lemma 4.6 states a similar
property, regarding the knowledge a finite protocol may obtain while interacting with our attacker.

Lemma 4.5 (Attacker Simulation) Let Pc and A be processes.
If (νn̄)(Pc | A) −→ (νn̄)(P′c | A′) and At= Attacker(Pc,S) with KA ⊆ KAt then∃At′,S′ such that

(νn̄)(Pc | At)
∗−→ (νn̄)(P′c | At′) and At′ = Attacker(P′c,S∪S′) and KA′ ⊆ KAt′ .

Lemma 4.6 (Process Knowledge)Let Pc, A be processes andφ a knowledge formula.

If (νn̄)(Pc | A)
∗−→ (νn̄)(P′c | A′) and P′c |= Kφ and At= Attacker(Pc,S) with KA ⊆ KAt then∃At′,S′ such

that (νn̄)(Pc | At)
∗−→ (νn̄)(P′c | At′) and P′c |= Kφ and At′ = Attacker(P′c,S∪S′).

Furthermore, from Lemma 4.6 follows that, in our logic, a finite protocol interacting with an arbitrary
process is indistinguishable from one interacting with ourattacker. Combining these results, we can show
that our attacker can behave as one would expect of an adversarial Dolev-Yao agent.

Theorem 4.7 (Preservation of Satisfaction)Let Pc and A be processes and A any formula. If

(νn̄)(Pc | A)
∗−→ (νn̄)(P′c | A′) and P′c |= A and At= Attacker(Pc,S) with KA ⊆ KAt then∃At′,S′ such that

(νn̄)(Pc | At)
∗−→ (νn̄)(P′c | At′) and P′c |= A and At′ = Attacker(P′c,S∪S′).

Notice that this result follows from the fact that message size for the attacker output prefix is unbounded.
Our implementation currently bounds the generated message, to ensure tractability, and thus sacrificing
completeness. However, as shown in [16], it is possible to compute a finite bound on the message size
required to find an attack. The implementation of this resultwe leave for future work. It is anyway
important to note that our method is alreadysound and completefor passive attackers, even for the case
of non finite processes (eg. we may consider any finite controlsystem, or bounded in the sense of [7]).
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parameter attacker_depth = 2;

defproc A(k) = new N in c!(enc(N,k)).c?(x).[dec(x,k)=h(N)].end!(h(N));

defproc B(k) = c?(x).(begin!(dec(x,k)) | c!(enc(h(dec(x,k)),k)));

defproc Sys = new k in (A(k) | B(k));

defproc Attacker = c?(v).c!(*).s!(v);

defproc World = (Sys | Attacker);

defprop begin = <begin!> true;

defprop end = <end!> true;

defprop corrsp = always (end => begin);

check World |= corrsp;

Processing...

* Process World satisfies the formula corrsp *

Figure 13: Checking Correspondence in a Toy Protocol
...

defproc Sys = new k in (c!(k).(A(k) | B(k)));

defproc Attacker = c?(u).c?(v).c!(*).s!(v,u);

defproc World = (Sys | Attacker);

...

check World |= corrsp;

Processing...

* Process World does not satisfy the formula corrsp *

Figure 14: Checking Correspondence in a Broken Toy Protocol

4.2 Modeling Correspondence Assertions

Correspondence assertions are a technique for verifying authentication properties in protocols [18]. The
idea is that the model of each principal in a protocol is refined with begin/end events, namedcorrespon-
dence assertions, at each stage of an authentication procedure. Authentication will be established if,
for every run of the protocol, all end events for each stage are preceded by a matching begin event. To
illustrate the idea, consider the following protocol:

A→ B : {N}k; B asserts the reception ofN
B→ A : {h(N)}k; A asserts the reception ofh(N)

PrincipalsA andB share a symmetric keyk, N is a fresh value andh is a one-way hash function. When
B receives{N}k it asserts the beginning of the run of the protocol.B sends message{h(N)}k so thatA
can verify the freshness of the run, by comparing the received value with its own hash ofN. If the test
succeeds,A asserts the reception ofh(N) and the end of the run. To check correspondence, one has to
check that every run of the protocol, in the presence of an adversary, would be such thatA’s end assertion
is always preceded byB’s begin assertion, that is,A only ends ifB was involved in the protocol.

Using our framework, we can model correspondence assertions by representing the assertion as an
output on a channel that is irrelevant to the protocol, and then observing the existence of such outputs with
our logic. For instance, our example could be modeled as donein Fig. 13 (note theattacker_depth
parameter set to 2 due to the size of the second message). We can also successfully handle the case
where we consider a faulty system that leaksk to the attacker (and thus correspondence does not hold),
as presented in Fig. 14.

5 Concluding Remarks and Related Work

In this paper we have introduced a dynamic spatial epistemiclogic for a variant of the appliedπ-calculus
aimed at reasoning about security protocols. We explore theapplication of spatial and epistemic rea-
soning to the several agents involved in a security protocol, be they principals or adversaries. In our
work, we can reason about the knowledge of the several agentsof a protocol and how it can evolve over
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time. Model-checking for the logic is shown to be decidable for an interesting class of processes and
cryptographic primitives.

Our framework allows an interesting degree of freedom in theanalyses it can perform, not only
allowing one to reason directly about knowledge of principals and attackers but also enabling reasoning
with correspondence assertions, which is an important addition to the range of available techniques.
Moreover, our internalization of attackers, which does notrequire a complete behavioral specification, is
able to accurately emulate the behavior of a Dolev-Yao attacker, enabling reasoning about the dynamics
and knowledge of such an attacker.

Finally, the decidability result for our logic allowed us toimplement a model-checking algorithm as a
proof of concept extension to the SLMC tool. The main difference between the tool and the theory is that
our attacker outputs are parametrized with a maximum message size, to bound the state space. This is the
main limitation of the current version of our tool, since it does not yet fully capture the expressiveness of
our attacker modeling, given that our results employ a more powerful version of the attacker output.

Overall, we have produced an interesting framework for protocol analysis, the first employing dy-
namic spatial logics. enabling a very natural (yet precise)way of reasoning about security protocols,
all the while allowing reasoning with previously established techniques. Note, however, that our tool is
merely a proof of concept of the developed framework, not aimed to compete with more mature tools
for protocol analysis such as Avispa [4], Scyther [9], Casper [13] or ProVerif [5]. The main point of
divergence of our approach and the ones mentioned before is that instead of mainly focusing on a set of
built-in properties, we focus on a generic property language (our logic) and explore its expressiveness.

In terms of related logics, Kremer et al. [8] have proposed anepistemic logic for the appliedπ-
calculus. However, their logic lacks the ability to reason about spatial properties, which is a key element
in allowing reasoning about individual agents. Their epistemic modalities focus solely on attacker knowl-
edge, not allowing one to state a property such as that of our introductory example where we care about
the knowledge of the attacker but also of the agents within the system.

Another closely related logic is Datta et al.’s PCL [10]. PCLis a well established protocol analysis
logic that allows one to verify properties of protocols modelled in a CCS style calculus by reasoning
about events that occur in traces of the protocol run. While we focus on the combined reasoning about
knowledge and spatial distribution of a protocol, PCL is designed to reason about the composition of
several protocols and thus its analyses are more sophisticated than ours (reasoning about invariants in the
protocol composition interleavings).

Mardare and Priami have also proposed a dynamic epistemic spatial logic [15] without the issues
of security in mind. Their logic is hence substantially different from ours, interpreting knowledge as
the possibility of observing actions of other processes andnot as the ability to know some piece of
information. Being based on CCS, such an approach is not suitable for reasoning about the flow of
messages within a system, which is one of our main goals.

For future work we wish to further study the problem of attacker representations, aiming at an ex-
pressiveness result along the lines of Theorem 4.6 that doesnot require the attacker to be able to produce
a message of an arbitrary size (this should follow from the result of [16]). This result will be key in
removing the previously discussed limitation of our tool.
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Non-interference, in transitive or intransitive form, is defined here over unbounded (Place/Transition)
Petri nets. The definitions are adaptations of similar, well-accepted definitions introduced earlier
in the framework of labelled transition systems [4, 5, 8]. The interpretation of intransitive non-
interference which we propose for Petri nets is as follows. APetri net represents the composition of
a controlled and a controller systems, possibly sharing places and transitions. Low transitions repre-
sent local actions of the controlled system, high transitions represent local decisions of the controller,
and downgrading transitions represent synchronized actions of both components. Intransitive non-
interference means the impossibility for the controlled system to follow any local strategy that would
force or dodge synchronized actions depending upon the decisions taken by the controller after the
last synchronized action. The fact that both language equivalence and bisimulation equivalence are
undecidable for unbounded labelled Petri nets might be seenas an indication that non-interference
properties based on these equivalences cannot be decided. We prove the opposite, providing results
of decidability of non-interference over a representativeclass of infinite state systems.

1 Introduction

Non-interference has been defined in the literature as an extensional property based on some observa-
tional semantics: the high partH (i.e., the secret part) of a system does not interfere with the low part
L (i.e., the public part) if whatever is done inH producesno visible effecton L. The original notion of
non-interference in [6] was defined, using language equivalence, for deterministic automata with outputs.
Generalized notions of non-interference were then designed to include (nondeterministic) labelled transi-
tion systems and finer notions of observational semantics such as bisimulation (see, e.g., [4,5,13,19–21]).
Recently, the problem of defining suitable non-interference properties has been attacked also in the clas-
sical model of elementary Petri nets, a special class of Petri nets where places can contain at most one
token [1,2]. When it is necessary to declassify information(e.g., when a secret plan has to be made public
for realization), the two-level approach (secret/public –H/L) is usually extended with one intermediate
level of downgrading (D), so that the high actions that have been performed prior to adeclassifying
action are made public by this declassifying action. This security policy is known under the name of
intransitivenoninterference [18] (INI for short) because the information flow relation is considered not
transitive: even if information flows fromH to D and fromD to L are allowed, direct flows fromH to L
are forbidden. In [8] intransitive non-interference has been defined for elementary net systems.

The technical goal of this paper is to show the decidability of intransitive non-interference in the
extended framework of unbounded (Place/Transition) Petrinets, and this for both definitions based al-
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ternatively on language equivalence or on weak bisimulation equivalence. As both equivalences are
undecidable for unbounded labelled Petri nets [9] [11], thedecidability of intransitive non-interference
is not a trivial result. This is however not the first result ofthis type for infinite-state systems. It was
actually shown in [3] that Strong Low Bisimulation and Strong Security which is based on the latter
equivalence can be decided forParallel While Programsdefined over expressions from decidable first
order theories. Decidability is also established in [3] forStrong Dynamic Security that takes both down-
grading and upgrading into account. In that work, decidability comes for a large part from the property of
Strong Low Bisimulation to envisage implicitly through itsrecursive definition all possible modifications
of the dynamic store by a concurrent context (without any effective definition). In our work, decidability
comes also for a large part from the fact that our basic security properties areNDC (NonDeducibility on
Composition) and its bisimulation versionBNDC [4, 5], hence we envisage implicitly arbitrary concur-
rent contexts defined by Petri nets with high-level transitions. Now, the results presented in [3] concern
language based security whereas our results concern discrete event systems security. As a matter of fact,
both settings do not compare: on the one hand, owing to the impossibility of testing places for zero, un-
bounded Place/Transition nets have less computing power than Parallel Write Programs, but on the other
hand they havelabeledtransition semantics whereas Parallel Write Programs haveunlabeledtransition
semantics.

Let us now explain the meaning of non-interference in the context of systems and control. In the
Ramadge and Wonham approach to supervisory control for safety properties of discrete event systems
[16, 17], one considers closed loop systems made of a plant (the system under control) and a controller
that may share actions but have disjoint sets of local states. Synchronization on shared actions allows
the controller to observe the plant and to disable selected actions of the plant. Actions of the plant may
be invisible to the controller, but all actions of the controller are shared with the plant and synchronized.
Moreover controllers are deterministic, hence the currentstate of the controller may be inferred from the
past behaviour of the plant. In the present paper, the closedsystem made of the plant and the controller is
modelled by an unbounded Petri net with three levels of transitionsL, D andH. A place may count e.g. an
unbounded number of clients or goods. Transitions inL represent actions of the plant alone. Transitions
in D represent synchronized actions of the plant and the controller. Transitions inH represent actions
of the controller alone. Here the controller can check and modify proactively the global state to orient
runs towards reaching some set of states or to maximize some profit. Intransitive non-interference means
the impossibility for the controlled system, seen as the adversary of the controller, to win by forcing
or dodging synchronized actions that depend upon the decisions taken by the controller after the last
synchronized action. An example is given in Section 4.

We are mainly interested in intransitive non-interference. Nevertheless, in a large part of the paper,
we shall focus on classical non-interference, in order to establish first the technical results in a simpler
framework. In Section 2 we recall the basics of labeled transition systems and Petri nets. Section 3
presents the definitions of classical non-interference notions for PT-nets, and proves that both language
equivalence and weak bisimulation equivalence based notions of classical non-interference are decid-
able. Section 4 presents the definition of intransitive non-interference for PT-nets, introduces examples
showing the practical significance of this notion in the context of discrete event systems, and provides
decidability results extending the results of Section 3. Section 5 reports some conclusive remarks. A
short appendix recalls some results on Petri nets and semi-linear sets used in our proofs.
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2 Background

2.1 Transition systems and bisimulations

Definition 2.1 (LTS). A labeled transition systemover a set oflabelsΣ is a tupleT = (Q,T,q0) where
Q is a set ofstates, q0 ∈ Q is the initial state, and T⊆ Q×Σ×Q is a set oflabeled transitions. An LTS
is said to bedeterministicif (q,σ ,q′) ∈ T and(q,σ ,q′′) ∈ T entail q′ = q′′.

Definition 2.2 (LTS under partial observation). A partially observed LTS is an LTST = (Q,T,q0) over
a set of labelsΣ which is partitioned intoobservablelabelsσ ∈ Σo (for convenience, we assume that
ε /∈ Σo) andunobservablelabelsτ ∈ Σuo. In a partially observed LTS, q→∗ q′ denotes the least binary
relation on states such that q→∗ q for all q∈ Q, q→∗ q′ for all (q,τ ,q′) ∈ T with τ ∈ Σuo, and q→∗ q′

whenever q→∗ q′′ and q′′ →∗ q′ for some q′′.

Definition 2.3 (Language equivalence). Thelanguageof a partially observed LTS is the set of all finite
wordsσ1σ2 . . .σn (includingε which corresponds to n= 0) such that q0 →∗ q1

σ1−→ q′1 →∗ q2
σ2−→ q′2 . . .→∗

qn
σn−→ q′n for some adequate sequence of states qi and q′i . Two partially observed LTS’sT andT ′ are

language equivalent(in notation,T ∼ T ′) if they have the same language.

Definition 2.4 (Weak simulation). Given a set of labelsΣ = Σo∪Σuo and two partially observed LTS’s
T andT ′ over Σ, T is weakly simulatedby T ′ (or T ′ weakly simulatesT ) if there exists a binary
relation R⊆ Q×Q′, called aweak simulation, such that(q0,q′0) ∈ R and the following requirements are
satisfied for all(q1,q′1) ∈ R, and for allσ ∈ Σo andτ ∈ Σuo:

• if q1
σ−→ q2 then(∃q′2) : (q2,q′2) ∈ R and q′1 →∗ q′′1

σ−→q′′2 →∗ q′2,

• if (q1,τ ,q2) ∈ T then(∃q′2) : (q2,q′2) ∈ R and q′1 →∗ q′2.

If T is simulated byT ′, then the language ofT is included in the language ofT ′.

Definition 2.5 (Weak bisimilarity). Given a set of labelsΣ = Σo ∪ Σuo, two partially observed LTS’s
T = (Q,T,q0) andT ′ = (Q′,T ′,q′0) over Σ are weakly bisimilar(in notation,T ≈ T ′) if and only if
there exists some binary relation R⊆ Q×Q′, called aweak bisimulation, such that(q0,q′0) ∈ R and both
R and R−1 are weak simulations.

If T andT ′ are weakly bisimilar, then they are language equivalent.

2.2 Place/Transition Petri nets

In order to keep the presentation concise, we omit here the basic definition of Petri nets which may be
found in an appendix together with some classical decidability results.

Definition 2.6 (PT-net system). A PT-net systemN = (P,T,F,M0) is a PT-net with aninitial marking
M0. The reachability setRS(N ) of N is the set of all markings that may be reached from M0 by
sequences of transitions of the net. Thereachability graphRG(N ) of N is the LTS with the set of states
[M0〉 and the initial state M0, where[M0〉= RS(N ) and there is a transition from M to M′ labeled with
t iff M [t〉M′. GivenN = (P,T,F,M0), theunderlying netis U (N ) = (P,T,F). For convenience, we
write N = (U (N ),M0).

Definition 2.7 (Composition of net systems). Given two PT-net systemsN1 = (P1,T1,F1,M1,0) andN2 =
(P2,T2,F2,M2,0) such that P1∩P2 = /0, their compositionN1 |N2 is the PT-net system(P,T,F,M0) where
P is the union of P1 and P2, T is the union of T1 and T2, and F and M0 are the unions of the maps Fi and
Mi,0 respectively, for i= 1,2. Also letU (N1) |U (N2) = U (N1 |N2).
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Note that synchronisation occurs over those transitions that are shared by the two nets, that is, for a
transitiont that occurs both inT1 andT2, we have that, e.g.,F(p, t) = F1(p, t) if p∈ P1, F(p, t) = F2(p, t)
otherwise.

Definition 2.8 (Restriction of a net system). Given a PT-net systemN = (P,T,F,M0) and a subset of
transitions T′ ⊆ T, let N \T ′ = (P,T \T ′,F ′,M0) where F′ is the induced restriction of F on T\T ′.
Also letU (N )\T ′ = (P,T \T ′,F ′).

Definition 2.9 (Labeled net system). A labeled net system(N ,λ ) is a PT-net systemN = (P,T,F,M0)
with a transition labelling mapλ : T → Σo∪{ε} (the subscript o inΣo means an alphabet of observa-
tions). Thelabeled reachability graphof (N ,λ ) is the partially observed LTS overΣ = Σo∪{ε} which
derives from RG(N ) by replacing each transition M[t〉M′ with a corresponding transition(M,λ (t),M′).

Definition 2.10 (Weak simulation). Given two labeled net systems(N ,λ ) and(N ′,λ ′) over the same
set of labelsΣo, (N ,λ ) is weakly simulated by(N ′,λ ′) if the labeled reachability graph ofN is weakly
simulated by the labeled reachability graph ofN ′.

Definition 2.11 (Equivalences of labeled net systems). Two labeled net systems(N ,λ ) and (N ′,λ ′)
over the same set of labelsΣo are:

• language equivalent(in notation, (N ,λ ) ∼ (N ′,λ ′) or for short N ∼ N ′ when the labelling
maps are clear from the context) if their labeled reachability graphs are language equivalent;

• weakly bisimilar(in notation,(N ,λ )≈ (N ′,λ ′) or for shortN ≈ N ′ when the labelling maps
are clear from the context) if their labeled reachability graphs are weakly bisimilar.

A weak bisimulation between the labeled reachability graphs of two labeled net systems is called a weak
bisimulation between them.

A particular case is withpartially observed net systems, i.e. whenΣo = To ⊆ T, λ (t) = t for t ∈ To,
and λ (t) = ε for t ∈ T \ To. For partially observed net systems,(N ,λ ) ∼ (N ′,λ ′) if and only if
the reachability graphs ofN andN ′, considered as partially observed LTS’s withΣuo = T \To, are
language equivalent in the sense of Definition 2.3. In the same conditions,(N ,λ ) ≈ (N ′,λ ′) if and
only if RG(N )≈ RG(N ′) in the sense of Definition 2.5.

Proposition 2.12. If λ is the identity,(N ,λ )≈ (N ′,λ ) iff (N ,λ )∼ (N ′,λ )

3 Classical non-interference in PT-nets

In this section, we focus on systems that can perform two kinds of actions: high-level actions, represent-
ing the interaction of the system with high-level users, andlow-level actions, representing the interaction
of the system with low-level users. The system has the property of non-interference if the interplay be-
tween its low-level part and high-level part cannot affect the low level user’s view of the system, even
assuming that the low-level user knows the structure of the system. As already said in the introduc-
tion, the goal of this section is to provide the technical basis that we need for showing subsequently
the decidability of intransitive non-interference for PT-nets, which we feel has more direct interest for
applications in the context of discrete event systems. We must therefore postpone the presentation of
motivating examples.

Definition 3.1 (Two-level net system). A two-level PT-net system is a PT-net systemN = (P,T,F,M0)
whose set of transitions T is partitioned intolow level transitions l∈ L andhigh leveltransitions h∈ H,
such that T= L∪H and L∩H = /0. A net systemN is ahigh-level net systemif all transitions in T are
high-level transitions. It is alow-level net systemif all transitions in T are low-level transitions.
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Henceforth,two-level net systems are considered as partially observednet systemswhere the tran-
sitions in L are observable while the transitions inH are unobservable (Σo = L and Σuo = H). This
interpretation applies to all instances of the relationsN ∼ N ′ or N ≈ N ′ between two-level net sys-
tems. We denote byL (N ) the language of a two-level net systemN , that is to say, the set of images
λ (t1t2 . . . tn) of sequences of transitionsM0[t1t2 . . . tn〉M under the labelling mapλ (t) = t for t ∈ L and
λ (t) = ε for t ∈ H.

Definition 3.2 (NDC-BNDC). A two-level net systemN has the property NDC (Non-Deducibility on
Compositions), resp. BNDC (Bisimulation-Based Non-Deducibility on Compositions), if for any high-
level net systemN ′ with a set of transitions H′ not intersecting L, the two-level net systemsN \H and
(N |N ′)\ (H \H ′) are language equivalent, resp. weakly bisimilar.

The definitions of NDC and BNDC are very strong, and their verification is indeed quite demanding:
infinitely many equivalence checks are required, one for each choice of a high-level net systemN ′.
Moreover, each equivalence check may be a problem, as both language equivalence and bisimulation
equivalence are undecidable over unbounded labeled PT-nets and likewise over unbounded partially ob-
served PT-nets [9,11]. We shall discuss about the strength of these notions in section 4. For the moment,
what we need is an alternative characterization of these properties, more amenable for an algorithmic
treatment in view of showing decidability.

3.1 Deciding on NDC

In this section, we show thatN enjoys NDC if and only ifN andN \H are language equivalent.

Proposition 3.3. For any high-level net systemN ′ with set of transitions H′ not intersecting L,N \H is
weakly simulated by(N |N ′)\(H \H ′) which in turn is weakly simulated byN (where all net systems
under consideration have the same set of observable transitionsΣo = L).

Proof. Any transition fromL has similar place neighbourhoods inN \H, (N |N ′)\ (H \H ′) andN ,
and the transitions fromL andH ′ have disjoint place neighbourhoods in(N |N ′)\ (H \H ′).

Proposition 3.4. N has the property NDC iffN ∼ N \H. Moreover, this property can be decided.

Proof. By definition, N has the property NDC iff, for any high-level net systemN ′ with a set of
transitionsH ′ not intersectingL, the two-level net systemsN \H and(N |N ′)\ (H \H ′) are language
equivalent. Now, the chain of inclusion relationsL (N \H) ⊆ L ((N |N ′) \ (H \H ′)) ⊆ L (N )
holds for Proposition 3.3. Both bounds are reached for some net systemN ′; indeed, the lower bound
is reached whenN ′ has no place andH ′ = /0, and the upper bound is reached whenN ′ has no place
andH ′ = H. SupposeN has the property NDC, thenL (N \H) = L ((N |N ′)\(H \H ′)) = L (N )
for N ′ realizing the upper bound. Conversely, suppose thatL (N \H) = L (N ), then necessarily
L (N \H) = L ((N |N ′) \ (H \H ′)). Hence, the first claim in the proposition has been established.
As all transitions are observable in the net systemN \H, the languageL (N \H) is a free Petri net
language. By E. Pelz’s theorem and corollary (Theorem 6.4 inthe appendix), one can decide whether
L (N )⊆ L (N \H), and hence whether the two languages are equal.

Example 3.5. The net systemN1 of Figure 1(a) is insecure, asN1 can perform the low transition l at
some stage, whileN1\H cannot. On the contrary, the net systemN2 in Figure 1(b) enjoys NDC.
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Figure 1: Two simple two-level net systems
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Figure 2: An infinite-state net system (l.h.s.) and its labeled reachability graph (r.h.s.)

Example 3.6.Consider the disconnected net systemN in Figure 2 (l.h.s.). Intuitively, we expect that this
system is secure because the high part of the net (the left part) and the low part of the net (the right part)
are disconnected and so it appears that no interference is possible. In view of Definition 3.2, it seems
however difficult to verify this property by direct inspection of the infinite labeled reachability graph of
N shown in Figure 2 (r.h.s.). With the help of Proposition 3.4,this verification becomes straightforward:
the transition system that generates the languageL (N \H), which corresponds with the left column
of the picture, and the deterministic transition system that generates the languageL (N ) (obtained by
replacing all labels hi by ε and then applying the usual subset construction) are indeedidentical.

3.2 Reducing BNDC to SBNDC

For BNDC, things are a bit more complex, although we have the following property.

Lemma 3.7. If N has the property BNDC, thenN ≈ N \H.

Proof. Let N ′ be the high-level net system with no place and with the set of transitionsH ′ = H, then
the reachability graphs ofN and(N |N ′)\ (H \H ′) are isomorphic, hence they are weakly bisimilar,
that isN ≈ (N |N ′) \ (H \H ′). If N has the property BNDC, thenN \H ≈ (N |N ′) \ (H \H ′),
and the lemma follows since≈ is an equivalence.

Example 3.8. Consider the net systemN in Figure 3. N is NDC becauseN ∼ N \H. However,
N is not BNDC becauseN 6≈ N \H. Indeed, this net is insecure: a low-level user who is unable to
perform transition l can deduce from this failure that the high-level transition h has been performed.

In the rest of the section, we show thatN enjoys BNDC if and only if it enjoys the property SBNDC
defined below.

Definition 3.9 (SBNDC). A two-level net systemN has the property SBNDC (Bisimulation-Based
Strong Non-Deducibility on Compositions) if, for any reachable marking M1 of N = (N,M0) and for
any high-level transition h∈ H, M1[h〉M2 entails that(N\H,M1) and(N\H,M2) are weakly bisimilar.
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h l

Figure 3: A simple two-level net system

Note that, in view of Proposition 2.12, the relation betweenM1 andM2 required in Definition 3.9
may be equivalently expressed asL (N \H,M1) = L (N \H,M2).

Definition 3.10. Let R⊆ RS(N \H)×RS(N ) be the binary relation on markings which is generated
from the axiom M0RM0 by the following two inference rules where h∈ H and l∈ L:

• M1RM2 and M1 = M′
1 and M2[h〉M′

2 entail M′
1RM′

2

• M1RM2 and M1[l〉M′
1 and M2[l〉M′

2 entail M′
1RM′

2

Paraphrasing the definition,MRM′ if and only if there existw ∈ L∗ and w′ ∈ (L∪H)∗ such that
M0[w〉M, M0[w′〉M′, andw is the projection ofw′ on L∗. In the specific case whereN is BNDC,R is a
weak bisimulation betweenN \H andN , and it is indeed theleastweak bisimulation between them.

Lemma 3.11.LetN =(N,M0) be a net system with the BNDC property and let M1 and M2 be reachable
markings ofN \H andN , respectively. If M1RM2, thenL (N\H,M1) = L (N\H,M2).

Proof. As M1RM2, there existw ∈ L∗ andw′ ∈ (L∪H)∗ such thatM0[w〉M1, M0[w′〉M2, andw is the
projection ofw′ on L∗. Let k = |w′| − |w| be the difference of length betweenw′ and w. Consider
the high-level net systemK = (K,Mk) whereK is a net with a unique placepk, the set of transitions
H, and flow relationsF(pk,h) = 1 andF(h, pk) = 0 for every transitionh, and whereMk(pk) = k.
Let M′

0 and M′
2 be the markings ofN′ = U (N |K ), extendingM0 and M2, respectively, such that

M′
0(pk) = k andM′

2(pk) = 0. By construction,M′
0[w

′〉M′
2 in N |K . As N has the property BNDC

andK is a high-level net system,N \H ≈ (N |K ) \ (H \H) = N |K . As all transitions ofN \H
are observable andw is the observable projection ofw′, M1 andM′

2 are two weakly bisimilar markings
of N \H andN |K , henceL (N \H,M1) = L (N|K,M′

2). As M′
2(pk) = 0, no transition inH can

occur in any sequence fired fromM′
2 in N|K, and thereforeL (N|K,M′

2) = L (N \H,M2). Altogether,
L (N\H,M1) = L (N\H,M2).

Proposition 3.12. N = (N,M0) has the property BNDCiff for all reachable markings M1 and M2 of
N\H and N, respectively, M1RM2 entailsL (N\H,M1) = L (N\H,M2).

Proof. The direct implication has already been established. To show the converse implication, consider
any high-level net systemN ′ with set of transitionsH ′ not intersectingL. Let B be the relation between
the reachable markings ofN \H and (N |N ′) \ (H \H ′) defined as follows. Let(M2|M′

2) denote
the marking of(N |N ′) that projects on the markingsM2 andM′

2 of N andN ′, respectively. Then,
let M1B(M2|M′

2) iff M1RM2. Assume thatM1RM2 entailsL (N \H,M1) = L (N \H,M2). We will
show thatB is a weak bisimulation betweenN \H and(N |N ′) \ (H \H ′), entailing thatN has the
property BNDC. AsM1RM2 for M1 = M0 andM2 = M0, the relationB holds between the initial states
of the two net systems. Now consider any occurrenceM1B(M2|M′

2) of the relationB, henceM1RM2 (by
construction ofB).

• Let M1[l〉M̃1 for l ∈ L. As M1RM2 entailsL (N \H,M1) = L (N \H,M2), necessarily,M2[l〉M̃2

for some markingM̃2, and then by definition ofR, M̃1RM̃2. Thus, (M2|M′
2)[l〉(M̃2|M′

2) with
M̃1B(M̃2|M′

2).
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• Let (M2|M′
2)[l〉(M̃2|M′

2) for l ∈ L. As M1RM2 entailsL (N\H,M1) = L (N\H,M2), necessarily
M1[l〉M̃1 for some marking̃M1 such that̃M1RM̃2, henceM1B(M̃2|M′

2) by definition ofB.

• Let (M2|M′
2)[h〉(M̃2|M′′

2) for h ∈ H, then certainlyM2[h〉M̃2 in N . SupposeM1[h〉M2, then we
have alsoM1RM̃2 by definition ofR, henceM1B(M̃2|M′′

2) by definition ofB.

Summing up,B is a weak bisimulation andN has the property BNDC.

Proposition 3.13. N has the property SBNDC iff for any reachable marking M1 of N = (N,M0) and
for any high-level transition h∈ H, M1[h〉M2 entails thatL (N \H,M1) = L (N \H,M2).

Proof. As for N \H the labelling is the identityλ (l) = l , the thesis follows by Proposition 2.12.

Theorem 3.14.N has the property BNDCiff it has the property SBNDC.

Proof. Suppose thatN has the property BNDC. Then , by Lemma 3.7,N ≈ N \H, henceL (N ) =
L (N \H). Let M0[s〉M1 in N , then necessarily,M0[s′〉M′

1 in N \H for s′ defined as the observable
projection ofs. ThusM′

1RM1 by definition ofR. AsM1[h〉M2, we have alsoM′
1RM2. By Proposition 3.12,

L (N \H,M1) = L (N \H,M′
1) = L (N \H,M2), henceN has the property SBNDC.

Now assume thatN has the property SBNDC. By Proposition 3.12, in order to prove thatN has
the property BNDC, it suffices to show thatM1RM2 entailsL (N \H,M1) = L (N \H,M2) for all
reachable markingsM1 andM2 of N \H andN , respectively. LetM1 andM2 be two such markings
and assume thatM1RM2. In view of Definition 3.10, this relation has been derived from the axiomMRM
using the two inference rules (where we have exchanged theMi and theM′

i from Definition 3.10):

• M′
1RM′

2 andM′
1 = M1 andM′

2[h〉M2 entailM1RM2

• M′
1RM′

2 andM′
1[l〉M1 andM′

2[l〉M2 entailM1RM2

If M1 = M2, then there is nothing to prove. In the converse case, one canassume by induction on the
derivation ofM1RM2 thatL (N \H,M′

1) = L (N \H,M′
2). The desired conclusion follows then from

Definition 3.9 for the first rule, and from the definition ofR and the injective labelling of nets for the
second rule.

Despite the fact that SBNDC requires infinitely many equivalence checks, one for each reachable
marking enabling a high-level transition, it (and hence also BNDC) can be decided, as will be seen in the
next section.

3.3 Deciding SBNDC

In this section, we reduce SBNDC to the conjunction, for all high-level transitionsh and for all low-level
transitionsl , of a predicateP(h, l) meaning that the enabling or disabling ofl in the net after a sequence
of low transitionss∈ L∗ gives no indication on whetherh has been fired immediately befores.

Definition 3.15. Given a two-level net systemN and two transitions h∈H and l∈ L, we say that P(h, l)
holds iff for any words s∈ L∗ and w∈ (L∪H)∗, if M0[w〉M1, M1[h〉M2, M1[s〉M3, and M2[s〉M4, then
M3[l〉 iff M4[l〉.

Figure 4 shows a situation whereP(h, l) is not satisfied, becausel is enabled atM4 but not atM3.
This corresponds roughly tocausal information flow[2] from h to l . The other situation in whichP(h, l)
is not satisfied is the symmetric one, whenl is enabled atM3 but disabled atM4; this roughly corresponds
to conflict information flow[2] from h to l .
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M0 M1

M2

M3

M4

h
w∈ (L∪H)∗ s∈ L∗

s∈ L∗

l

l

Figure 4: Illustration of PropertyP(h, l)

Proposition 3.16. N has the property SBNDCiff P(h, l) holds for any high-level action h∈ H and for
any low-level action l∈ L.

Proof. This is a direct consequence of Proposition 3.13. Indeed,M1[h〉M2 andP(h, l) for all l entail
L (N \H,M1) = L (N \H,M2), and conversely,L (N \H,M1) = L (N \H,M2) for all transitions
M1[h〉M2 entailP(h, l) for all l .

We will now show thatP(h, l) is a decidable property, entailing that one can decide whether a given
net systemN has the property SBNDC (because in a finite net, there are finitely many pairs(h, l)).

Proposition 3.17. P(h, l) is a decidable property.

Proof. Let a netN with initial markingM0 and two fixed transitionsh∈ H andl ∈ L be given. LetN1

be an exact copy ofN , with place setP1, except that it also contains another ‘local’ copyl ′1 of transition
l . Let N2 be another exact copy ofN , with place setP2 (disjoint fromP1), except that it also contains
a local copyl ′2 of transitionl and a local copyh′ of transitionh. Let N ′ be defined asN1|N2 plus two
further placesx andy and the following extension ofF ′:

(a) x is connected to all transitions inH by a side-condition loop.

(b) F ′(x,h′) = 1, F ′(h′,y) = 1, F ′(y, l ′1) = 1 andF ′(y, l ′2) = 1.

Finally, let x be initially marked with 1 token andy with 0 tokens. The idea is thatN ′ contains two
components, one simulating the path fromM0 to M3 in Figure 4, and another one simulating the path
from M0 to M4, if such paths exist.

It is claimed thatP(h, l) holds true inN if and only if in the netN ′ so constructed, it isnotpossible
to reach a markingM′ such that

(M′[l ′1〉∧¬M′[l ′2〉)∨ (¬M′[l ′1〉∧M′[l ′2〉). (1)

To see (⇒), suppose thatM′
0[v〉M′ whereM′

0 is the initial marking ofN ′ defined above, and whereM′

satisfies (1). By (b) and becauseM′ enables eitherl ′1 or l ′2, h′ occurs exactly once inv, and neitherl ′1 nor
l ′2 occur inv. Hencev can be split asM′

0[v1h′v2〉M′ such thatv1 andv2 contain only transitions ofH ∪L.
By (a),v2 contains only transitions fromL. Becauseh′ does not change the tokens on place setP1, v1v2 is
an execution sequence ofN1, whenceM0[v1v2〉 in N . Becauseh′ acts onP2 exactly ash does,v1hv2 is
an execution sequence ofN2, whenceM0[v1hv2〉 in N . Becausel ′1 andl ′2 act onP1 andP2, respectively,
as doesl , M′

0[v1h′v2l ′1〉 in N ′ iff M0[v1v2l〉 in N andM′
0[v1h′v2l ′2〉 in N ′ iff M0[v1hv2l〉 in N . Because

M′ satisfies (1), this means thatP(h, l) is false inN . More precisely, referring to Definition 3.15, putting
w= v1 ands= v2 yieldsM0[ws〉M3 andM0[whs〉M4 with ¬(M3[l〉 ⇔ M4[l〉) in N .
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This argument can easily be reversed in order to prove (⇐).
The proof is finished because by Corollary 6.8, it is decidable whether or not a marking satisfying

(1) is reachable inN ′.

Corollary 3.18. SBNDC is decidable for finite PT-nets.

Corollary 3.19. BNDC is decidable for finite PT-nets.

Figures 5 and 6 show an example for the construction in the preceding proof. In Figure 5, which
depicts the netN with H = {h} andL = {k, l} on its left-hand side, we have

M0[k〉M3 with ¬M3[l〉 andM0[hk〉M4 with M4[l〉,

that is,P(h, l) is violated inN . In Figure 6, which depicts the netN ′ resulting from the construction in
the proof, we have

M′
0[h

′k〉M′ with ¬M′[l ′1〉 andM′[l ′2〉,

that is, we find a reachable markingM′ satisfying (1).

p

q

r

h

k

l

M0=M1

M2

M3

M4

h
k

k

l

l

Figure 5: A systemN violating P(h, l)
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q2

q1

r2

r1

x

y

h′

h

k

l ′1 l l ′2

P1 = {p1,q1, r1}
P2 = {p2,q2, r2}

Figure 6: A systemN ′ satisfying (1) for someM′
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4 Intransitive non-interference

We enter now a less technical part of the paper, where we try toshow how the decision results established
in Section 3 may be applied to check quality of control in the framework of discrete event systems. As it
would be difficult to present applications to real systems, we shall consider toy examples which we hope
will at least make the intuitions clear.

h1

h2

h3

l1

l2

l3

d1

d2d3

2

Figure 7: A three-level net system

Our first example is the net system shown in Figure 7. This net is composed of two directed rings
interconnected by bidirectional arcs plus a sink place (in the center) fed by three transitions connected to
both rings. Each arc from a placep to a transitiont means a flowF(p, t) = 1. Each arc from a transitiont
to a placep means a flowF(t, p) = 1, except for the arc froml1 labeled with 2, meaning thatF(l1, p) = 2
for the target placep. The internal ring formed with the low-level transitionsl1, l2, l3 represents a flock
of prey that travel clockwise from place to place, and split each time they go throughl1. The external
ring formed with the high-level transitionsh1,h2,h3 represents an observer that also travels clockwise
and watches the prey but moves only if some prey has been detected in the location currently observed.
The three (downgrading) transitionsd1,d2,d3 represent the actions of a predator that receives delayed
notification of the presence of prey from the observer, and therefore anticipates their possible moves
by one position. The objective of the observer and predator is of course to catch prey. The transitions
l1, l2, l3 are scheduled by a guardian that pursues the opposite objective. Whenever a prey is caught,
this has direct effect on the set of the possible schedules in{l1, l2, l3}∗, hence there exist interferences
betweend1,d2,d3 andl1, l2, l3. If the set of possible schedules in{l1, l2, l3}∗ was directly affected by the
transitions inh1,h2,h3, the guardian could glean information on the position of theobserver and therefore
drive the prey to safe locations. This is actually not the case, because the high-level transitions do not
affect the contents of the places connected to the low-leveltransitions. The fact that eachdi transition
reveals that the last transition of the observer was the correspondinghi makes no problem since the prey
has already been caught. This is the essence of downgrading transitions and intransitive non-interference
in PT-nets, whose definitions follow.

Definition 4.1 (Three-level net system). A three-levelPT-net system is a PT-net systemN = (P,T,F,M0)
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whose set T of transitions is partitioned intolow level transitions l∈ L, downgradingtransitions d∈ D,
andhigh leveltransitions h∈ H, such that T= L∪D∪H and the sets L,D and H do not intersect.

The low-level transitions are supposed to be observed by thelow user, while the high-level transi-
tions cannot be observed and should hopefully be keptsecret, i.e. they should not be revealed to the
low user by the observation of the firing sequences in which they occur. The downgrading transitions
may be observed by the low user, but when such a transition occurs, the requirement that all high-level
transitions that possibly occurred before should be kept secret is cancelled. This is a strong form of
declassification, but we do not know at present about the decidability of INI or BINI for more flexible
forms of declassification, where each transitiond ∈ D would declassify a corresponding subsetHd of H
(Lemma 4.3, which is crucial to our proofs, does not apply in such a case).

Definition 4.2 (INI-BINI) . A three-level net system(N,M0) has the property INI (Intransitive Non-
Interference), resp. BINI (Bisimulation-Based Intransitive Non-Interference) iff the two-level net system
(N\D,M) has the property NDC, resp. BNDC, for M= M0 and for any marking M such that M0[υd〉M
in N for some sequenceυ ∈ T∗ and for some downgrading transition d∈ D.

The intuition under Definition 4.2 is as follows. Thesecretto be covered is that some high-level
transitionh has occurredafter the last downgrading transition d, if any such transition was ever fired in
N . Whenever some downgrading transitiond is fired, the current secret is deemed obsolete (the high-
level transitions that may have occurred before may be revealed by the downgrading transition itself or
by subsequent low-level transitions), and a new secret (namely, that some high-level transition may have
occurred after the new downgrading transition) is decreed.Thus, INI (resp. BINI) is just a clocked
version of NDC (resp. BNDC), where the ticks of the clock are the downgrading transitions. INI/BINI
are weakenings of NDC/BNDC but they are still very strong security properties. We feel that such strong
properties are really needed in the general context of games, including discrete event systems control as a
particular case, whereanypiece of information leaked about the strategy of a player toreach its objective
can be used by the adversary to the opposite goal.

l2 l1

h1 h2

d2

d1

Figure 8: Another three-level net system

In order to illustrate better non-interference in unbounded PT-nets, we would like to present a second
example in which the high-level transitions do modify the (contents of the) input places of the low-level
transitions. Consider the net system shown in Figure 8. The low-level transitionl1 is always enabled and
it represents the arrival of goods in a shop. The low-level transition l2 represents a sale operation and
it can only be performed when the shop is open, which is indicated by the presence of one token in the
leftmost place. The downgrading transitionsd1 (closing the shop) andd2 (opening the shop) are operated
by a guard whose friend takes one article from the shop after closing time (high-level transitionh1) and
brings it back before opening (high-level transitionh2). It is easily seen that the two high-level transitions
form a T-invariant and thatl2 cannot be fired betweenh1 andh2 because the shop is closed during this
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period. However, in principle, the guard’s friend might grab the key of the shop (h1) immediately after
each release (byh2), and this would impact the low view of the system since the transitionl2 could then
stay blocked forever (blocking may be perceived in weak-bisimulation based semantics). Our definition
of BINI does not take this pathologic behaviour into account. Intuitively, Definition 4.2 means that high-
level transitions are transparent to the low-level user (that is to say, to the controlled system) unless they
cause a starvation of the downgrading transitions (that is to say, of the controller). Therefore, the net
system of Figure 8 is secure w.r.t. BINI.

In the rest of the section, we show that both properties INI and BINI can be decided for unbounded
PT-nets.N = (N,M0) denotes always a three-level net system whereN = (P,T,F) andT is partitioned
into low-level transitionsl ∈ L, high-level transitionsh∈ H, and downgrading transitionsd ∈ D.

Lemma 4.3. (N,M0) has the property INI iff(N \D,M) ∼ (N \ (H ∪D),M) for M = M0 and for any
marking M such that M0[υd〉M (in N) with υ ∈ T∗ and d∈ D.

Proof. This is a direct application of Proposition 3.4.

Proposition 4.4. One can decide whether(N,M0) has the property INI.

Proof. First, it can be checked whether(N\D,M0)∼ (N\(H∪D),M0), because all transitions of the net
system(N \ (H ∪D),M0) are observable. As a matter of fact,L ((N\ (H ∪D),M0)) is always included
in L ((N \D,M0)), and by E. Pelz’s theorem and corollary (Theorem 6.4 in the appendix), the reverse
inclusion can be decided sinceL ((N \ (H ∪D),M0)) is a free PT-net language.

Now fix some downgrading transitiond ∈ D. Let Nd be the net system (with underlying netNd)
constructed as follows.

• Nd has all places ofN plus two placespd andp′d (the complement ofpd). The initial markingM0d

of Nd extendsM0 by setting one token inpd and leavingp′d empty.

• Nd has all transitionst of N with flow relations extended byF(pd, t) = 1 andF(t, pd) = 1.

• Nd has a new transitiond′ with the same flow relations asd except thatF(d′, pd)= 0 andF(d′, p′d)=
1 (whereasF(d, pd) = 1 andF(d, p′d) = 0).

• Nd has a fresh copyt ′ of each transitiont ∈ L∪H, with the same flow relations ast except that
F(p′d, t

′) = 1 andF(t ′, p′d) = 1 (whereasF(pd, t) = 1 andF(t, pd) = 1).

• all transitions ofNd, includingH andD, are low-level transitions except forH ′ = {t ′ | t ∈ H}.

We claim that(N \D,M) ∼ (N \H ∪D,M) for anyM such thatM0[υd〉M in N for the fixedd ∈ D and
for someυ ∈ T∗ iff Nd ∼ Nd \H ′ (the proof of this claim, easy but a bit lengthy, is given in the annex,
see Claim 6.9). As all transitions ofNd \H ′ are observable, the language of this net system is a free
PT-net language. It follows by E. Pelz’s theorem and corollary (Theorem 6.4 in the appendix) that one
can decide on the inclusion relationL (Nd) ⊆ L (Nd \H ′). As there are finitely many downgrading
transitionsd ∈ D, by the above claim, one can decide whether a PT-net system has the property INI.

Lemma 4.5. (N,M0) has the property BINI iff for any reachable marking M1 of N and for any high-
level transition h∈ H, M1[h〉M2 entailsL (N\ (H ∪D),M1) = L (N\ (H ∪D),M2).

Proof. By Proposition 3.13 and Theorem 3.14,(N,M0) has the property BINI iff the following entailment
relation is satisfied forM = M0 and for any markingM such thatM0[υd〉M (in N) for someυ ∈ T∗ and
d ∈ D:
if M[w〉M1 in N\D for somew∈ (H ∪L)∗
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andM1[h〉M2 in N\D for someh∈ H,
then L (N\ (H ∪D),M1) = L (N\ (H ∪D),M2).
Grouping the caseM = M0 with the other cases, one obtains the lemma.

Definition 4.6. Given a three-level net systemN and two transitions h∈H and l∈ L, we say that Q(h, l)
holdsiff for any wordsχ ∈ T∗ and s∈ L∗, if M0[χ〉M1, M1[h〉M2, M1[s〉M3, and M2[s〉M4, then M3[l〉 iff
M4[l〉.
Proposition 4.7. One can decide whether(N,M0) has the property BINI.

Proof. By Lemma 4.5,N has the property BINI iffQ(h, l) holds for every high-level actionh and for
every low-level actionl . As Q(h, l) is the same asP(h, l), up to replacingH with H ∪D, Q(h, l) is
decidable. Therefore, the BINI property can be decided for PT-net systems.

As nets are labeled injectively on transitions,L (N\(H∪D),M1) =L (N\(H∪D),M2) iff M1 ≈M2

w.r.t. Σo = L. Therefore, BINI coincides exactly with the property BNID specified by Definition 5.7
in [8].

5 Conclusion and future work

The examples we have discussed seem to suggest that there is aclear, structural reason why an inter-
ference is present in a net system: either a high-level transition is causing a low-level transition (e.g.,
Example 3.5) or a high-level transition and a low-level one are competing for the same token in a place
(e.g., Example 3.8). As a matter of fact, in [2] one of the authors showed that precisely this is the case
when restricting net systems to elementary net systems (which are essentially PT-nets where each place
can contain at most one token). More precisely, a (contact-free) elementary net systemN is BNDC if
and only if it is never the case that a low transition consumesa token thatmusthave been produced by a
high transition nor that a high transition and a low-transition compete for the very same token in a place.

sh

l1 l2 l3

Figure 9: A non BNDC net

Unfortunately, generalizing this characterization in thesetting of general PT-nets seems problematic.
Consider the net systemN shown in Figure 9. LetM0 be the initial marking indicated in the figure. Set
M0[h〉M1 and set alsoM0[l1l2〉M2 andM1[l1l2〉M3. Clearly, transitionl3 is enabled atM2 but disabled at
M3, henceN is not BNDC. However, in the firing sequenceM0[hl1l2l3〉, the token consumed from place
sby the low-level transitionl3 mayhave been produced by the high-level transitionh but it mayalso have
been produced alternatively by the low-level transitionl1.

As regards continuations of this work, it would be useful to look at flexible versions of downgrading,
where each downgrading action bears upon a specific subset ofhigh-level actions. A wider perspective
would be to investigate non-interference in the framework of games of partial information, see e.g. [15]
for a survey on Games for Security.
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6 Annex

Definition 6.1 (PT-nets). A PT-netis a bi-partite graph N= (P,T,F), where P and T arefinite disjoint
sets of vertices, calledplacesand transitions, respectively, and F: (P×T)∪ (T ×P) → IN is a set of
directed edges with non-negative integer weights. Amarkingof N is a map M: P → IN. A transition
t ∈ T is enabled ata marking M (notation:M[t〉) if M(p)≥ F(p, t) for all places p∈ P. It t is enabled at
M, then it canbe fired, leading to the new marking M′ (notation: M[t〉M′) defined by M′(p) = M(p)+
F(t, p)−F(p, t) for all p ∈ P. These definitions are extended inductively to transitionsequences s∈ T∗:
for the empty sequenceε , M[ε〉 and M[ε〉M are always true; for a non-empty sequence st with t∈ T,
M[st〉 (or M[st〉M′) iff M [s〉M′′ and M′′[t〉 (or M′′[t〉M′, respectively) for some M′′. A marking M′ is
reachablefrom a marking M if M[s〉M′ for some s∈ T∗. The set of markings reachable from M is
denoted by[M〉.
Theorem 6.2(Mayr [12]). Given a PT-net N and two markings M and M′, one can decide whether M′

is reachable from M.

Definition 6.3 (Free language of a net system). Thefree languageof a Petri net systemN is the language
of the LTS RG(N ), where all transitions are considered observable, i.e.,Σo = T. In this case, we write
L (N ) to denote the free language.

Theorem 6.4(Pelz [14]). The complement inΣ∗
o of the free language of a net system may be generated

by a labeled net(N ,λ ) with a finite set of final partial markings, characterized by aformulaF built
from the logical connectives∧ and∨ and atomic formulas M(p) = i (with p∈ P and i∈ IN). In other
words, a sequence s∈ Σ∗

o belongs to this complement if and only if s= λ (t1t2 . . . tn) for some sequence of
transitions M0[t1t2 . . . tn〉M of N such that M satisfiesF .

Corollary 6.5 (Pelz). The problem whether the language of a labeled net systemN1 is included in the
free language of a net systemN2 is decidable.

Proof. The language ofN1 is included in the free language ofN2 if and only if no marking satisfying
F can be reached inN1 |N ′

2 whereN ′
2 is the complementary net ofN2 andF is the logical formula

defining the final partial markings ofN ′
2 . The latter reachability property can be decided in view of the

Proposition 6.7 recalled below in this appendix.

In order to make the statement of Proposition 6.7 understandable, let us recall first the basics of semi-
linear sets and their decidable properties. Given a numbern∈ IN, we consider the commutative monoid
(INn,+) where+ denotes the componentwise addition ofn-vectors and the nulln-vector is the neutral
element. Typically,n is the number of places of a Petri net and then INn is the realm of all possible
markings of this net (markings are seen as vectors in which each entry defines the number of tokens in
the corresponding place for some fixed enumeration of the places of the net).

A subsetE ⊆ INn is calledlinear if it is of the form

E = {a+k1·b1+ . . .+km·bm | k1, . . . ,km ∈ IN}

for some specific vectorsa∈ INn andb1, . . . ,bm ∈ INn. For example, let an unmarked net withn places
and a transitiont be given. Then the set of markings enablingt is linear, since any such markingM can
be expressed as the following sum:

M = Mt +k1·b1+ . . .+kn·bn
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whereMt is the (unique!) minimal marking enablingt and theb1, . . . ,bn are the unit vectors correspond-
ing to the places of the net. The natural numbersk1, . . . ,kn simply describe excess tokens which may be
present inM but are not needed for enablingt.

A subsetE ⊆ INn is calledsemi-linearif it is a finite union of linear sets. For example, ift1 andt2
are two transitions, then the set of markings enablingt1 or t2 (or both) is semi-linear, since it is the union
of the set of markings enablingt1 and the set of markings enablingt2.

Theorem 6.6 (Ginsburg and Spanier [7]). The semi-linear subsets ofINn form an effective boolean
algebra.

Thus, if E, E1 andE2 are semi-linear subsets of INn, then so are INn\E, E1∩E2 andE1∪E2. The
effectiveness part of Ginsburg and Spanier’s theorem concerns the possible description of semi-linear
sets as linear expressions, and it states that the expressions of a composed set (such asE1∩E2) can be
computed effectively from the linear expressions of the constituent set(s) (such asE1 andE2).

Proposition 6.7. Given a PT-net systemN = (P,T,F,M0) and a semi-linear subset of markings E⊆Nn,
where n= |P|, one can decide whether (some marking in) E can be reached from M0.

The above proposition follows from Lemma 4.3 in [10] where the semi-linear reachability problem
is reduced to the reachability problem, and from Theorem 6.2.

In this paper, we use Proposition 6.7 and Theorem 6.6 in the special form as follows.

Corollary 6.8. Let N be a PT-net system with initial marking M0 and let t1 and t2 be two transitions.
The question whether there is some marking M∈ [M0〉 with

( M[t1〉∧¬ M[t2〉 ) ∨ ( ¬ M[t1〉∧M[t2〉 ) (2)

is decidable.

Proof. The set of all markingsM satisfying (2) is semi-linear. This follows from Theorem 6.6, together
with the fact that the set of markings enabling a single transition is linear. The claim now follows directly
from Proposition 6.7.

We finally give a detailed proof of the claim made in the proof of Proposition 4.4.

Claim 6.9. With the notations used in the proof of Proposition 4.4(N\D,M)∼ (N \H ∪D,M) for any
M such that M0[υd〉M in N for someυ ∈ T∗ iff Nd ∼ Nd \H ′.

Proof. We need examining closely the relationship between the firing sequences ofN and Nd. Let
M0[υd〉M be a firing sequence ofN and letM[t1 . . . tn〉 be a firing sequence ofN\D. ThenM0d[υd〉Md

in Nd whereMd(pd) = 1, Md(p′d) = 0, andMd(p) = M(p) for every placep of N. Clearly,Md[t1 . . . tn〉
is a firing sequence ofNd \D. In a similar way,M0d[υd′〉M′

d in Nd whereM′
d(pd) = 0, M′

d(p
′
d) = 1, and

M′
d(p)=M(p) for every placepof N. Also clearly,M′

d[t
′
1 . . . t

′
n〉 is a firing sequence ofNd\D. Conversely,

consider now a firing sequenceM0d[u〉 in Nd. If d′ does not occur inu, thenM0[u〉 in N. If u= υd′w,
then necessarily,M0[υd〉M for someM in N, andw= t ′1 . . . t

′
n for some sequencet1 . . . tn ∈ (L∪H)∗ such

thatM[t1 . . . tn〉 in N and hence also inN\d.
Suppose that(N \D,M) ∼ (N \H ∪D,M) for any M such thatM0[υd〉M in N for the fixedd ∈ D

and for someυ ∈ T∗. By construction, any sequence of transitions ofNd not includingd′ is also a
sequence of transitions ofNd \H ′. Now any sequence of transitions ofNd including d′ is of the form
M0d[υd′t ′1 . . . t

′
n〉, where no transition fromH ′ occurs inυ and t ′1 . . . t

′
n is the primed version of some

sequencet1 . . . tn ∈ (L∪H)∗. Then,M0[υd〉M andM[t1 . . . tn〉 for someM in N. For all t j let λ (t j) = ε
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if t j ∈ H and λ (t j) = t j otherwise. As(N \D,M) ∼ (N \H ∪D,M), one has alsoM[λ (t1) . . .λ (tn)〉.
Therefore, if we letλ ′(t ′j) = ε if t ′j ∈ H ′ andλ ′(t ′j) = t ′j otherwise, thenM′

d[λ ′(t ′1) . . .λ ′(t ′n)〉 in Nd \D
whereM′

d is the marking ofNd defined withM′
d(pd) = 0, M′

d(p
′
d) = 1, andM′

d(p) = M(p) for every
placep of N. As no transition fromH ′ occurs inυd′λ ′(t ′1) . . .λ ′(t ′n), this sequence is a firing sequence
of Nd \H ′. Thus,Nd ∼ Nd \H ′.

In order to establish the converse implication, suppose nowthat Nd ∼ Nd \ H ′. Consider any
two firing sequencesM0[υd〉M andM[t1 . . . tn〉 of N with t1 . . . tn ∈ (L∪H)∗. By construction ofNd,
M0d[υd′t ′1 . . . t

′
n〉. As no transition fromH ′ occurs inυ , by the above assumption,M0d[υd′λ ′(t ′1) . . .λ ′(t ′n)〉

in Nd \H ′ whereλ ′(t ′j) = ε if t ′j ∈ H ′ andλ ′(t ′j) = t ′j otherwise. Thus, if we setλ (t j) = ε if t j ∈ H
and λ (t j) = t j otherwise, thenM0d[υdλ (t1) . . .λ (tn)〉 by construction ofNd. . As a consequence,
M[λ (t1) . . .λ (tn)〉 in N and hence also inN\H ∪d, concluding the proof of the claim.
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This paper presents an information theory based detection framework for covert channels. We first
show that the usual notion of interference does not characterize the notion of deliberate information
flow of covert channels. We then show that even an enhanced notion of “iterated multivalued inter-
ference” can not capture flows with capacity lower than one bit of information per channel use. We
then characterize and compute the capacity of covert channels that use control flows for a class of
systems.

1 Introduction
The term covert channel was first introduced by Lampson [13],and designates an information flow that
violates a system’s security policy. In a system, this policy can define who is allowed to communicate
with whom, through which channels, and forbid all exchangesother than these legitimate ones. Security
policies can also define filtering or billing policies when legal channels are used, and which exchanges
should be observed and recorded. They can be implemented by system monitors, that ensure that unau-
thorized communications do not occur, and record some events of the system. Within this context, a
covert channelis a perverted use of a system by two legal users. These users have access to system’s
functionalities, but use them in a way that bypasses the security policy (for instance to create a commu-
nication channel between two users that are not allowed to communicate, or to pass information between
authorized users without paying for it, etc.). One usual assumption is that both corrupted users know
perfectly the system, and have agreed on a particular use of the functionalities to encode and decode
information.

Unsurprisingly, this preoccupation for covert information flows appeared in the 70’s, with a particular
attention paid to information systems. The fear during thisperiod was that an agent with high level
accreditation would read classified information, and send them discretely to another agent with low
accreditation. This covert channel problem also has an economic interpretation: covert flows can be
used to establish free communications over paying services. Nowadays, with the increase of online
transactions and personal computers, the problem seems more individual: the threat is that a Trojan
horse can communicate personal information (agenda, credit card numbers,...) to a third party via covert
channels that would bypass all protections of the computer (firewalls, anti viruses,...).

Many security recommendations [5, 17] consider covert channels in their lists of threats, and ask for
the application of reproducible methods to characterize channels, evaluate their capacity, and depending
on the severity of the threat, to close or lower the information leak. Of course, “reproducible methods”
advocates for the use of formal models and formal techniques. Many model-based methods have been
proposed, such as shared matrices, non-interference checking, etc. Note however that it is commonly
agreed that one particular technique can not capture all kinds of information leaks. The first formal
model allowing the automation of security leaks discovery is the well-known Bell & La Padula model
introduced in [3, 2]. It can be modeled as a matrix [12] defining accesses of agents to objects in the
system, and a security leak occurs if the transitive closureof the matrix contains a forbidden access. Since
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the 80’s, information leak is mainly considered through thenotion of interference[8], that characterizes
information leak from a high level (confidential) part of thesystem to low level (public) part. At first
sight, this looks very similar to the definition of covert flows: one can search for interference fromu
to v by declaring as confidential all actions ofu, and public all actions ofv. However, we will show
that interference and covert flows are orthogonal notions ofinformation leakage. A first difference is
that covert flows are situations in which two agents cooperate to allow transfer of information, while
an interference means that some classified or confined information can be recovered by an agent from
its observations of the running system, without collaboration. A second difference is that corrupted
users of a covert flow must be able to transfer any message of arbitrary size in a bounded time (this is
called the “small message criterion” [15]), while leaking asingle bit of information in a run, or the same
information an arbitrary number of times is sufficient for a system to be interferent. An immediate idea
to extend interference is to consider a notion of iterated, deliberate and multivalued interference. We will
detail this possibility in the paper, and show that such notion still misses some obvious covert flows. We
hence propose a new characterization for covert flows in systems modeled as transition systems. This
characterization considers that a covert channel exists between two usersu,v if u andv can use the system
to simulate a memoryless discrete channel with state of capacity greater than 0.

This paper is organized as follows: section 2 introduces thenotion of interference and the formal ma-
terial that is used in the paper. Section 3 shows some differences between the notions of interference and
covert channels. The notion of communication channel used in the paper needs some elements of infor-
mation theory, that are introduced in Section 4. Section 5 shows that former trials that extend the notion
of interference either through a notion of “iterated” interference , or via the quantification of common
knowledge of processes fail to characterize covert channels. Section 6 is an easy covert channel example
that illustrates the characterization of covert channels proposed in section 7. Section 8 discusses some
technical choices, and concludes. Some details omitted in the paper can be found in an extended version
atwww.irisa.fr/distribcom/Personal Pages/helouet/Papers/Secco2010 extended.ps.

2 Non-interference
The termnon-interferencewas first introduced in [8]. In the original definition, an agent u interferes
with an agentv in a systemS iff “what u does can affect whatv can observe or do”. The proposed
model on which interference is checked is a kind of transition system, in which moves from one state
to another are performed by one agent, and where each agent has in addition some “capacities” that
allow him to test inputs/outputs to the system or observe thevalues of some variables in each state of the
system. Within this context, we can seeSas a system composed of several agents and subsystems, i.e.
S= u | p1 | · · · | pk | v, andu does not interfere withv in systemS iff the system behaves similarly from
v’s point of view, independently from the fact thatu performs some actions or not. This can be written
formally as:Πv(u | p1 | · · · | pk | v)∼ Πv(p1 | · · · | pk | v), whereΠv(S), the projection ofSon processv
represents whatv can observe fromS, and∼ is an equivalence relation between systems.

This latter definition of non-interference is very generic,as we have not precised the nature ofS,Π,
or ∼. One may immediately notice that non-interference is not uniquely defined for a kind of system,
and depends on the considered equivalence, which in some sense captures the discriminating power of
an observer of the system. The choice of a given kind of model and of an equivalence between models
(trace equivalence, bisimulation, testing equivalence,...) allows the definition of a large variety of non-
interferences. To be able to decide if there exists an interference betweenu andv, non-interference must
rely on a decidable equivalence relation for the models usedto represent the behaviors of the system. For
instance, ifS is modeled by communicating automata, and∼ is trace equivalence, then non-interference
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is undecidable. In the rest of the paper, we will usetransition systemsto represent distributed systems
behaviors.
Definition 1 A transition systemis a tuple S= (Q,−→,Σ,q0) where Q is a finite set of states, q0 is the
initial state of the system,−→⊆ Q×Σ×Q is a transition relation,Σ is an alphabet of actions. We will
furthermore consider the unobservable actionτ 6∈ Σ such that for all a∈ Σ, τ .a= a.τ = a. Transition
systems define the behaviors of a set of processesP. Each action inΣ is executed by a single process,
and observed by several processes. This is modeled by two functions Ex: Σ −→ P and Obs: Σ −→ 2P .
A path in a transition systemS is a sequence of transitionsρ = (q1,σ1,q2)(q2,σ1,q3) . . . (qk−1,σk−1,qk).

We will also writeρ = q1
σ1−→ q2

σ2−→ q3 . . .qk−1
σk−1−→ qk, and denote byPath(x,y) the set of paths starting

in x and ending iny.

Definition 2 The languageof a transition system S is the set of wordsL (S) ⊆ Σ∗ such that for all

w= σ1.σ2 . . .σk ∈ L (S) there exists a path q0
σ1−→ q1

σ2−→ ·· · σk−→ qk starting in the initial state of S. We
will say that two transition systems S and S′ are equivalent(denoted by S∼ S′) iff L (S) = L (S′).

As we want to consider systems in which some processes (for instance the environment) behave
non-deterministically, we will attach to the firing of transitions from a given state a discrete probabilistic
distribution. We then associate to a transition systemS a probability functionPS : Q×Σ×Q −→ R,
with the constraint that∀q ∈ Q,∑q′∈Q,a∈Σ PS(q,a,q′) = 1. To simplify notations,PS is only partially
defined, and we assume a uniform distribution on outgoing transitions from each stateq for which PS is
not defined. FunctionPS also allows for the probabilization of paths and words. Forρ = q0

σ1−→ q1
σ2−→

·· · σk−→ qk, we havePS(ρ) = PS(q0,σ1,q1).PS(q1,σ2,q2) . . .PS(qk−1,σk,qk).
Definition 3 Theprojectionof a transition system S= (Q,−→,Σ,q0) over an alphabet X⊆ Σ is the
systemΠX(S) = (Q,−→′,Σ,q0), such that−→′= {(q,a,q′) | a ∈ X}∪ {(q,τ ,q′) | ∃(q,a,q′)∧ a 6∈ X}.
Therestrictionof S to X is the system S\X = (Q′′,−→′′,Σ,q0), where−→′′= {(q,a,q′) | a∈ X} and Q′′

is the restriction of Q to states that remain accessible via−→′′.
Projections and restrictions can be used to focus on a specific aspect of a system:ΠObs−1(u)(S) defines

what processuobserves fromS. S\Ex−1(u) defines allowed behaviors ofSwhen processudoes not perform
any action. To simplify notations, we will writeΠu(S) = ΠObs−1(u)(S) andS\u = S\Ex−1(u). Of course,
projections extend to words and languages by defining for every X ⊆ Σ, everya ∈ Σ, and every word
w∈ Σ∗ the projection asΠX(a.w) = Π(w) if a 6∈ X, andΠΣ(a.w) = a.ΠX(w) otherwise.
Definition 4 User uinterfereswith user v in system S if and only ifΠv(S) 6∼ Πv(S\u)

More intuitively, definition 4 says that what userv sees from systemS(i.e. Πv(.)) changes when pro-
cessu is allowed to do some actions or not (i.e. ifv can distinguish if it observesSor S\u). This definition
is only one among many definitions of interference. It is usually called SNNI (Strong Non-deterministic
Non Interference) in the literature. A similar notion called BSNNI (Bisimulation based SNNI) exists
where∼ is replaced by a bisimulation relation. We refer interestedreader to [6], which defines, com-
pares and classifies several interferences for systems described with process algebra. Another interesting
state of the art can also be found in [18]. In the rest of the paper, we will focus on SNNI, but keeping in
mind that the differences highlighted in sections 3 and 5 hold for interference in general. Note also from
definition 4 that during his observation of a systemS, an agentv may observe sequences of actions that
provide him with some information onu’s behavior, but that no cooperation fromu is a priori needed to
get this information.

3 First differences between interference and covert flows
An interference in a distributed system means that a processof the system (or a user) can obtain some
confidential information on values of variables, or about other users behaviors through its observations.
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Several papers consider that covert channels are a sub-caseof interference. In this section, we will show
that interference captures a notion ofinformation leak, but does not necessarily characterizedeliberate
information flowsof arbitrary size. Let us consider the examples of Figure 1, that depict the behavior
of systems involving two usersu andv, and where actiona is executed and observed byu, and actions
{b,c,d} are observed and executed byv. For these three transition systems, the initial state is state 0. In
S1, useru can perform actiona, and then userv can execute any prefix of(bcc+bdc)∗. The projection
Πv(L (S1)) is the set of prefixes of(bcc+bdc)∗, and the projectionΠv(L (S1\u)) is the empty wordε .
Hence, from definition 4, processesu interferes withv in S1. Note however that this interference is due
to a single transition, which can be fired only once in each execution of the system. SystemS2 depicts
the converse situation: userv can execute any sequence of actions in(bcc+bdc)∗(bc+bd) before user
u executes actiona, hencev interferes withu in S2. However, whenu executesa, it is impossible for him
to detect which sequence of actions ofv occurred beforea. Furthermore, after executinga, the system
remains deadlocked in state 1. Transition systemsS1 andS2 are example of interferent specification
where interference occursonly once, and which can not be used to transmit a message ofarbitrary size,
as usually expected in covert channels.

Considering covert channels as a sub-case of interference implicitly supposes that the detected inter-
ferences can be repeated an arbitrary number of time, to transmit a message of arbitrary size. This means
that when a system always reaches a sink state after interfering, it is then set back to its initial state.
We think that this interpretation does not hold for most systems (for instance when sink states represent
faulty deadlocked states), and that system resets should beexplicitly modeled in the specification if they
can occur. Note also that covert channels are supposed to be as discreet as possible, and that causing a
fault that needs resetting a system does not really comply with this assumption.

Figure 1: Examples of interferent systems

The last systemS3 in Figure 1 contains interferences fromu to v and fromv to u. These interferences
can be repeated an arbitrary number of times, which would a priori allow for the encoding of a message of
arbitrary size. However, userv observes a sequence ofb’s of arbitrary size, without knowing whether the
covert message has been completely transmitted or not. Thissituation hence does not allow an encoding
of a covert message. Yet, there is a possibility to pass some information fromu to v (or conversely) if
time can be used as a vector of information, that is ifu andv can measure the time elapsed between two
a’s or b’s. Processesu andv can for instance agree that if actiona is fired within a short time interval
after it is enabled, it means bit 0, and if the same action is delayed, it means bit 1. Covert channels that
use time measurement to pass information are frequently called timing channels. We will not address
timing channels in this paper, and focus on covert channels that use control flows of systems to transfer
information. Note however that time elapsing and measurement can respectively be seen as the inputs
and outputs of an untimed channel, and that the characterization of section 7 may still work in the timed
cases.
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4 Information Theory
The characterization proposed in section 7 for covert flows shows that a pair of users can simulate a
memoryless communication channel, an usual notion of coding theory. We hence recall some elements
of information theory that are needed in the rest of the paper. Interested readers are referred to [4] for a
reference book on information theory.

A discrete random variable Xtakes values in a discrete alphabetX and is characterized by its
probability mass functionP(X = x) that gives the probability thatX is exactly equal to some value
x∈X . In the sequel, we will denote byp(x) this probability. Consider for example the reduced card set
of Figure 2-a:

Figure 2: a) A reduced card set b) A discrete channel model

One can consider as random variableCard the complete name of a card, that is a pair(value,color) in
a set{(King,♠),(Ace,♠),(Ace,♥),(King,♥),(Queen,♥)}, and associate probability 1/5 to each value.
Now, if we only consider the color of the card, we define a random variable (sayColor) with value set
{♠,♥}, and associated probabilities 2/5 and 3/5. We can also define another random variableValue,
over a domain{King,Ace,Queen}, with associated probabilities 2/5,2/5,1/5. The random experience
can be repeated, and we will also consider sequences of random variablesX1.X2 . . .Xn, denotingn con-
secutive choices of a value forX. In the sequel,xn denotes thenth value taken by the variableXn and we
will write Xn (resp.xn) instead ofX1 . . .Xn (resp.x1 . . .xn).

Theentropy (expressed in bits) is a measure of the uncertainty associated with a random variable,
and is defined asH(X) =− Σ

x∈X
p(x). log2 p(x). In some sense, entropy measures the average number of

binary questions to ask to know the value of a random variableafter a random choice. Let us get back
to the card set of Figure 2-a. The entropy of variableCard is H(Cards) = −5.(1/5). log2(1/5) = 2.32.
Now, our card set can be seen as a pair of random variablesValue,Color. Let us randomly choose a card.
Knowing the card set, we can apply the following strategy to guess the correct pair of random variables:
first, discover the color of the card (this is done with a single question), and then discover its value
(this can be done asking at most two questions). The average total number of question to ask with this
strategy is 2.4 and this is more efficient than enumerating all values, which leads to asking 2.8 questions
on average. Note also that knowing the color of a card provides some information on its value: if a card is
a spade, then it is useless to ask whether it is a queen to discover the chosen card. This is explained by the
fact that variablesColor andValueare not independent. The quantity of information shared between two
random variables is called themutual information , and is defined asI(X;Y) =H(X)+H(Y)−H(X,Y).

From this definition, one can show thatI(X;Y) = H(X)−H(X|Y), which provides a quite intuitive
explanation of mutual information. The mutual informationbetweenX andY is the uncertainty onX
minus the uncertainty onX that remains whenY is known. This notion of mutual information will be
used later to evaluate the capacity of communication channels. This value is symmetric, so we have
I(X;Y) = H(X)−H(X|Y) = H(Y)−H(Y|X) = I(Y;X)

In communication systems, a frequent challenge is to measure the amount of information that can
be passed from a source to a destination. The communication medium can be a wire, a network, an
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hertzian channel, etc. Transmissions from the source to thedestination are encoded and transmitted
along the medium to the receiver with a fixed rate. One usuallyconsiders that the symbols that are input
in the medium and those that are received at the other end, have not necessarily the same alphabets.
Furthermore, the channel can be noisy, and there is no one-to-one correspondence between the inputs
and outputs of the channel. This situation is modeled as a triple (X,Y, p(y | x)), whereX (resp. Y) is
a random variable taking values inX (resp. Y ), the set of input (resp. output) values of the channel,
and p(y | x) is a conditional probability law that associates to each input of x ∈ X the probability to
obtain y ∈ Y as an output. This probability is usually referred to as the transition probability of the
channel. Communication channels are usually represented as in Figure 2-b: the input symbols of the
channel are placed on the left of the picture, the output symbols on the right, and the probability to obtain
somey ∈ Y after sending ax ∈ X in the channel is depicted by an arrow fromx to y, labeled by the
conditional probabilityp(y | x). The channel represented on Figure 2-b has input alphabet{a,b,c} and
output alphabet{0,1,2}. The probability to obtain 0 as an output of the channel aftersending symbola
is 2/3.

Thecapacityof a channel is the average mutual information per use of the channel. It is defined as
C = limn→∞ max

p(xn)

1
nI(Xn;Yn) whereXn are then possible inputs sent over the channel andYn are then

consecutive symbols received. The maximization is performed over all probability mass functions of the
input sequence. Note that one can transferless than one bitof information at each use of the channel.
Note also that this capacity formula involves a maximization which might not be feasible in practice.
When a discrete channel ismemoryless, the capacity reduces toC = max

p(x)
I(X;Y). Such a closed form

is called a “single letter characterization” of the channelcapacity. It is simple to compute, as it only
involves a maximization over a set of probability mass functions of a single discrete random variable.
However, single letter characterizations do not necessarily exist for all kinds of channels. Let us recall at
this point that a channel is seen as a fixed rate use of a communication medium, and that every use of the
channel is performed within a time periodT. Hence, time elapsed between two consecutive uses of the
channel is not considered within this setting as carrying information.

Figure 3: Some well known discrete channels

Let us now review some useful discrete memoryless channels.First consider theperfect channel,
depicted in Figure 3.a). This channel is noiseless and establishes a one-to-one correspondence between
inputs and outputs. Therefore its capacity is log2(|{a,b}|) = 1, where|X | is the size of the setX
i.e. one can transfer one bit of information at each use of thechannel. In a more general way, the
capacity of a channel of this kind that associates a unique output to every input with probability 1 is
log2(|X |). Similarly, there are zero-capacity channels. Consider for instance the channel of Figure 3-b.
The capacity of this channel isC = −1. log2(1) = 0. This is not surprising, as there is no possibility to
encode two distinct values. The capacity of the channel of Figure 3-c is also zero, asC= max

p(x)
I(X;Y) =

max
p(x)

H(Y)−H(Y | X) and for every distribution overX , H(Y | X) = H(Y). A similar property holds

for an arbitrary number of inputs and outputs for channels wherep(y | X = x) is uniform for every input
x∈ X .

In this paper, we want to test if a transition system containsa communication channel. By definition,
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the possible actions taken by a process (i.e. the inputs of the channel) depend on the state of the system.
Therefore, the communication channels we are looking for arestate channelsas defined below:

Definition 5 (State Channel) A memoryless discrete channel with independent and identically-distributed
(i.i.d.) stateis a tuple K= (S, p(s),{Xs,Ys, p(y | x,s)}s∈S ), where S is random variable defined over a set
S = {1, . . . ,h}, p(s) is the probability for the system to be in state s∈ S . Xs,Ys are random variables
respectively ranging over a set of input/output valuesXs (resp. Ys) and represent the input and output
of the channel. The choice of the state is statistically independent of previous states and previous input
or output letters in the channel. p(y | x,s) is the conditional distribution that defines the probability to
get y∈ Ys as output when the channel is in state s∈ S and the input x∈ Xs is transmitted.

This definition differs from the one given in [19] since here the input alphabets depend on the state.
Moreover, Shannon has noticed that some additional information is frequently available at the transmitter,
such as the state of the communication channel. Knowing thisinformation can help increasing the
capacity of the channel [19].

Theorem 1 Let K= (S, p(s),{Xs,Ys, p(y | x,s)}s∈S ) be a memoryless discrete channel with i.i.d. states
defined in Definition 5. The capacity of the channel K with sidestate information known causally at
the transmitter (at time n, the current state Sn is known) is equal to the capacity C= max

p(t)
I(T;Y) of the

memoryless channel K′= (T,Y, r(y | t)) (without side information) with the output alphabetY =∪s∈S Ys

and an input alphabetT = X1×·· ·×X|S |. The transition probabilities of the channel are given by:
r(y | t) = ∑

s∈S
p(s).p(y | t(s),s), where t(s) stands for the sth component in the vector t.

The proof follows the same lines as in [19]. The difference isthat in [19] eacht is a particular function
from the state alphabetS to the input alphabet of the original channelX whereas heret is a vector that
spans the setX1×·· ·×X|S |.

Figure 4: A memoryless discrete channel with side state information

5 More differences between interference and covert flows
As shown in previous sections, interference occurs when a process can learn some hidden information
from his observation of the system, but does not always characterize covert flows of information. In
section 7, we show a characterization that highlights presence of a covert flow while measuring its ca-
pacity. It is important to note two important facts on covertchannels: first, efficient coding techniques
do not impose to send at least one bit of information per use ofthe channel. Second, the notion of mutual
information between processes behaviors (i.e observable sequences of actions) does not necessarily char-
acterize adeliberateinformation flow. Hence, one must be able to differentiate between coincidence and
covert flows. In the sequel, we first show that the intuitive extension of interference to a notion ofiter-
ated interferencewith several distinguishable values (as proposed in [9]) fails in general to capture covert
flows with capacity< 1. We then show that mutual information measurement betweenprocesses (as pro-
posed in [14]) does not capture either the idea of a covert protocol between users of a covert channel,
and may then consider as a covert flow a situation where two processes observe the same phenomena.
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5.1 Discrete covert channel
As shown in section 3, interferences capture information leaks in systems, but does not always mean
the existence of a covert channels. What is missing in interference is the possibility to iterate a covert
transmission (as in systemsS1 andS2 of Figure 1), but also the ability to vary the symbols (i.e. send a
bit 0 or 1 ) transmitted at each interference (this is the casefor systemS3 in Figure 1). An immediate
idea is then to define a new notion of iterated interference, with the possibility to “transmit” at least two
distinct values at each interference, as in [10, 9]. In the rest of this section, we adapt the definition of
covert channels given in [9] to transition systems, and showthat it may still miss some obvious channels.

Definition 6 Let S be a transition system, q be a state of S, and t= (q,a,q′) be an outgoing transition
of q. Thelanguage ofS from q aftert is the language Lq,t = {a.w | w∈ L (Sq′)} where Sq′ is a copy of S
with initial state q′. Let u and v be two users of the system. A state q of S is called anencoding statefor
process u iff there exists two distinct transitions t1 = (q,a1,s1) and t2 = (q,a2, t2) outgoing from q and
such that Ex(a1) = Ex(a2) = u, (Πv(Lq,t1)∪ ε)∩Πv(Lq,t2) = /0 and(Πv(Lq,t2)∪ ε)∩Πv(Lq,t1) = /0.

More intuitively, an encoding state allowsu to execute two distinct actions, which consequences
are disjoint and necessarily observable byv. Note however that discovering an encoding state is not
sufficient to characterize a covert flow of information. One also needs to be able to use this kind of state
(not necessarily the same at each use of the channel) an arbitrary number of times. Hence, establishing a
covert channel also supposes that the sending process has means to control the system in such a way that
it necessarily gets back to some encoding state. This is captured by the notion ofstrategy

Definition 7 A strategyfor a user u of a system S is a partial function fu : (Q×Σ×Q)∗ −→ 2−→ that
associates to every sequence of transitions t1.t2 . . . tk of S a subset of fireable transitions from the state
reached after tk.

In the sequel, we will only consider positional strategies,i.e. functions that only depend on the final
state reached after a sequence of transitions, and we will denote by f (q) the set of transitions allowed
by f from stateq. A transitiont = (q,a,q′) conformsto f iff f (q) is not defined or ift ∈ f (q). We will
denote byS| f the restriction ofS to transitions that conform tof .

Definition 8 A system S contains adiscrete channelfrom u to v if and only if there exists two strategies
fu and fv and a set of states Qencsuch that all states q∈ Qencare encoding states for process u in S| fu∪ fv,
and fu and fv allow passing infinitely often through a nonempty subset of states of Qenc.

Figure 5: Two systems with and without discrete channel

Obviously, systems of Figure 1 do not contain discrete channels. Now, let us consider the leftmost
example of Figure 5, which is composed of two usersu andv and in which actionsa andb are executed
and observed byu and all other actions are executed and observed byv. This system contains a discrete
channel: the strategiesfu and fv that allow all transitions in all states ensure that the system can pass
infinitely often through the encoding stateq0. Stateq0 is an encoding state as there are two transitions
t1 = (q0,a,q1) and t2 = (q0,a,q2) fireable fromq0, and such that(Πv(Lq0,t1)∪ ε)∩Πv(Lq0,t2) = /0 and
(Πv(Lq0,t2)∪ ε)∩Πv(Lq0,t1) = /0. Hence, the consequences of firingt1 or t2 that can be observed byv do
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not contain the empty word, and are disjoint. It then sufficesfor instance to perform actiona from state
0 to pass a bit 0 and to perform actionb to pass bit 1 fromu to v. Note that our definition of discrete
channel makes no supposition on the code established by the two corrupted users, but only ensures that
at least two distinct choices ofv have distinct observable consequences forv.

Let us consider the rightmost system of Figure 5, comportingthree agentsu,v andr, and such that
actionsa andb are executed and observed byu, actionsc,d andeexecuted byr and observed byr andv,
and actionf is executed and observed byv. This system does not contain a discrete channel fromu to v,
asΠv(Lq0,t1)∩Πv(Lq0,t1) = e. f ((c+e+d). f )∗. If we consider definition 8, we can notice that the kind
of covert channel considered by the definition uses the control flow of a system to transfer information.
However, this approach only detects control flow channels inwhich more than one bit of information is
transferred at each use of the channel. Efficient communication techniques allow communications over
channels event when a fragment of bit is sent at each use of thechannel, and covert channel can clearly
benefit from efficient coding and decoding schemes. Considerfor instance the example of Figure 6-a.
Actionsx,y andz are executed and observed by an agentu, actionsa,b andc are executed by an agent
r and observed byr andv, and last actionsd ande are executed and observed by agentv. According to
definition 8, this system contains no discrete channel fromu to v, because for any choice of a transition
ti by u from stateq0, there exists another choicet j such that the observable consequences ofti on agent
v are not disjoint from the consequences oft j . Now, let us consider more precisely the sequences of
actions that can be seen by agentv. Whenv observes a worda.d.e, he can not know whether the former
choice ofu wasx or y, but he knows for sure that this choice was notz. This situation is similar for every
word observed byv between two choices ofu. Hence, at each use of this system, agentu can send “not
x”, “not y”, or “not z” that is three distinct values to agentv, even if the system does not contain discrete
channels in the sense of definition 8.

Figure 6: a) A covert channel free system? b) No covert channel c) The equivalent channel of Fig. 6-a

The system of Figure 6-a can be seen as a simple communicationchannel, in which useru sends
symbols from the input alphabetX = {x,y,z} and userv receives symbols from the output alphabet
Y = {a.d.e,b.d.e,c.d.e}. This communication channel is represented in Figure 6-c, and its capacity is
0.5849 bit per use of the covert flow (details are omitted here, but can be found in the extended version).
The translation from the transition system Figure 6-a to thechannel Figure 6-c is straightforward, and
the non null capacity shows the presence of a covert flow in thesystem. Remark that this channel passes
less than one bit of information fromu to v at each use, and hence is not captured by definition 8.

5.2 First use of information theory to discover information leaks
This paper is not the first attempt to use information theory to discover information leaks. Millen [14]
considers a machine model that accepts inputs from agents and produces outputs. Inputs are chosen by
several users from an alphabetI , and after a sequence of inputsw∈ I∗, every agentu in the system can
observe some outputs, denotedYu(w). If we denote byXu(w) the sequence of inputs performed by agent
u during input sequencew, and byπ̄Xu(w) the projection ofw on inputs performed by agents other thanu,
then a non-interference property betweenu andv can be written as∀w∈ I∗,Yv(w) =Yv(π̄Xu(w)). Millen
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then shows that ifu andv do not interfere, then if all inputs of users other thanu are independent fromXu,
the mutual informationI(Xu;Yv) betweenXu andYv should be null. Note that this is only an implication,
and that there might be cases whereI(Xu;Yv) = 0, but neverthelessu interferes withv. The converse
property is more interesting: a non null mutual informationbetweenXu andYv denotes an interference.
The mutual informationI(Xu;Yv) is computed over input sequences performed byu between two outputs
to v.

The machine model is not explicitly given in this approach: it is a black box that receives afinite
sequence of inputs from all users and produces afinite sequence of outputs. Within the context of
transition systems, the inputsXu of agentu are the actions thatu can execute (Ex−1(u)), and the outputs
to v the actions thatv can observe. Note however that the independence hypothesisbetween inputs of the
system does not necessarily hold, and furthermore that nothing guarantees that an output tov happens
after afinite numberof inputs fromu, nor that outputs are finite. Hence, computingI(Xu;Yv) means
computing the mutual information between sets of inputs/outputs of arbitrary size. Without giving any
hint on how to compute this value, Millen’s characterization of information leaks can be rewritten as
follows for transition systems. The average information leak (per transition) between two agentsu andv

in systemS is Leak(u,v) = lim
n→∞

1
n. max

P(L n(S))
I
(

ΠEx−1(u)(L
n(S));Πv(L

n(S))
)

, whereL n(S) is the set

of words inL (S) of lengthn. If Leak(u,v) > 0, then there is an interference fromu to v. However, this
average mutual information defines a correlation between actions ofu and observations ofv, which can
be called average interference, butis nota characterization of a covert channel. Indeed, we can show on a
very simple example that non-zero value forLeak(u,v) implies an average interference greater than zero,
but not a deliberate information flow between two users. Consider for instance the system of Figure 6-b.
Let a,b be the actions executed and observed byu, x,y the actions executed and observed byr andc,d the
actions executed and observed byv. In this example, successive actions and observations of processes
r,u andv are independent. If we suppose that choices of processr are equiprobable, then the average
information leak is 1/3 bits at each transition (the details of the calculus are provided in the extended
version). This means that userv infers an average number of 1/3 bits onu’s behavior at each transition of
the system. There is clearly an interference in the system, as userv can almost infer the exact behaviors
of usersu (up to the lasta or b) from his own observations. Furthermore, such kind of interference can
occur an arbitrary number of times. Let us recall at this point a major difference between covert channels
between two agentsu,v and interference betweenu andv. When an interference occurs, processv has
learned some information aboutu’s actions or states. In a covert channel,u decidesto send some hidden
information tov, and both processes have agreed on a protocol to convey this information. Hence, we
can not consider that the system of Figure 6-b contains a covert channel fromu to v (nor the converse
direction), as the decision to executea or b is not a choice from processu, but a consequence of a choice
of processr (that chooses between actionx andy). However, a covert channel exists fromr to u and
from r to v, as it suffices for processr to play actionx or y to allow distinct observations onu and onv.
The covert channel characterization introduced in section7 shows a dependency between thedecisions
of a sending process, that is actions performed from states in which this processhas more than one
fireable action, andobservable consequences on a receiving process. However, even reformulated this
way, nothing guarantees that the capacity of such covert channels can be expressed as a closed formula.

Several other works have used information theory to computethe bandwidth of already identified
covert flows. I. Moskowitz shows in [15] how a very simple information aggregation system can be
perverted to create a covert channel between two users, and computes its capacity. We will adapt this
example in section 6 to illustrate our characterization of covert channels. Several other works have
studied and quantified covert flows in TCP/IP [1, 16]. Some channels simply consist in filling useless
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bits in TCP frames to hide information (this security leak called TCP piggybacking has been corrected
ever since). More elaborate coding strategies modulate theuse of packets in time windows to pass
information (the shape of the function denoting the cumulated number of messages encodes the input
symbols in a covert channel) [7]. I. Moskowitz remarks that adding non-deterministic delays for the
transmission of packets reduces the capacity of timing covert channels, and has proposed a mechanism
called the “network pump”. The pump stores sent packets for arandom time, and then delivers them
to their destination [11]. This mechanisms does not close covert flows, but reduces their capacity, as
demonstrated by [7]. However, it also impose a time penalty to honest users of the system.

Figure 7: A system that is not interferent, but contains a covert channel

At this point, let us summarize the mentionned differences between interference and presence of
covert flows in systems. Systems that contain a leak but do notallow iteration of leaks, or that leak the
same information from an agent to another an arbitrary number of times do not contain covert flows, but
are interferent. A generalization of interference to iterated multivalued interference (definition 8 in this
paper) fails to characterize covert flows of information with capacity lowr than 1. When interference is
characterized as a non-null mutual information between actions of an agent and observations of another
(as in [14]), some systems might be found interferent, bu yetdo not contain covert flows. Last, consider
the example of Figure 7, where actionsa,b are executed and observed by agentu, actions c,d executed
and observed by agentv, and actionsx,y are executed and observed by agentr. In this system,u does
not interfere withv (both if we consider SNNI or BSNNI), but this system containsa cover channel, as
all a’s are followed by ac, and allb’s are followed by ad. We do not know if such situation ecapes a
characterization by all notions of interference, but so far, it seems that although interference and covert
flow presence look very similar, they are indeedorthogonal propertiesof systems.

6 An example: the acknowledgment channel
We have shown in previous sections that a characterization of covert channels should 1) highlight de-
pendencies between iterated and deliberate choices of one sending process on one side, and the observed
consequences of these choices on another process, but also that 2) each occurrence of these choices can
allow the transfer of less than one bit of information. Language theory is well suited to deal with 1)
while information theory is well adapted to deal with 2). Section 7 reconciles both parts of the problem,
and brings covert channel discovery back to the computationof a capacity for channels with side state
information.

Let us illustrate our approach with a toy example inspired from [15]. Figure 8 describes an informa-
tion aggregation system. Several agents calledcollectorscollect information that are then sent to another
agent called thecentral observer. The role of the central observer is to analyze the data provided by
observers, and to give an overall expertise (statistics, computation of mean values, ...). Data are sent at
regular rate from each collector to the central, using data messages of typem. The ascending commu-
nication path is not reliable, and can lose messages, with probability p. The descending path is reliable,
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and the central sends acknowledgment messages to its collectors to indicate whether it received or not
the last message. Message losses are detected using timeouts. When a message is successfully received,
the central sends anAckmessage to the collector. In case a timer expires, the central sends aNackmes-
sage with the expected packet number to the collector. Collector wait for the answer from the central
before sending a new packet, that is at a given time, there is at most one data packet transiting from each
collector to the central.

In addition to this simple mechanism, the system has strict security rules: collectors have no means
to communicate, and the central can not communicate with collectors. The main reason is that the
individual data collected locally has almost no value, but that the global data obtained by aggregation
or the diagnosis computed should be protected. For this reason, communications from the central to
the collectors are observed, and a monitor filters all messages that are notAck/Nacks. In addition to
this, the central observer is frequently audited, and should have received all acknowledged packets. An
immediate idea to establish a covert channel is to useAckandNackmessages to transfer 0 or 1 from the
central to a chosen collector. However, the central can not declare as received a lost packet, as this will
be discovered during the audit. Nevertheless, when a packetis received, it can be falsely declared as lost,
and a useless retransmission is done by the collector.

Figure 8: An information aggregation system.
Figure 9-a depicts the normal behavior of a pair collector/central, i.e. when none of them have been

corrupted to establish a covert information flow. The lossy communication medium has been represented
as an additional process, that simply transfersAckandNackmessages, and transfers or loosesmmessages
along the ascending way. To depict this system, we will consider three processes:ct, the central observer,
med, the communication medium, andco the collector. Actions of the system are of the formp!x, p?x,
p loss, p setand p tout, denoting respectively the sending of a message of typex by a processp, the
reception of a message of typex by a processp, the loss of a message, a timer setting or a timeout. In
addition to the transitions, we add to the model a functionPS that associates probabilityp to the loss
of messagem. We hence havePS(2,med!m,3) = (1− p) andPS(2,medloss,4) = p. This system can
not be used to transfer information fromCT to CO, asCT just copies the choices of the communication
medium.

Figure 9-b shows a slightly modified system, where the central observer can cheat, and declare lost
a packet it has received. With this new protocol, when the communication medium does not loose the
transmitted packet (this occurs with probability 1− p), the central observer can pass without loss or noise
a bit of information (sendingack/nackeventually leads to a reception of the acknowledgment message)
to the collector. This is a perfect channel. Conversely, when a packet is lost (this occurs with probability
p, the central observer can only send anackpacket, that will eventually be received by the collector. This
is a zero capacity channel. If we look at this system from the covert channel point of view, it is a state
channel, where the state only depends on the medium (and not on the inputs/outputs (ack/nack)) and is
iid. Moreover, the central knows causally in which state thesystem is. We can then apply the technique
of [19] described in Thm 1 to compute the capacityCMosk(CT,CO) of this channel.

Figure 10-a shows our two-state channel with side information. According to the state in which the
system is,CT andCO communicate either through a perfect or zero-capacity channel. When in state
S5, the input symbols used byCT are the sending ofack/nackmessages, i.e.XS=S5 ∈ {!ack, !nack)} and
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Figure 9: a) The original protocol b) The corrupted protocolto build a covert channel

T P(Y = 0 | T) P(Y = 1 | T)
a 1 0
b p 1− p

Figure 10: a) A state channel for the flow fromCT toCOb) A stateless channel with identical capacity

when in stateS6, XS=S6∈ {!ack}. Whatever the state is, the output symbols read byCOare the receptions
of ack/nack, Y ∈ {1=?ack,0=?nack). From Thm 1, the state channel (see Figure 10-a) is equivalent to a
stateless channel depicted in Figure 10-b. Its input is a 2-length vectorT = (XS=S5,XS=S6) that can take 2
values:T ∈ {a= (!nack, !nack),b = (!ack, !nack)} and the output alphabet is unchanged. The transition
probabilities (see table in Figure 10-b) are those of the so-called Z-channel [4]. Therefore the capacity of
the equivalent stateless channel isCMosk(CT,CO) = log2(1+2−s(p)), wheres(p) = −plog p−(1−p) log(1−p)

1−p .
It is interesting to compare this capacityCMosk(CT,CO) with the case with perfect state knowledge at the
collector as well. With perfect state knowledge at both central and collector, the capacity is 1− p since
1 bit of information is sent each time the channel is in stateS5, which occurs with probability 1− p. In
our example, only the transmitter knows the state and the capacityCMosk(CT,CO)≤ 1− p.

7 IT based characterization of covert flows
We have shown in previous sections that the terms interference and covert channels refer to different
kinds of leaks, and orthogonal properties of systems. Similarly, discrete channels characterization misses
some obvious channels with capacity lower than 1. This section proposes an information theoretic char-
acterization of covert flows. The main idea is to consider that a hidden channel exists from useru to
userv in a systemS if u andv can useS to simulate a memoryless communication channel with state
with capacity greater than 0. We define this characterization in two steps: we first define some transition
systems that simulate a communication channel with state. These systems will be calledHalf-Duplex
systems. We then define control flows covert channels as the capacity for a pair of usersu,v to change
their interactions with the rest of the system, i.e. transform a systemS into a new systemS′ in such a
way thatS′ is a Half-duplex system, and is observationnaly equivalentto S for all other agents. Then,
computing the capacity of such covert flow resumes to computing the capacity of the communication
channel simulated byS′.

Definition 9 Let S= (Q,−→,Σ,q0) be a transition system. A state q∈Q iscontrolledby process p∈P
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iff for any transition(q,a,q′), Ex(a) = p. The system S is inHalf-Duplexbetween two processes u and
v iff there exists a state x (called thecontrol state), a set of states EN= q1, . . . ,qn controlled by u (called
theencoding states) and two bounds K1,K2 such that:

• any path originating from x of length greater or equal to K1 passes through one state of EN,
• any path originating from a state qi ∈ EN of length greater or equal to K2 passes through x and

contains at least one transition labeled by an action in Obs−1(v),
• no path from x to one of the states in EN uses transitions labeled by Ex−1(u).
For simplicity, we will also assume that Y= ΠObs−1(v) (L (Path(x,x))) forms a code, i.e. any word w

in Y∗ has a unique factorization w=Y1.Y2 . . .Yk.

More intuitively, the states ofEN are states from which the sending processu in a covert channel
will encode information. Passing from statex to a stateqi ∈ EN simulates a choice of a new channel
state, and is an essential condition to allow for a translation of transition systems into state channels.
This does not mean however that the capacity of hidden flows can not be computed in transition systems
that do not meet this condition. The additional condition that all states inEN are controlled byu is not a
real constraint. In fact, we can easily ensure that all states are controlled by a single process by adding
an additional actor to the system that schedules the next process allowed to move. Clearly, Half-duplex
channels simulate the behavior of communication channels with side state information, and the states of
this channel will be the encoding states of the half-duplex system. Chosing an action (or a sequence of
actions) ofu from an encoding stateqi simulates the sending of an input symbol in the communication
channel with state, and the observation performed byv before returning to statex simulates the reception
of an output symbol. With the constraints imposed by the definition, we can ensure that the choice of
an encoding state is an i.i.d variable, that is independent from actions ofu andv. The code assumption
means that the receiving process in the covert flow also knowshow many times the channel was used.
This hypothesis can be easily relaxed, but we will use it in the rest of the paper as it simplifies translation
to a communication channel model. We refer interested readers to the extended version of this work for
a more general framework without this code assumption.

Figure 11: General shape of a Half-duplex transition system

Figure 11 shows the general shape of half-duplex systems. There is a single concentrator statex.
Unlabelled arrows originating fromx denote a sequence of transitions that is unobservable forv. Arrows
labeled byui denote an action of processu. Arrows labeled byyi denote sequences of transitions for
which wordyi is observed by processv. Half-duplex transition systems simulate the behavior of some
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communication channel with state. We can easily build the simulated channel, and then compute the
capacity of the obtained model to quantify the importance ofa leak.

Definition 10 Let S= (Q,−→,Σ,q0) be a Half-duplex transition system from u to v, with encodingstates
EN, control state x, and probability function PS. Thestate channel fromu to v contained in S is the state
channel with side information ChS,u,v = (S,X,Y,gs,{ps(y | x)}s∈S ), where:

• S is a random variable over a set of statesS = EN
• gqi = Σρ∈Path(x,qi )PS(ρ) is the probability to reach state qi from state x.
• X is a random variable defined overX =

⋃
qi∈EN

ΠEx−1(u) (L (Path(qi ,x))), the set of sequences of

actions executed by process u to move from a state qi ∈ EN to state x.
• Y is a random variable defined overY =

⋃
qi∈EN

ΠObs−1(v) (L (Path(qi ,x))), the set of sequences of

actions observed by process v to go from state qi to state x.
• pqi (y | w) = ∑

ρ∈Path(qi ,x),Πu(L (ρ))=w,Πv(L (ρ))=y
PS(ρ)

The translation from a half duplex transition system to a state channel immediately gives a capacity
of information flows fromu to v. Note however that this implicitly means that the sending process in the
covert channel must have perfect knowledge of the system’s state to achieve this capacity. When process
u does not know perfectly the state of the system, the capacityof the state channel computed fromS
should only be seen as an upper bound of an achievable capacity.

The capacityCS,u,v of the state channel computed from a half duplex transition systemS gives the
average mutual information between sequences of choices executed byu and observations of processv
between two occurrences of statex. Non-zero capacity of such information flow fromu to v in a Half du-
plex system then highlights a capacity to transfer information fromu to v using systemS. Note however,
that a capacity is an average number of bitsper useof the channel, and does not give the bandwidth of the
channel, which is an average number of bits transferredper time unit. Usually, capacity and bandwidth
are tightly connected for communication channels, as it is frequently assumed that channels are used at a
constant rateT. However, in our covert flow setting, each channel use may have a distinct duration. We
do not yet know whether there exists a closed form or single letter characterization for the bandwidth of
a covert channel. However, non-zero capacity means non-zero bandwidth, and capacity is still relevant
to characterize covert flows.

Now that Half-duplex systems are defined, we can propose a characterization for some covert chan-
nels. The main intuition behind the following definition is that a covert flow exists when two usersu,v
can modify their behavior in such a way that the resulting system is observationnally equivalent for all
other agents, but simulates a communication channel with state fromu to v, with capacity greater than 0.

Definition 11 A transition system S contains acontrol-flow covert channelfrom u to v if communications
from u to v are not allowed by the security policy, and there exists a Half-duplex transition system S′ (from
u to v) such that:

i) πP\u,v(S
′)≡ πP\u,v(S),

ii) πu(S′) andπv(S′) are defined over the same sets of messages thanπu(S) andπv(S).
iii) CS′,u,v > 0

The systemS′ is obtained by replacing processesu and v in S by corrupted processesu’ and v’
that implement a covert channel. The half-duplex requirement ensures that a capacity for a supposed
covert flow fromu’ to v’ can be effectively computed. Itemi) means that the corrupted system must be
equivalent from the non-corrupted users point of view. Thismeans in particular that only processesu and
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v can be changed. Itemii) means that processesu’ and v’ must not implement direct communications
from u’ to v’, which would be detected by the mechanisms enforcing the security policy. In addition to
this, when direct and uncensored communications fromu to v exist, establishing a covert channel makes
no sense. The last itemiii ) means thatu’ and v’ implement a channel with non null capacity, i.e a covert
channel.

One may notice that there exists an infinite number of candidate processes to replaceu andv while
satisfying conditionsi) andii). We can however restrict arbitrarily our search to systems that are equiva-
lent up to a bounded size. One can immediately remark that when a systemS is seen as the composition
of independent processes that communicate via channels, i.e. S= Su||S1|| . . . ||Sk||Sv, S′ is obtained by
replacingSu andSv by some variantsS′u andS′v that compose similarly with the rest of the system (the
sequences of observed messages transiting betweenu,v and the rest of the system are similar). It might
be useless to testall models up to a certain size, and we think we can limit the search to a finite set of
canonical models in which processesu andv have the same number of states but more transitions, and
behave as expected by the rest of the system. This remains however to be demonstrated.

Definition 11 characterizes covert flows in a situation wherecommunications fromu to v are forbid-
den by the security policy. However, covert flows can also appear over legal communications (this is for
instance the case of TCP piggybacking). In such situations,a security policy may consist in monitoring
or record all messages fromu to v, and forbid illegal message or contents. Covert flow in this context
are calledlegitimate channelsand their purpose is to bypass the monitoring mechanism.Theexample of
section 6 should be considered as a legitimate channel, as collectors and central observer are allowed to
communicate.

Definition 12 A transition system S contains alegitimate covert channelfrom u to v if u and v are
allowed to communicate by the security policy, and there exists a Half duplex transition system S’ such
that πu(S′) and πv(S′) are defined over the same alphabets asπu(S) et πv(S), πP\u,v(S

′) ≡ πP\u,v(S),
and CS′,u,v−CS,u,v > 0

Definition 12 characterizes situations where modification of the behavior of two processes can add
information to the legal contents exchanged when using the original system. Coming back to the example
of section 6, we can notice that there exists no information flow fromCT to CO in the original model,
even if both processes are allowed to exchange acknowledgment messages. The communication state
channel computed from this description alternates channels where only a single input/output is allowed
(one state allows to sendack, the other allows to sendnack), hence with zero capacity. This is not
surprising, as in the original specificationCT only forwards toCOa choice from the environment that is
independent from its own actions. Note however that the initial capacity of information flows between
two processes that can establish a covert channel is not necessary null. Indeed, some communications can
be allowed by the security policy. A covert channel should then be seen as a mechanism that increases
the capacity of information flows between two designated parties (the designated sender and receiver
processes).

So far, definitions 11 and 12 remain imprecise on the securitypolicy. Both definitions could require
that S′ complies with the security policy, but this means expressing this policy as a formal model. For
instance, if the security policy is enforced by a monitoringprocessPM that detects deviations from a
normal behavior, this additional requirement is ensured byii) πP\u,v(S

′) ≡ πP\u,v(S). In the global
security policy is given as a transition systemSsec, we simply must ensure thatL (S′)⊆ L (Ssec).

8 Conclusion
We have shown how to characterize some covert channels usingtransition systems and information
theory. This characterization shows that a chosen pair of users can simulate a communication channel.
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We then translate this transition system to a finite state channel model, for which we have effective
means to compute a capacity. A capacity greater than 0 means that the chosen users can establish a
covert flow. This characterization works even for covert information flows with capacity lower than 1
bit, but is restricted to a class of transition systems called half-duplex systems. This restriction is mainly
motivated by the obligation to compute a capacity for information flows. It imposes in particular that all
inputs to the covert channels are independent from the past.However, in many systems, an input and
the corresponding outputs can influence the next state. Our techniques should be extended to handle this
situation. Note however that effective capacity approximation for channels with memory it is still an open
question in information theory. We do not expect to obtain closed forms for capacities of covert flows,
but good upper bounds can certainly be achieved, and are still useful to characterize leaks. We also have
assumed that the output alphabet in a covert channel was a code. This assumption was mainly written
to simplify the description of our translation from transition systems to communication channels. It can
be easily removed at the cost of an approximation, as uncertainty in factorization of received outputs
can be seen as adding some randomness in a channel. Similarly, our channel model supposes that the
sender has perfect information on the state of the system. This is not always the case in real systems, but
capacities achieved with imperfect information are necessarily lower than with perfect information, so
this assumption causes no harm to the proposed characterization.

Our covert channel characterization defines a covert flow as the possibility to corrupt a system in an
unobservable way. This definition does not bring an effective algorithm to check for covert channels, as
there might be an infinite number of such variants of a system.Current solution is to bound the memory
of attackers, and work with variant models of size up to this limit. We think however that the search can
be limited to a set of canonical variants, as creating new states in the corrupted processes simply means
unfolding the original processes in a way that is equivalentto the original observation. In a memoryless
system, this does not seem to bring any more encoding power toattackers than allowing more behaviors
with the same number of states. This however has to be demonstrated.

Last, notice that the proposed characterization only dealswith a specific kind of covert flow, and
is defined for transition systems. It does not consider time,and exhibits a memoryless communication
channel with state between two users. We do not know yet if this approach generalizes to wider classes of
models, covert flows, and communication channels. Of course, we do not expect to be able to characterize
any kind of covert flow using this kind of technique, and the approach proposed in this paper should be
seen as complementary of other security tools such as non-interference. However, we think that such
characterization captures the essence of covert channels,that is the capacity for a pair of users to establish
a communication.
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